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o VEREE WURSRENE, 2 FBRKUH

o 1 : Mz L RHillstonei% 7 WebUIL Ul _EAYEERE B aiE#5il. #ilin, “Rih DES %
33 A\ Hillstone ¥ &£

o <> HZTAFIRWebUIF I IR AR SORME R, CURRIBIEHAR EIRIES TR SURKES
PR GERITAFRLAR SO g . i, “BCBMTUE, kb <Fah>Hukiid, e SORREF A
BIERE -

CLIZ)E
AFMAERARCLIE, WHFLLFZ5E:
o KFEIN ({}) : FRHIZNA N NEITE.
o JIFEIN ([1) : FRUIZNANAIETTER .
o B () : HIERNEEN EARHER LD .
o IR MAE S AT LR T, TR AR, BRI
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ARTFAIR, TR,

o AT, PRI ENAFRIIEE “hostame” .
i &fr#H (CLI)
CLIN %

Hillstone 1141 FIFH 20 4% 2 4 [ R R Z8 tone OSTR AL — AR5 iy & LA K i 247821 (Command Line
Interface) , ] T REGERT 224 W R A TICEAE HL . DL R & 10/ 4iStone OS iy 4 THE LAY A )5
TERRE R

QY‘:‘EE: fEHICLIRC B2 2R, e ARG HRETAXD NG, Hig, APEA
AR XD RN .

i SRR RF

StoneOS CLUF AN AU an A, —Lbanr & URERPE R ST A - Biln, FUAT#EH
R RCERS, AR LA AFFRATRCE W<, X LAY L SSMEA T AMECE. AR S
PR A HAR Y Y CLIR IR 7 o

AT

I REABCLI YRR TR0 ST e i TP A F A R 20 s vr ) B Y 3 B T 3%
BEHFR R I AR, B5& T 1S () -

hostname#

2RIERA

SRR A AV ME S Z 2 MR ES . AP ESITIECT, fi Aconfigurefin 4, RIHEA 4
JRRCER . ZA TR R I R Frs

hostname(config)#
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FHREIEERA

LA W R YA [E AR B RE 7R B AE H W 1 iy A T AR R TRCE . P e 2 R AR Ui A
R A2 AT LASE AAH Y B PR EC AR . I, J5fTinterface ethernet0/ 0 4-33E A ethernet0 /04
CIEC B, MR AR A

hostname(config-if-eth0/0)#
CLIfr S A LI #

R s 2 2 W R CLULBE N B CLIFAA TN o F P R A I AN ] ) i 40 A6 55 Fh iy A2 Tt
o, T FRAHCLIF A Y 6 4 -

=N L
BRI R B configure
4R B B S Bt PRI SIRE R IR L e A% 4T
Bt
JE R b2 At exit
T AT end
WHATHERERRD

StoneOS CLLEA fr A0 B i, FUG T CLUB AR B O S REN IE BT, 6 T AR
CLUFHERAE 4, StoncOS 2t IR IR . W ILIIB R L F 2B

RER j::p% )

Unrecognized command StoneOSHA E A HY 3 & Bl KB
CIPANGNEZS S EiilsEy o
AR ZEUERR .

Incomplete command AR TEE.

Ambiguous command CIPANGNE—= S N
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WITHRA
I SNSRI, PP T LA 6 0465 3T, BRILZ A1, StoneOS CLIEHRA
B 14 ST T2 e

ST G

A MRS R U A L AL . KA StoneOS A A A S5k Hilln, i
FRT LM Asho ik 7 B4 (M BEIRL BB L, T A Ashow interface; (Ui Aconfi AT A4
LB

B33 iR EF

StoneOS CLIAAHA NS (2 ) S ar & KRB T IRE. BARGIAGLAUT PR :

o FENEHARFRERRARS, CLER B35 LOX 80z A B ki e (B4
WIREMIEEN40) SE AR TR W] LA A S 5UH

o WREEMARYS, CLUKESH A et B il H a & Ala < B9 fa o 46

H 3 # 77 & K7

StoneOS CLISZHRFTABSEAN T i & KRBTV Rl (B FAF ST TABSE, LUZF AT ki i & 2

HI~"=
HEh#b5. B2, ZHADMFFIREE A SR AR Flan, EHRTHRETRA “conf”
JEMCTABSE, RZE2r A& #hFA “configure” o

TR HE

StoneOSHAF & 1THI AR FRIER B, FEEAFHLUT LT :

BEEHLRS

StoneOS CLIN Ikl A o454, A LUl by T PER#Cal+P. Cal+NRAF L
—HREE T R A e P AT LA SR AT SR EE R T A
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tREs#

StoneOS CLISZRFRFEHEAI (o 341 HiStone OSSTRFHPRIE S K HL I fE -

PriEs TheE

Ctrl-A Wb s EFAEATRATE o
Curl B KR A IS 3 — 745
Ctrl-D TR SR BT A2 S 75F o
Ctrl-E Wb s E A TIAT R -
Ctrl-F PSR IR Bl — 4 o
Crl-H B EARET— 4 o
Ctrl-K RS IS FTA 57F o
Cerl-N L7 N 77 R
Ctrl-P B E—F L.
Ctrl-T WHOEAR TR 7 8 L AT — BRI -
Ctrl-U R EAR BT EAT o

Cerl-W IR AR HT Y 37 o
META-B K EhR s 2 FT AR R 3R]
META-D TR bR i R o
META-F W ehnts 2 TR IR R R o
META-Backspace JHIBRGR BT Y 3 o
META-Ctrl-H T BRSEAR BT A 37 o

g s (EIAMETASEITHIIN b, 155CIZESCHE, FHEF 4. flin, META-BJ#
VESIRE M 5E4%— T ESCHE, SRR TAB,

W IECLIH H R

StoneOS CLIjshowfr & B /RS RYBCELR 2o I Rl DIMRAE A7 B0 show i & A HF S T I8
T A Eshow iy & RN I — M IR S A FF L (1) 1Ba @A IE AT IS =

KT AT M



fifr:

o include <JFIEFEMF>: H ARSI IBRIFE R <IBFA>THIFEEX 5 SRR/ NG

o exclude <IHYEAAT> IS IR LUMIE R . <IESA>FE TR KNG .

o begin <JHIESEM>: W —FAFEILIBFMRIGE BT . <IHIESMA>Hh I F B X 5 KNE .
CLI A5 Ed i i 2 = Oh -

hostname# show command | {include | exclude | begin} { filter-condition}

U EaATH, B8 (1) Bardr—ma, Rk ES IR R st rdig. e
MR B S M ARIZEL, AR S B .

IESAAF A IEMIZGE A TR H RN ZE A B 547 M Ry & X

R &1

Al () DERCAER R AF o

25 (%) — PR IE B, TR0 EE IR FAT .
s (+) — M ERERE R+, ISR E NIRRT

B () RILERTE.
EfS (9 HITEATRE.
JES (D) TR TRV -

ETRF () 7 FETERIR 2 K

7 W78 CLU A5 B

e S RIS B, TRTEFLTTER, CLEMRE “-More" Fk— TIN5
o FP T OB R B Ak S R (S B AR RS 8. PP TR A

o WRNPATER: %I,
o IREIFEETSIT: & Q" HEE ¢ o

o BTN T UUEE: HEREE QT M q” LUANIAERSR
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’REANEHE
FH P AT DAIE R Ay 415 B P F 2m A 9 FE RO o BRIV IR, L 55 2000745, KoN25FT. 18
o FH LA iy 15 B 2 1) B FEE RO
o T : terminal width character-number
character-number — ¥§5E 745 JEEZ04%]512 D F 4o
o KJE: tetminallength line-number
line-number — REFTHL, LR ATECH R E TR (E2W R LB TECh, TR
17) o JEEIZ0RN2561T, O ARG B R
L B A YR A R, AR RIEE SO Zm W B G B S, 2 o
R N 2 B BRI E

BB 1 B[R]
StoneOS CLIN| LA E Consoles SSHE{ TelnetZ A= Af ] £ REEMAAT, WAL TS3RE
RIS I [A)
e console timeout dmeout-value
timeout-value — $i75E Console B N [A] . JEE/Z0E]6053 41, 0FTRAA N o BRINME 10534
1542 JR M B A4 Hlno console timeoutiy &1 52 Console i I i ] T BRIA(E o

¢ ssh timeout timeout-value
timeout-value - 5 xE SSHEE I I [R] o JEFE 21260508 ERIMEZ10508.
TE4 il B A Fno ssh timeoutfiy 4k &2 SSHIEA I 1 ] A BRI (H

¢ telnet timeout timeout-value
timeout-value - ¥5 5 TelnettB T I (8] o YEFLZ 1216055, BRI Z210504h,

TE4 Rl B H Hno telnet timeoutfiiy &k 2 TelnetiB I I [H] [ BRIAEL

HE M %

StoneOS Fu i ¥ show i< i H 7 S B E [ B E 10 H AL, E45 L 2 & HIFTP Server
FATFTP Servero FE [l i an & HUAR AN -

show command | redirect dst-address

KTATF



H Akt (dst-address) [R5

o FTP - ftp://[username:password@)]x.x.x.x[:port]/filename

e TFTIP - tftp://x.x.x.x/filename

CHiams

StoneOS CLIS Fpingflltraceroute B S Wi <o 1™ AT LA X B~y & 275 W 28 A1 2 779%

i%,o

8 KTAFM



B BT 37

AT AUT A

o "TEABE" AEE T AT AN ECE EALG D RER SR A AU AL S 2 ARPICEE
o "BUli B AR 2300 A TR UL IS i el B B UG I A T RE LA R B BT A I B A 41

o "DREPTAR" RS0 S T IPRIBTAIIIRE AT E YDA BT LI AR e S0 A A
L RAS P

o "NRBITHARS" AEHTODT « AR T Wk TR 45X iy E W (DNS. FTP. HTTP,
POP3. SMTP. TELNET. MYSQL. MSSQL. ORACLE. NETBIOS4) MAZHd:. HT Webl
Yot AT AR WA B Bt

o "SEEAT VRN AL 13T UL A E T AN G R T e A A S AT AR TN D E T R X 5
FISEATN, AR SR R i AT A

o "SRRI LS 1T AT AN E IR T AR AT SR TR R T, R R AN
WA, AR SO AT A

o "HFGRELIE" AEEE144 T A2 T AR T D AN TP HE SR 4% SR B T, JF
Xt eh R A4 PR T OR IS W P AT AR R, DARCAR T BT IP (R A I

o "XUBRHIRZEHE " AE S 15200 A ER T e T DXRG UR A B R U SR Sl A TR W 2 v A O XU I
VR RZAOAT AP, AR e S8 3T XSG D28 15 T MU ARALE J o

o "REKIMT" AESE156 0T SR T AN ARG FRALRIR TS 1, XM A ISR A
=R EA T R R AT o

o "BDBTFAESSTI0: A T ECE DB S
o "EHBRELE SR FEE 160D AR T A SR R R

o MET 28 C&CRT " AESR 16401 A28 T Qe i BB T4 A ORI T SR (1 181 190 2 C&CRT A1 2y
REMTTTIEA T A 0 28 C&CAG A

R 9



o "BEIZHBPEIEIE" AESEITUIT: G A T T A R T SR S AT B T RE AT K
P AE ALBR MR H51 ) i o

o "ZEPTAR" AESE1TS 00 S T AR A e A D T IS S, ARER A e A
SRV ARIENEE Sy ok €)= S s S I E TRl NI S N

o "IoTHEHE" FEAS 18201 : Ml TR ZIR AR AL, SRR L I EIIPC. (2% 54AL)

NVR (MIZREESREIL) FMAIIR 3, U A B AT Se i 8, SRR IR ACE
Xt HERAETEA T A ) W 2 A M 428 e A T REL I S5
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ENLEHE

B LA DRE RN & & AR B IR R ZRARPH, (RPN SR Z ARPI . Tl T4
DifIhae, AAeRRCESCN, SR w4

gratuitous-arp-send ip ip-address mac mac-address switch-interface interface-name except-interface interface-

name trate rate-value
e ip ip-address — T8 EMACIEFHLAIPHHE
e mac mac-address — 15 EMACTRE T HLAIMACHIHE .

o switch-interface interface-name — ¥§iE K ILEARP] R #E 1. 1] LLZ VSwitch# [ 5 BGroupts
l:] o

* except-interface interface-name — fREHERIE, RIAAIE G R ARPELAEE o O EER AT
FHHIREE

o raterate-value - fRE BT KL BRARPHAYHA . FANON A/ BOMEDNIA . BUETEREZ1510

/I\o
BB 2 5% e R L 6 ENAE R BARPH.. am L Al 165 EN AL R TRARPH.
A RRCERT, S LT S BORAEEE E T L B ARPEL IIRE :

no gratuitous-arp-send ip ip-address switch-interface interface-name

ENARLE

I B LR A FIRE, B0as Al LAAHH - AR eI R N ASREVT IR R 450 - R 20 EAL
HIMACEIPHIAE N2 347 B, I 5 I i) Pt il In 21 38 42 B B E AR — BRI BEARE
R

WnARR ENUIPHIE AR INE B A PR RIRS, SECE HOWAZ IRIPH HIT R T A2 IRIPIIRE, A&
Wiz EHL LR

BIREESH

R ERT, WMALT SR ENIARS R

J&E i B 4 11



host-blacklist {mac mac-address | ip from ip-address to ip-address vrouter vrouter-name} [schedule schedule-
name] [enable | disable]

e mac-address - & EININE) B4 B A FEAIMACHHE o
o ip-address- {RENINE BB EHLRIPHIbE . ASFRVFH A FE S I IPHHETE R .
e vrouter-name - 3§ EIPHHE G W F VR outer Y 24 K o

* schedule-name - 1§ E A G EL AL E RIS R A FR. WERTEEZS R, RECKAER [R5 E R R]
TR NAE I NG RIRZ, ;. WERAMEEIZSE, RERRASEIEENVT RIS ST A e iy
IR, W2 CREEH 1) TENFRIEE™ 750

* enable | disable — J5 HalZEAIZTEAURAZ S H . BOAMEILT, ArARIENIR A HS HHONE

Mo

P, FRIIMACHIIEH001c.£096.fleaf EALEIR A, FFNHIE B EIERII [ Fnighe, FHIZEHL
£ “night” FRERAFEE AARE LM, T F:

hostname(config)# schedule night
hostname(config-schedule)# petiodic daily 22:00 to 06:00

hostname(config-schedule)# exit

hostname(config)# host-blacklist mac 001c.f096.f1ea schedule night

LGRS

e R ERGT, SR EUT ar 2R E I LR A A H R )

host-blacklist {mac mac-address | ip from ip-address to ip-address vrouter vrouter-name} schedule new-sched-

ule-name
e schedule new-schedule-name — I [R] 2 44 F5

Blan, EMACHIAEH001¢.£096.f1eall EALR A FAE H RIS RIZE, HHCH EARIRT ) #schedulel 2
BrHIRT ) schedule2. AT AT :
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hostname(config)# schedule schedulel

hostname(config-schedule)# petiodic monday 9:00 to 18:00

hostname (config-schedule)# exit

hostname(config)# schedule schedule2

hostname(config-schedule)# absolute start 01/01/2009 9:00 end 05/01/2009 9:00
hostname (config-schedule)# exit

hostname(config)# host-blacklist mac 001c.f096.f1ea schedule schedulel

hostname(config)# host-blacklist mac 001c.f096.f1ea schedule schedule2

JE B YR L EFE
E AR LR A H H o] LU MACHEAE s B ID TR IR A2 RRERAT, MHTmSE
e Z AR ER ENLR 4 A H
host-blacklist mac { mac-address | id id-number } {enable | disable}

EEER TR FLE H Al OSSP sE DA TR IR . fE2RRCERGT, AL E
EE SR ERNENRL R

host-blacklistip {from ip-address to ip-address vroutet vrouter-name | id id-number} {enable | disable}

Bitn, ZEHIDS5 91 FIMACHHE AR LS H . arfTa T

hostname(config)# host-blacklist macid 1 disable

EEMZAEH G, SRHARBMER, (3R R AR, AR, ML 6 5 DR 5 9 1H)
ME%MEM%%ﬁ%E

hostname(config)# host-blacklist macid 1 enable

BEE L EL B
TEARAECT, AL T e Won AL A B 45
o TORFFAMACHIMF FHEA4 MK H . show host-blacklist mac

o WIRITATIPHIME NI EZH45H : show host-blacklistip

R 13



WY BEHEEH

fEa RIBCERCT, U LUR a5 SR A2 B A ERMACH AL 9 L :
no host-blacklist mac { mac-address | id id-number| all}

 mac-address — T AN EHIMACHINE, MIFRIZTHE S EAH
e idid-number — @it A COIER FHIBZHE HIDG S, MEBRZFENBLHEEH.
o all - MIBRITA EEIEEIIMACHHER) MRS FREH .

e RIRCENGT, B LUT a5 MR A2 B A BRI Mk ) SE AL -

no host-blacklistip {from ip-address to ip-address vrouter vrouter-name | id id-number| vrouter vr-name}

e from ip-address to ip-addressvroutet vr-name — £t 244 FAH B HE E VR outer I A TP bk 75 B 1 [
FHEAHLH.

o id id-number - WL C ORI LR AL FAIDS 5, MERZEHURZHEH

e vroutet vrouter-name — M2 FHH R B T 1% VRouter Y 2 HRIPHibE T AL 4 S H o

9 BERE: 24 7 {8 fino ip vrouter vrouter-name iy 4 & VRouterfi, 2344 TPEE 44 FarhSE
BX Il VRouter [ 4330 s — [RI M B

IP-MACH &

NGRS 2 A i), B SCRFIP-MACHIME SR AE . MACH [ FPE LA R IP-MAC 35 4652 . IXLEH05E
5 B N ASTIBIAF R WIEARPZE S IAE. ARPHRGINAELA M MAC: S T RESAS 40 E 5 BN Bl
SHERE; T LRENIERENHSFERE. RN, bt BAARPREIIRE.

FF R AR I A IP-MACHRE 4% HAMMAC 3 [ G0E 5% H 5 38 ] LARRITP-MACHIhE Bl 24 > #19 £
PHURRE LR, (UIP-MACKHSEEE AL LAER
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MERSIP-MACSHE & B
IR ASIP-MACHESR H , A2/, AT w4

arp ip-address mac-address [incompatible-auth-atp] [vtouter vrouter-name]
o ip-address — Y5 ETHASYLE I IPHIAL
e mac-address — 15 ETFASYPEIIMACHHL .

e incompatible-auth-arp — QIRACE IZZSE, NWIRXHZIPHIHE S ARPIAIIE .

e vrouter vrouter-name — UNfIFFASIP-MACHE S H #2358 E VR Hvrouter-nameZE 35 EVRZ L o

MMEEZZE, BCENHASIP-MACHE S HRE T HA VR

trust-vto

fEa R BT, R IR ar e BR ASIP-MACH E 25 H -

no arp {all | ip-address} [vroutetr vrouter-name]

o all - FEMBR RS HTA T ASIP-MACHESR H

o ip-address — MBI EIPHELEAIIP-MACHSESE H o

o vrouter vrouter-name — MRS EVRIFHSIP-MACH E5H o H vrouter-nameZ 545 VR & Ff o

MEESSE, RGCKMIERBE VR 2 AR 1 EIPHILE AV #FSIP-MACH E SR H

RINESMAC- I A E R E
I ASMACHGI48ESRH , FERRIERRT, SEHUTmS:
mac-address-static mac-address interface interface-name
* mac-address — fREFFASIENMACHILE
o interface interface-name — H§EFHASYDE I -
FEARICERAT, LT 62 MERMAC-SH 98 5% H -

o MERAZG T A HSMACH 0 ES H -

no mac-address-static all

o MHERTEE B L R BrA R SMACH 0 E % H -

no mac-address-static intetface interface-name

R

an

i
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o MHBRFEERIMACHG FPESH -
no mac-address-static mac-address {interface interface-name | vid vian-id}
(S HFIP-MACE 546 € £ LM

BOANEIL T, REARVFARPEIASS T RIF L LMo WIRMUATFIP-MACHSFER EHL LR, £ERE
HECERT, AL :

arp-disable-dynamic-entry
4 o K T

no arp-disable-dynamic-entry

B A IP-MAC-Yr [] 9 5E
e AT LI AT PR SR S IP-MAC3 b (L
- ARPJIfE

. MACHI3hfE

ARP2 S IRE

BATEILARPAE ST R ARAG A M N IP-MACRY S ER S, FHHILER BIRINE] REEARPFE . BRIA
fBOUT, WERARPESEERITERY, W&a EITARPEY, FERAFIRIIP-MACHE(S SR
INERGEARPEL H . EARPA IR, WIRIPaEMACHIIE & AL, B8 20K R HIIP-MACE)
FEAE EIRINEI RGEARPFE . KHARP A INEE, A EA/E RGARPE HIPHhE Al LAYS [ Inter-

neto
BLEARP ] IIfE, fEVSwitchB( 7 BGroupfZ ECERA N, MHLI M4
o JFJHARP2:Z]UJRE: arp-leatning
o KHARPZ>JIIHE: no arp-learning
MACZ: ] MRk

Bl MACS: S Rl R AR
T, WAEHIMACE: S IRE

FHRPEIMACHT 8ERE, FPBHIRMEI REMACE . AN
EIERY, &S EBMTMACE S, FRRAEIRIMAC G [0 E (R IS4
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| RGEMACEH . FEMACZE Rt firh, WSRMACHI R 0 [ & 2E AL, A 24 T BT A MAC i
HEBER SHInEIMACEK .

REEMAC:SITIfE, fEVSwitchB IR IR BRI T, LT @
o JFAMACE:>] YjfE: mac-learning

o KMIMAC 2] UjHE: no mac-learning

sBRNIP-MAC-3i (]9 E 5 8

MR LA LU T i & B R RGEIP-MACHSEF E (FASS305) MIMACH: O4ERF S (FHS550
Ij‘&) )

o IP-MACH}E(5)E: show atp [vrouter vrouter-name]

o MAC- 4 E(5 . showmac

TEBRARPHEESE B
F AT Lot U i 235 B R AP ARPYSEF B (Bh4S) -
clear arp [intetface interface-name [A.B.C.D] | vtoutet vrouter-name]
e interface interface-name — J55518 2 L ARPLE(E S, fi Hinterface-name B35 ERE 1 2 FR o

« AB.CD-iikpeH _ERg € IPHIbERIARPHSEF

o vrouter vrouter-name — MRS E VRouter B ARPH E(5 5., ¥ ] vrouter-nameZ: 31138 VR outer Y 44
FRe MWRATREZSEL, FHE A VRouter——trust-ve I ARPEPIE(F o

B FESNHMAC-Yi I FESS B

R ] L 2 GE I MACE S5 2 SASMAC s [ H0E R SR TR A E . FCEMHIFERE, £
EMRECT, AT w4

exec mac-address dynamic-to-static

J&E i B 4 17



DHCP ¥

DHCP A TAHECE WML (Dynamic Host Configuration Protocol) , ‘B RENS H 5141 43 it id 24 [ 1P
itk AR 2 W28 280 . DHCP S #211d 73 T DHCPZ ' i 5y DHCPAR 55 # < [A| Y DHCPH U Y.
DHCPZ /i Y MACHIHEFT# 73 BCHITPHIHE O K R o TR SIARPRR EF DIRESE , W& &id 145 iy
ARPHELEM FIZ RGN TCHE, IR ICECIN % 7% ARPEL . 75 FHDHCPARHUGHBIE 9 M 25, mT LA
i 5 FH ARPAS Z FTDHCP IS 4% DI HER T 1 ARPHI o

H TDHCPAR 55 1% 7 S LA B9 7 S8R G545, I BRI — 1 208 19 IR 55 an H2 AL 1) o 28 i
BSH, F, RIS AR IR DHCPIRS %, WA AT RES | K DHCPR S 25 3. 1545 7T LA
IR AEAR Y 3 1B B R FFDHCPH N iz SR T 1EDHCP R 5545 i o

TN, R W O E A F FMACHIHE AW [ DHCPAR 5548 & X DHCPIEK,  MIMFERR
S5 BIPHINE VR, F S EATE P ORBEIRIFIPHIAE o IXFPISC B W 2% b DL DHCP Star-
vation Attacko 8 AT DA I AEFH R0 ] BB R FEIE R0 I EDHCPHE BRI s 4T H &%
PR D RESKRDT 1R %K Tt

e/ XK HDHCP I # T §E

AZERIBGroupf [y VSwitch#2 [ LA VLANEI S FDHCP R I RE. BONEOL T, ZIREZ K]

e FFIIBGroupsi i VSwitchfz [ 1HYDHCP IS EEINAE, 7EBGroupsl#VewitchBz 1182 (AL BB T,

AT 4

dhcp-snooping

FEBGroupsl# VSwitchfi TR L BT, (8 HiZ & nof B A A HE T DHCP I 1% T RE :

no dhcp-snooping

JHRVLANYDHCPE I IIRE, 2R ERAT, AT a4

dhcp-snooping vlan vian-list

o vian-list — $5EIFJHDHCP AR IIREAYVLANSG 5 BUETEFEIDY 1214094, WTLLNT. 244 1, 2, 5
. ARG NBGroupf 32 VLANGg S (MVLAN224%F|VLAN255) .

(ERRIUEMENT , (1% 4 nofl 2k VAN DHCP Y s e

no dhcp-snooping vlan vian-list
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BCEDHCP Z T RE

FHL P AT EARC B 3 FODHCPR A T, L6 TC DR DH PSR- SORINREAR UL HR s 26 A B AR e
Gt BIAMEOL T, A IDHCPHERAINRAR AR R VF Y, I HILARER % . BEDHCPR &
Yk, AELAKIBET (BGroups VSwitchsli# VLANBE iy ¥tz 1) AUERGAT, BEMLAT fr

A

dhcp-snooping {deny-request | deny-response | validity-check}

o deny-request — 5% 7% /it A 1K B i 55 i ) T AT 3 SR AR S
* deny-response — Z-F ML S5 it A2 08 B B P S ) P A AR A1 5L o

o validity-check - ¥ & DHCPELN % P 5iMACHIAES LUK R EL I IRMACHIAE 2 75— 2, ArA—2L,
2o

AR ERT, fAZm S nofy P K HIDHCPE & U6 :

no dhcp-snooping {deny-request | deny-response | validity-check}

FCEDHCP 33 F R

P B RSN DHCP ORI E, £ELUKMEEL (BGroups VSwitchal(# VLANSE: LI #LE ) i
BT, AN

dhcp-snooping rate-limit number

o number — fHER M EIIDHCPEU ML MM EIDHCPE R MG IZ IR E(H
ARGl RS HDHCP AL, JEEZ05]100000 FRIMER0, HITCHFFR;.

FERORCERGUT, M HIZ a2 nofy LA IBEHECR BRI A BCE -

no dhcp-snooping rate-limit

{E;RDHCP =BG

FF R AT AT a8 PAR A4 B DHCP I DI RERY ICEF 2

show dhcp-snooping configuration
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DHCPs#5%#

JEDHCPIS IR ITHRESS , ARG el B2 A DHCPEBH T2, eIl B gl e g —A
BETP-MACHEF BHIDHCPIEE SR . J35h, S ARZHIBGroupf [ VSwitch#Z[ 1. VLAN$Z[LA
NI =R R EVDHCPR S5 4r i, AT HDHCPIEIEIIRE, REcths H S IP-MAC
e BB ENRNEIDHCP 53 FIZPRIZEES H &G TE M P HIMAC itk FrikIp
Hisik AR VLANGG S FHZMREEE . F o] AT i AT a4 B A DHCP I
VI ESESE

show dhcp-snooping binding
FEATMTAEECTT P a) EARE A AR a4 BHBR B A O S8 8 E R DHCP I 151 245 H -

clear dhcp-snooping binding [interface interface-name [A.B.C.D| | vlan vian-id [A.B.C.D]]

* clear dhcp-snooping binding — JIFRDHCP s 41F T AT ISR E S H

* interface interface-name — F5EREIIAH, MERTEEREINIERH

* interface interface-name [A.B.C.D| — /@R MEET N HIIPHIAL, MHERIHE 1 RRE PR E SR H o
o vlan vian-id - $EEVLANSG S, MHEREFEVLANGEE K H o

o vlan vlan-id[A.B.C.D] - $5ERFFEVLANTYIPHAE, BRI VIAN T RFEPRYZEE SR H o

ARPKYE I EE

B SRR L ARPRS B IIRE . JTTRIZINEEE , RGO ARPEIETIRAE, KARPH
FTPHuhE 5 R GEARPFR PRI EAS R I LA K DHCP i 5 81 56 U TP-MACH i€ Z A TR HE -

o WIRIPHILEAEARPF M, H H5RACFKAIMACHIEARR], WIAkELEE K 1ZARPEL;

URIPHHEAEARPE Y, (H2 HERTIURAIMACHMEA 2, REEK X FZARPH;

WRTPHILE AR AEARPE AT, NIZkLaAG A iZIPHibE 2 A AEDHCP W5 51 3

UERIPHIHEAEDHCP i A e, FF HAA R IC R AMACHER ], I 4RZE5E A% ARPEL ;

ARERIPHHEAEDHCP I F R, (H2 SR TR IYMACHIEA — 2, RE0K K FHIZARPHL;
URIPHIAE AN FEDHCPIE AL, WARYRACE BT RoF Bl #e A
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e/ K HIARPH 2 Ty BE

AGEMIBGroup s VSwitchfzé [ AN VLANKSZRFARPHE B I 6E. BOAFILE, IZIIRER KM
JFABGroupEl# VSwitch#Z [THIARPFR B I RE, {EBGroupsli# VSwitchf [ LECEMTT, {HH
AT a4 :

arp-inspection {drop | forward}

o drop - EFIPHIMEATEARPRHFIHARPEL,

o forwatd — A IPHuME RFEARPEEHIHARPEL,

FEBGroupsl & VSwitchfz LTI AL EMT , il HiZan S noff 25K I #E R ARPAS 2 21 iE

no arp-inspection

JFJEVLANRJARPI AT I 6E, £ RRCERAT, MHALIT a4

arp-inspection vlan vian-list {drop | forward}

o vian-list — ¥FEFFHARPI A W REMIVLANS R 5o BUETEE A15]4094, LA, 240 1, 2, 5
4, ARG NBGroupl Y32 N VLANSE (MVLAN224%|VLAN255)

fEARIRCERT, fHZa 2 nofYE Xk A VLAN R ARPHL & I RE -

no arp-inspection vlan vian-list

BoE 5

FH AT DA B A B2 BGroups  VSwitchB 3 VLAN: [ MisiEs ) A rl (=8, il Ea0
BRGNS Z BARPR A . BTSN T, AT AN #E A TERN .. BCE RN
ARMEEL, EEAORERAT, SHU w4

arp-inspection trust
FERHBCERGUT, A IZ A oY A BUH P E AV AL E -

no atp-inspection trust

PO E ARPEEFRE

Ao B ARPRLAY AR R, AERERCERGCT, AT
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arp-inspection rate-limit number

o number — FRER M RITARPEI ML S HRIRARPEA) M I IZIEEEHI, 25
BEFEHEHAARPAL, JEEZ0£1100000 BRINMERO, HITCHZERE

FERORCERGUT, A HIZ a2 nofY LA IBEHECR R A BCE -

no arp-inspection rate-limit

9 ERE: AR S| B R O L B ARPEEFE &

ARPJ

WL EHARPEE S MAC 2] ARPYIIELAK ARPIG B IIRE, RETAEMIRIFAYBTHMARPI At FF
H, AZGREBXTARPIUINIGE A TH . R ARPIIRSCL SR S, AT, AU a4

show arp-spoofing-statistics [number]
o number - BB BB BT number5sit 5 o
THER ARG ARPHIRSGESETHE R, AT, A4

clear arp-spoofing-statistics
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Bk B 7

W28 AL 2 P AR I Ty, IR AR 28 LRSS 4% Uk 55 a8 O BURE R BRI
TR OB SS , BE B RIR M 455 UM A I 55 S i EL 2P T o AR 2% 42 iR 5
i, WA B D AP DD RESRAR I 25 RS T R W28 Gty , ISR EBURH IS A8t O 47 A 0 I 45 9 3258
B, PMRIENERRZE N RS IE Rl T. st AT A Bt 4 o Re -

M B R

ARG L DR W2 T IR0 A REAS XX L ) 25 TA el BEA T 5 BEAL B T ORAIE P 2% R GE Y 42
Ao

ICMP Floodf]JUDP Flood i
PR AR S B [A) PA T A s B bR A KR IICMPY . (Wiping) FIUDPHRSC, i%sRIBIN, i)
It B b 4R R BE 5 BE H AT 55

ARPIHi Z 7

SRR ) W2 AR MACHEEE A T84T . ARPHR G A o /2 e 1 H S B IR A IR S MAC ik TP 3
fik, i H BRI ARPZEAF R FRIPHIAEAIMACHIHERXT WS¢ REF R . FEH AR EHE LRGP
A LAEERENL, B FRMIZNIE AR SO IR 57 B

SYN Flood X 7

M BEIRAYERG, AR5 ds HRE AR VFA PR TCPERE . MSYN Flood MU IR M X — /L, EhiE—1
SYNH#ZIC, K HIFH LS E O & ) sl AR AL, SRR ARG de Al i . MR I5 e (e B
SR FSYN-ACKR A, TN E LR IE, AEWEIACKIRSC, MIME SR MR B &k
KAERHERIIR S, SAEBGE ENL IR F e, ERPEaEny, AmEFe R 1T, (8
RSP TCIEVT o AEERAZIRFIRIEAE R, SYN Flood 2z il B R ZEH N 7755 5
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WinNuke X 7

WinNukeZ{ o 18 5] 254 7 Windows RZEHEE E HARUNeBIOSHG [ (139) %A 1%OOB (out-of-band) %%
fitd, FHE— T NeBIOS T WrHE S, BEHIEENLAB A —MRIGMP il —IE N
T, IGMPIRSCEAZ AR, Frl, A RGEXSIGMP I} 1 i SCHIAL AT Rl i RIS IGMP 73 fr
WL, MIEARHEZ ) T Wi

IP#iHERC S (IP Spoofing) it

IPHUHEIR Y 25 o2 — R RBOS T SR VR Al RO DT R SOA, Bl O IPHuht [l & ik
WO, HERIZIR SR E THEEEN. W FETIPHIEI TIRIER N, et ik Ge s iR wiz
B P VT TFIREBGE R EE . RIEIRN I SORRERIABGEE, #ih Rt 2 RIRIR .

A AL 7753 L] 78 ot
R P T F AR 1, Rt S EL A7 , AT WP b R4

A SEAF T I LA AR M2 b, TR 2 AL FH L 3 [T HE IR 55

Ping of DeathI{ i}

Ping of Deathilt/2 1 Fl —2£ RS AYICMPH SO REEBEA THY— TPty TP FBAC 164,
IXEE M —NIPHR LAY RO 65535 77 0 X TICMP [BIMIERASC, WEARAHE IR T65507F
T, = HICMPEE. IPLRE (20775) MICMPLRE (8%F7) HYE A AT 655355 . —LuiEs
Har ARSI EIRIH — MR S TS, EMRAZHTL SHLEES .

Teardrop i B 17

TeardropMUii/@ —FHELE 5 Wil REETUDPHIN A A 8RRV BGE ik, H AR FEE MAL
WEKEZ A0 P (1P A Bt i ddi% o A 8 6)m T Hdla 6 LA A Hdln f i for
BEER) , HERERZEEISAESMBHIED F BHR Pl W ARG M B EREH
B
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Land {7

fELand B0, B8R —REFT & AR 6 B P R AT B A Rk #3555 A ko
RFERE I I 5w 12 B SR 2 8E S, g5 X Dk SOk BH B A — 2SR, 1
IXFEHIE RS O B BRI o X R Land B T, V2 IRSF a4l Aot .

Smurf iF

SmurfI 770 &) TR MR o (R FR S mur fI5C 7 SR BGE — 1 W% o 72 R ICMP AR SR 6L A9 H
HoHESSEE A I O ) R, IXAEZ I8 R BT AT ERUER S EICMP B A SRAE S, AT
FELEHIE . A Smurf Bl T E AR BN Tk /2 R ICMP R 4% R AL A I AL BN
B B IE, A SERIE NI B EF, MR ENME , Bk a8 2.

Fraggle (i

Fraggle B(ili 5 Smur X i AR R R i o AN[A] 2 A AT Fragale MUt i FHUDPALIE J it o

IP FragmentX{ i
Wb il i B AR ENUAE D Rt/ NTSE9 0 FrfloC,  SECENN 0 Ao SO A T BN K AR R T
ARG T5

IP Option{it7
Tt A TP SO B S e TR L, SR BRI M2 25 M H Y, i) i T RGeS R4
R AL ST I R G A 15 o

Huge ICMPE X i

FALEFE M A E I RRIIRSL, 25 DR N A7 BOHR R 1 5 B R A 38t MUl it Aok
ICMPH3C, iEHARENLAB, B2 Bl HAY.
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TCP Flag 2% it

ANFHRAE ARG T AR A TCPAR A AT AN A YA el i Ao i AT AR L TCPAR A i SR
W HEREVRIRIER G, A HAE RGO EA S, BahA (s 2] HAREA LR S
B HA

DNS Quetry Flood X i

DN 4 25 FFTDNS Query S0 HE25i FEE T 58 44 AT 3 LIRS X DNSHR S T it
3 IF DNSJI 5588 4 2% A HEHE (DNS Query 3¢, i FIDNSJIR S S8 105 98 sl LS00 0, (SRR
DN Query G /RF4h 3,

TCP Split Hand shakei

&P AR TCPIR G5 A L TCPIE I , BRI ST d D iGSYNBL K H N2, 1755 3 A EE TCP i
o A TCPER), ERETCPIRS 4% SUF A AR T ARTCPIEERRN "% o, (Al En ik
AR

He B B B 47 2 B

WA BEEDT A DI REE BRSO, HAA R DIREE UntrustZ 2 BOUR IR 1Y, BRI HBIE R Kt
Bidrs IPE MG b4 s 4 B 4. ICMP Flood i [74F. SYN Flood (i f/74/. UDP
Flood& 597 WinNuke & [+ Pingof DeathT{i;[lj 4" TeardropHitiflj4/*s IP OptionI 5

1. 1P FragmentIiiffj 4"+ IP Directed Broadcast i 4/ I Land B i P $7 e )5 &35 1) FIr A Bt By
FITHRE, LA RCERAT, AL TS

ad all

FEZ A B B AR i Fno ad allfi 455 P 4 Y BT AT i B 47 S BE -

PR O 28 M B B4R SR AR S HOR YRR B TRCE . s IO BGE B B B A4 -
P EL TPl 1 F 2 i BT 47 S RE

Fic B LA A BT 3 Sh e

P B TP b IR G 2 ot 5 4P D E
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o T'ESYN Flood Wi B4 I hE

o FCESYN-ProxyLigE

o BCEICMP Flood it 547 U1 e

o T UDP Flood I F: 1737 T fE

o il B Huge ICMPALIH: B4 T fE

o PO WinNuke i 47 D AE

o il EPing of Death L Pl ThfE

o FCE TeardropBUili i 41 B RE

o BCEIP OptionIit P4 ik

o MCETCPS BB 6E

o BCELand 4GP e

o BCEIP BF F B4 o AE

o BCESmurffIFragele KB4 DIfE
o FCEARPHRIRETI ThRE

o BCEDNS Query Flood MUl [ 17 S E
o PRI B

o IR BT I RS THEE

BB IP AL 1978 K A7 By 37 2 BE

JH AT LA 5 55 56 P 2 e S TP i A G B AP O BE o ] ARG bt =il A e T
A R I . BCE TS B IPHBIE B D AP DO RE, A 22 e B P LA T a4

ad ip-sweep [threshold value| action {alarm | drop}]

R
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o adip-sweep - JTJ LRI WIPHIEE T BCE BT 1RE. [ Hno ad ip-sweep % [411Z DRt «

o threshold value — 355 Ml AT [ Ml . QNSRRI BN AR %38 E N RN A 10 L ER A
& — N RIPHHE I ICMP AL Z AR R ML, A2 2 2P et . BOAMESZL, B
fr2Zf, BUETERIZ12150002ZF) . fii Hno ad ip-sweep threshold i K &2 i AR IMEL-

» action {alarm | drop} — #7E KX FIPHEHLA AT (IR o alarm — % HEHRAEE 7o
YELELL; drop — FEFEERTAIA (threshold value) , BN AEF10/ 2K B [6]—PMRIPHHE ) & 13
AFENIICMPELIET, 3 A& N, e NS REOESHTRT. RIMTAR
drop. {fi}ilno adip-sweep action K2 BRIAHE(E .

B B3 O #2037 By 37 T RE
FH AT AR F s S A e Al vy g [ A O B A DO RE, ] ATC B 1] 0 P S e o [ (A
WA R TN . BB LA R BEEDT P IhRE, R LBl B LU 4
ad port-scan [threshold value | action {alarm | drop}]

* adport-scan — JI'J5 %2l AT PP I0RE. i /fino ad port-scank A1IZ IRE -

o threshold value — $i5 & i [T AYIS A1 E AR MR IR IR E R WA A 100 LLETCP
SYNH AR H B3, ey oeZ 2] 1 i . SOAMER1, A2, BUE
TEFEZ1250002£ /)« fiiHino ad port-scan threshold iy & /52 5 HERINH -

¢ action {alarm | drop} — &R T IR ECT IR IAYAT A o alarm — Kt EHRABE ARVFEL
it ; drop - fEHFENS N (threshold value) , fUAVFI0AAEAIH H 3% 1 AYTCP SYNELiE
o, HERZEEHEmETE, FFHAH SR BTN Edrop. {f/fno ad port-scan action k& Bk
RIS

BB TP A A B i B i 5 7 3 GE

ARG A4 = ZIPHuh U Bt o

TR =R IPHIE IR BGE P P IR R, BUREHEARE IR, RIERXT HIRIPHE BT S 17 %
HIECIA, FEARYE SR i T B AR BUR R AT, B4
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o R LUZIP AR HhE AR G 8 AR 1 e 38R LAZIP A B HY HbhE OB 6 BT 15 45 10 22 4 s,
TN CIRYE B I i A i 5 R v ARIE LAZIP ok H g HihE i S 6 3 s s i e43sk) ,
ZEHEALIE R E .

o X2, RGHIWNZEIEE NIEIEF R, HE HERITE T ZEUEE.

G G4 = JZ PR IR B By 4 20 RE, £ =2 il B R LU a4

ad ip-spoofing

TEZ A IE E A% T 4 Hno ad ip-spoofing % ] 42 4 e [ TP ik R 9w e o5 BT 47 DO RE

B ESYN Flood il By 17 T 6E

PP AT LAEROSEOT 5 5035 5% AT SYN Flood Bt 47 DR, Al LABCESYN Flood BUili Y JETP.  H TP
FIE B 1 S i DA R A IR BUNA TN . LB LA IISYN Flood W [ TR, 7EIACE BT
LA a4 :

ad syn-flood [soutrce-threshold number | destination-threshold [ip-based | port-based] number | destination
[ip-based | port-based [addtess-book address-entry | A.B.C.D/M)] | action {alarm | dtop}]

o adsyn-flood - JF/5LZ2HISYN Flood Wi [747 IfE. {i/fino ad syn-flood % 411 DI fE -

* source-threshold number — F5E —FVF N N —DIRIPHIAE & HFISYNELI N4, TEiE HARIPHIHEA]
Ui [ 152 AT 4o ARBA I E]— B0 8 N A E — MEIPHhE & IS YN 2 Tt e 2, i FIlT
N3 7 SYN FloodHitie BRIAMEZ15001 HUBETEELZ03]500007 0 0FIRA Y E A A T4
M. {fi Fno ad syn-flood soutce-thresholdiy -1k & BAIAH -

e destination-threshold [ip-based | port-based] number — $5 5 —FVapA [~ H AGIPHuAL (ip-based)
o B IPHY A B ] (port-based) ICEIHISYNGIAEL, ZAHEsE, TIBIA Hip-
based, U1 B4 I B4R I ETPHE 55— H HITPRII— H % SIS YN
SFVHGER, BANRZH TSYN FloodZiti. BRIAMER1500/ . BUATEHIE0%I500004 . 0%
AR B S A HE T 6 ino ad syn-flood destination-threshold [ip-base | port-base]fir -1t
5 BRI

* destination [ip-based | port-based [address-book address-entry | A.B.C.D/M] — JTJ5%:T HAYIP ik
(ip-based) 574 H W] (port-based) FSYN Flood Uil Iife, A ATRE, NIEIA Hip-
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based. f{ii ffJaddtess-book address-entry | A.B.C.D/MZ%(, +8:& A& W BHIET H 13 11
SYN Flood Bl #H IhRE, H& W BrffE: T H U IPHitEfISYN Flood i 4. H FYIPH b4 A B
YL E242)32. i Fno ad syn-flood destination fijy 4> HUIFH HH MV L &

action {alarm | drop} — FHEBFXTTSYN Flood Bl REUIYAT Ao alarm — & H EARHE o v 6L
Iy drop — WA AR ENE (soutce-thteshold number | destination-threshold number) [JSYN
L, HA R ER; R EINECE A H SR, KRB a2 AN HSYN Flood
Yoy, HE, WERFFIHRE, RN, HRdE 2 A NESYN FloodXii, ZENEFIRE.
T N2 drop. fdifino ad syn-flood action i &2 BRINIRAE o

B ESYN- PronyJ] BE

WD HEAESYN-Proxy B REC Grad syn-flood s 4 KL [F]F7 HSYN Flood it . *4ad syn-flood fISYN-
Proxy DI REARIT ST, SYN-ProxyIjREX] T 218 it ad syn-flood I Y A G312 2K o

4G FSYN-CookieIfjfif . SYN-Cookie g —Fh ILIRZS HISYN-Proxy 1l o

Pl B % 4 IS YN -Proxy LA K SYN-Cookie I fiE , £ 2 sk B BV 2T LA T a4

ad syn-proxy [min-proxy-rate number | max-proxy-rate number | ptoxy-timeout number | cookie]

30

ad syn-proxy — JT i A IS YN-Proxy B fE M LABTHHSYN Flood ¥ iti. {3 fino ad syn-proxy s #i%
ke

min-proxy-rate number — 5 EIESYN-Proxy /| il 57 SYN-Cookie#/l ] (il cookieZH I iSYN-
CookieJREST) HIE/NSYNENEE 1R —> H BYIPHIIEAY [F] — s AR — R PP BT RIS YN £
ML TS B EME, METIESYN-Proxysl # SYN-CookietfL il numberZRIAMEFE10004E
B, BUATEFEZ0550000, {ii Fino ad syn-proxy min-proxy-tatelk & ERIA(H o

max-proxy-rate number — 1§ ESYN-Proxy#/| )5l SYN-Cookie#/L ] (it cookieZEIT JHSYN-
CookieTHEIR) FERE I 4 AL EEBIEL I B S YN AL/ E, TR [ TP ML 1
— AR ISYNE N L TS 8N, IR AT T — B WAL e vzt e 8UE
ISYNf L, HEREEKSHEF . numberERIMEZ3000 M F), BUETEHE 2131500000,
i Fino ad syn-proxy max-proxy-ratefiy &k 2 BRINE -

ptoxy-timeout number — 3 (IR I EME . FEREARIZ BN E G S # AT . BMEE
30, HAFY, BUETEEZ12]180%) . {fiHno ad syn-proxy proxy-timeoutfi 4 /K & #RINH «

B B 7



* cookie — JTJH{SYN-Cookie JRE (WIIRTFEITHIZIIAE, BT HSYN-Proxy JIgE) o ZIIREIT )
&, RERBAEINRE LY R Ab 2 NSYNEIRE S, KA - ] LUIE 24 HY 35 K min-proxy-ratefi]
max-proxy-trate > 2502 [HIHTE . {# Fno ad syn-proxy cookiefiii 4 [4]SYN-Cookie I HE -

B EICMP Flood 7By 1 Z GE

P ) LA 5 Bl 5% P 2 438 Y ICMP Flood MG B 4100 RE, o i ARG EICMP AL g i E LA
MR R . BCE B HYICMP Flood BG B4 hRE, E% AsBC B T (A LA a4 :

ad icmp-flood [thteshold number | action {alarm | drop}]
o adicmp-flood — J )i L4 ICMP Flood U i 47 HhGE. i Fno ad icmp-flood % [4]12% I HE

o threshold number — 5 B &R IWNICMPELI MR B (. AR — 4> H B9 TP b EAE —Fh Bl A
W IICMP ALY S RO I 12 S AR, A& U A2 ZITCMP Flood MUy, MR EURE B2 AL T o
numberff] BRIAEF2 15001, BUETEHE 21550000, {#i fno ad icmp-flood threshold i & ZRiA{H -

o action {alarm | drop} — $i§E N TICMP Flood 5 il R HUNAT Ao alarm — & HY 4R H 2 R0 1440
it ; drop - FERATGE SRRV T — X B AN, A (Ui fe e 14 (threshold
number) FICMPELIEST, JFH& HEM, FEXBM NN EREEHESH ST RMTAZ
drop. {# fino adicmp-flood action K & ERIA\#:1F

BEEUDP Flood K ifi By 1P Th GE

AT AR 5 B 5% ] 2 2B UDP Flood B AP ERE,  th m] LARC EEUD P i S AR A M
BRI ERAE . FCE A IUDP Flood MUl Bi FINRE, A2 el BN M LA an

ad udp-flood [session-state-check] [soutce-threshold number | destination-threshold number | action {alarm
| drop}]

e adudp-flood - JF /5 %41 JUDP Flood W57 H1fE. i Hno ad udp-flood % [4]1% W1 GE

o session-state-check — JFJHSTRIRASK A IIRE. TFH)E, RGN 21 K UDPHE S Bl 637
11 AMEUDP Flood Wi G A o i Fino ad udp-flood session-state-check % [711% L fE, R BRI A
UDPH SCEBUDP Flood I i (AL 25
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soutce-threshold mumber — H7Eit R IEIIUDPEIA B A, IR MEIPHLE: P4
WA EHTUDPRL I S I S, A& AW 32 2]UDP Flood Wy, M I SR HURH R 1) Ak

o numberl BIMEZ 15001, BUETERIZ0%]300000, {5 Fno ad udp-flood source-threshold{k &
LN

destination-threshold number — $i5 E & AU E Y UDPALI) N EUN E . AR E—> H A IPHEHEFY
(Rl — Ui 5 A — P B Y UD PR B 2 i (B, Il I 452 B UDP Flood I
i, AMSRIBUER AL . numberf BRIAEZ15001, HUETEEZ0%1300000. {#/no ad udp-
flood destination-threshold k& BRI\ AH -

action {alarm | drop} — f5/E B XS T UDP Flood Wi REUAT N o alaem — A HY B (EE Fo i i
il drop — fER AT I Y AT — DIXEI RN, B U VFEE T4 (source-threshold
number | destination-threshold number) FJUDPHELEIL, FHA B, FEXBIHN AV EF 2
B ZHETE BIMT A Rdrop. {#fno ad udp-flood action P& BRINERAE -

BB Huge ICMPE B i By 77 2 BE

P T L LA 38 56 P12 2 B Fluge ICMPELTHIT I AE, H1AT EAREBICMP LA /M e
LA B RE (T o B i () Huge ICMPHLICE T IhAE, 159 2 B ERL T HH — F i

ad huge-icmp-pak [thteshold number | action {alarm | dtop}]

32

ad huge-icmp-pak — /5 L2481 Huge ICMPRL BT D)6E. i Fino ad huge-icmp-pak % [411% J)
REo

threshold number — $5EICMPELHY A/ NITE TR AE . AERIG S ICMP ALY R/INR T EME, s
LI 2 B Huge ICMPELIGHT, TSRO AL B e numberBRINMEZ10245F77, HUETE
FEl /2 12150000F 15 o {ii Fino ad huge-icmp-pak threshold |k & BRIAME -

action {alarm | drop} — F5E X T Huge ICMPELIH R T Mo alarm — & H 4R AHE Fo 6L
i drop - & HUEIRIT HEF UG BRIAMT A Zdrop. {#i fino adudp-flood action ik & BRI 5
o
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AL B WinNuke {7 By 172 BE

WinNuke Bl (TP IIREIT E IR, S A BZ 2 WinNuke il 7, 2 EFFBGL AT HA HEEHRGE A
R 2R WinNuke ST BT IIRE, A1 % asBe BAGUMEH LU a4

ad winnuke

FEZABCERST, i Hino ad winnukek P22 2 AT WinNuke MU [ 4P I RE

Bl & Ping of DeathX{ ;B 17 1) E

Ping of Death Uil i M NREH JE G, M4 K I H|Ping of DeathB(ih 5, SEFUCHWIF H A HH%
Ao T %A K Ping of DeathMGE TP IRE, 54 A B AL LA T a4

ad ping-of-death

fE I EAGUT, (/T no ad ping-of-death 5 4] 42 215 [ Ping of Death il 5 F I fE

P& Teardrop i B 7 111 BE

Teardrop Ui Pi P REITIH G, i A2 Teardrop Uiy )&, &= EFF B0 B H Bl Al
5 % 28 Teardrop BGR B4 ThRE, AE% A BC B LA T fn 4

ad tear-drop
FEZAIC BT, i fino ad tear-drop 5k 4] 2 25 Y Teardrop U i BT 47 D RE

B BIP Option ;i 7 T GE

IP OptionU i T 4H T REITJE J, BRUBNL N 155 & ML Z FITP Option(iti J5, x RFFB I H K
HEE AT, PR DRYE SR 2SO R A AT N o A X LA NP Option AU HEA T4 Security
Loose Source Routes Record Routes Stream ID. Strict Source Routef{|Timestampo ft & 1P OptionI4 i [

PIRE, AL RBECER MR ard:
ad ip-option [action {alarm | drop}]
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* adip-option — JIJF %I IP Option il i 4 IR {diHino ad ip-optionfir & K AL IRE -

* action {alarm | drop} — FEWFH KT TIP Option MLl RIUHIAT N o alarm — % H B RE fo i Gl
if; drop - A EHRIFHEF AL, HAMT AZdrop. {fifino adip-option action {2 FRIAT

BB TCPFH B i By 17 DI BE

TCPRHUGEFTFIREITIE G, BB Sk & A2 B TCPRF W d)E, SEFLGEEIFHA N
TN P AT MR T SR A AT N IR LI S FE DL, stk N Z 2 TCP
SRS

o SYNGL#F;
o TCPHLLIXE [ FIN flag;

TCPEUN A 15 E flag;

o TCPALHJFINFIRST flagla] I 1 1% & ;

TCPAHSYNFIURG flagfr] i 4k 15 &

TCPELHYSYNFIRST flagfe I B 5 &

TCPALSYNFIFIN flagli] I #14 E .

RUETCPRH TGN e, % AL B LT 5
ad tcp-anomaly [action {alarm | drop}]

¢ ad tcp-anomaly — JI /5 Z2AYTCP R BGEPTF AL {#H]no ad tep-anomalyfiir & 5% A1IZ UIRE «

e action {alarm | drop} - fFEREA T TCPRH U RIAT Ao alarm — & H EREZE VAL
it drop - K ERUF HEFAE . BT A Rdrop. {8 Hlno ad tep-anomaly action S ERIA
ko

BB Land B{ ity B 7P 20 BE

Land TIPS, BT S R H L and I, T3 MR I L Sl
o PRI LR G B AR 2 AT N o BB Land IR B AP IhRE, 6L tl S FH LA~ oy
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L
ad land-attack [action {alarm | drop}]
o adland-attack — JFJ5 4L 2N Land BT 47 RE. (i Hno ad land-attack iy 4> 56 1% DI RE o

o action {alarm | drop} — ¥§E X T Land Bt REUAT A alarm — & HUSEAR AR 2 Ao iF 6118
it drop - A EMRIFHEFUGEE . BT N Edrop. f# Hno ad land-attack action ik &2 ER A5
=

BEEIP FEH Bt By 97 DI RE

R A R M IREFT I, AR A SR RIS M TU A SR 153 M o et 3 LU
PR H A AR R R . SR MBS IPTE R, IR RE T T
WA, S EE R

BRI T Hiks KIZBIPHE R BGE G, SRFECh It H A B HGER . 7 Rl DRI 2L
BRAHATA . BCEIP WA BB hEe, (e 2 mBe B L a4 :

ad ip-fragment [action {alarm | drop}]

o adip-fragment — JIJ5 %I HIIPHE 7 BLliBiT 4P T RE. £ no ad ip-fragmentfiy & 5<% T AE -

o action {alarm | drop} — FFE B AT TIPHE Uik REHIAT N o alarm — % HEHREE RO RL10
it drop - A ENRIFHEF . BTN Zdrop. i Hino ad ip-fragment action i & BRI\ #:
ko

P & Smurffl|Fraggle I i B 7 T RE

SmurfA{IFraggle i BT RE R 5, BOAE DL T S8 K I Z FSmurfalH Fraggle MUl 7, 2 RFFEL
Pt It B B A P ] DMRIA TR 2 A s 9T o BLESmurfAIFragele BB I Th6E, 7£
LI RCE AT (I AR A

ad ip-directed-broadcast [action {alarm | drop}]

o adip-ditected-broadcast — JT 5 %I SmurffIFragale W B 4 LhRE . i Fino ad ip-directed-broad-
castfii & K% HE -
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action {alarm | drop} — M EX TSmurfRlFragde SO RIUGTT A o alarm — & H SHRAE AT
fLIT; drop — K HVEIRIEHEF A M. BRIANT A Edrop. f#iHIno ad ip-directed-broadcast
action Vi & BRINERAE

BB AR PRI BTy 77 ) BE
1504 {1 ARPHKUR 37139 REREAS BR47 A IO0 S ARPIKSREC o REFLARPHICHIT I IIRE, 5% 4 AL LS
AU LA 6%

ad arp-spoofing {reverse-quety | ip-numbet-pet-mac number [action [drop | alarm|] | gratuitous-arp-send-

rate number}

teverse-query — JTJHARPIF A IIAE. HIAINEIARPIE KT, 2 Z0#IPHikE I HAZ X ARP
R, KA A SRR FMACHIHE AR [ A Bl & [ MACHEHE 5 ARPIE SR AL M ACHIHE 2 75
HIH . f# fino ad arp-spoofing reverse-quety 74 5% 1] ARP S [ £ 1) I fiE

ip-number-per-mac number — $5E /& KA ARPEE H1— I MACHIIER I (TP HIAE L. A1 5Ri% 24
EH0 (ZEBME) , WK A ; dniRdRE0, NI TIRE, FFHInRAa MMACHHERT B TP
W% TIRZBINME, R50K 1% action [drop | alarm] ZUAAVECE VA TALEE, ACFRAT N AT LU A
RO HEFFIZARPE, (drop) EE A& M EMEE RIFEE (aam) o ZSEEATEREZ0F
1024, f#i fino ad arp-spoofing ip-number-per-maciy 4% 2 ZEUERINH -

gratuitous-arp-send-ratenumber — 5 E 1% 55 /& 157 & H Gratuitous ARPEL. WIS ZSHUEE0, NAK
Gratuitous ARPAD, (ZEHIBGAME) 5 aniRdR0, Wk, I HAEDM R B ERNEONZSEM
B ZSHEBUETEEZ0%10, {4 flno ad arp-spoofing gratuitous-arp-send-ratefiy &4 & 24U B
IMES

BEDNS Query Flood K it by 77 21 GE

DNS/ 254 £%; (Domain Name System) [IHR, 3k S2EMIE, 4 1 5 A TP HEFTIP HubE AT h i 42 -
DNSZ R HZHL, BERT A FTCPE R ] UKL T'UDPI%E4%, DNS Query Flood (il - B2 4R E: T
UDPDNS# 1 SOtk e -

DNS Query Flood iR F 75 ¥4 2 A G AYDNS AR 5 i A0 KRS A BT iR, 1 3 3R
Fpek A T AL A i 2 M2 EARACR AR A o« et FODNS IR 55 i A A2 B sk 4 A 3 K
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W, EohRS RS ar EEHE G AN NNES, WMREHAZI iz A Tok B IR S a it

N, DNSHR S5 #r2s il = EEDNSAR S5 gtk HAE A E B AT i I Re2a ik 55 gt oK TR KHY
P, BRI A AT I RO IS — E B A2 G IUDNS IR 55 s ATt 42 i o

WA SCRFDNS Query Flood Wi i 4 D RE,  HI P AT AR B 56 142 2 U DNS Query Flood i
Di4PIRE, oAl DARCE DNSHE AR SO S LS R A R B A o OB I A YDNS Query
Flood W ifi 541 LR, AR BRI T AN a4

ad dns-quety-flood [recursion] [soutce-threshold number| [destination-threshold number | action {alarm |
drop}]

o ad dns-quety-flood ~ L2 FDNS Query Flood I fi ' HfE. 1 Hno ad dns-query-flood X [4]

ZIRE
o recursion — fiF i (LIRBIDNSEEHA R L. HABREIIETIIN , £IRERH T A DNSH I 3.

o source-threshold number — #5iE1% %5 & 1% BIDNSET 147 AL DNS I8 IH AT #4230 A9 N ECAT B 8
ISR [E]— D IRIPHE IR 438 Y DNS IR SO OB I S e, At Wl 52 2/ DNS
Query Flood Wiy, AR HY AL BRE T . numberff ERIMELZ 15007, BUETEHEZ02]300000.
fifi Fino ad dns-query-flood source-threshold/ & ERIA{H -

e destination-threshold number — #53& & &I 2 HYDNS AR 4 SCELDNS 8 VA 4R SC AT B0 6k
o AR —F4h U2 A 25E [F 4 B APk A DNSE R SO 1% e, Wt
H Wi 32 FDNS Query Flood Uiy, M IMISREBUHE M A AL BT e numberff ERINMEZ 15007, HUETE
FEl£0%300000. {di fino ad dns-quety-flood destination-threshold}/ & BRI -

* action {alarm | drop} — 5/ E A XDNS Query Flood Wi REUAT Ao alarm — %2 HH AR E TR R
DNSHE#f SCilid; drop — 7R ELT A BIFIAN T — X BUN A, B (LR E 4K
(threshold number) AYDNSE i S DNSE A SCEIT, JFHA HER, (EXBI N
HERREBEET . BTN Edrop. f#ffino ad dns-flood action ¢ &2 BRIAR(F o

9 TR DNS Query Flood  #i i 4P L B U UDP DNS I U 2L o

R 37



BB TCP Split Handshake {7 B 17 21 BE

TCP Split Handshake Wi BT 9 I REFF T 5, BB T 488 R B ERAGE G, SEFEIRA
I & B AGE A F AT DR T E A A5 1947 o LB TCP Split Handshake U 420 RE, £
LA E A A DA 4

ad tcp-split-handshake [action {alarm | dtop}]

o ad tep-split-handshake — JF )5 %4381 TCP Split Handshake B{i B #75)fiE . i Fno ad tcp-split-hand-

shake T & K HIZIIRE

¢ action {alarm | drop} — $iFE AT TCP Split Handshake Ui RILAYAT N o alarm % HY EHRAFUZ 7O
VR drop & EMRIT HAF UG BAT 2drop. {ii fino ad land-attack action k& BX
UNEL(

BB by 37 4

HRBGEBAPIIRE)E , LAl f AT AR R e 2 B UGB U RERAR A AESEBRRY I, )
REHH TS H RO X FLE EAL B Al g A T . BIXTIXRR O, 7 al LR g B
HtEhEYE R (PRthk el H A ARNE EhB B2 8. A B R ok st kA 2 2
BRUERNIGIN v

FCEHCEP A4, AR ER T, SN NS

ad whitelist[idid] {source-ip | destination-ip} {A.B.C.D/M | address-entry}

o id - FHEBABFPRMNAID. HZE S IDRETEEIAR . WRATEE, RGO B 3z 5
fic— 1D

e soutce-ip | destination-ip- ¥§ 5 F &4 LAY HEMEZEAL . JRkbE (soutce-ip) ak#E HHhE (des-
tination-ip)

o AB.CD/M - $5:E B INE] 4 SR - B TP i E A 25 40

o address-entry — 5 E WS IR 4 RN g k2% B o

i FHiZ < no B TR AU B E Y 19 2% BRI -

no ad whitelist [idid| {source-ip | destination-ip} {A.B.C.D/M | address-entry}
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by S e b s ik al T =g T E =) =

REREW R L RN BE PR ER S HE 2. BRZ BN AE i iCE g5 S, R
PR AR a4 :

show ad zone zone-name {statistics | configuration | whitelist}
* zone-name — f5FiE LRI TR

o statistics — R EE L AIAIGEHHE

* configuration — 7558 %A i By 4P LR

o whitelist — 2/ E A BB 44 B B

Gkl e
A R LS LA P S O B R 8 S e AP o

Land Bty 7 4 ) FEBC B2 41
AN AL and B A S RE L B S

HM TR

A A IR W Hethernet 0/0BC BN Trustdsl, LUK [ethernet 0/2FC B A Untrustl, PIKK Meth-
ernet 0/1ACE ADMZI, 7 ZXTDMZIEA IR 55 43 B T Land BUi B 471 F IEUOIZ A KA 18] -
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Server 10.110.1.1
Trust Zone DMZ

Intranet; 192 168 1.0/24 Intranet: 10.0.0.0/8

EELRE
B—%: WEILSE ethernet0/0,

hostname(config)# intetface ethernet0/0
hostname(config-if-eth0/0)# zone trust
hostname(config-if-eth0/0)# ip address 192.168.1.1/24
hostname(config-if-eth0/0)# exit

hostname(config)#

B BB ethernetd/2,

hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ip address 202.1.0.1/24
hostname(config-if-eth0/2)# exit

hostname(config)#

B=2: EEIREREethernetd/1,

hostname(config)# intetface ethernet0/1
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hostname(config-if-eth0/1)# zone dmz
hostname(config-if-eth0/1)# ip address 10.0.0.1/8
hostname(config-if-eth0/1)# exit

hostname(config)#

BV FCERIEH

hostname(config)# policy-global
hostname(config-policy)# rule
hostname(config-policy-rule)# src-zone untrust
hostname(config-policy-rule)# dst-zone dmz
hostname(config-policy-rule)# stc-addr any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# action permit
hosthame(config-policy-rule)# exit

hostname(config)#

BHP: ITHuntrusdl T Land 40 57 DI RE

hostname(config)# zone untrust
hostname(config-zone)# ad land-attack
hostname(config-if)# exit

hostname(config)#

EAE: KIS 2810110101 BB A Land B BT PIhRE . 54 3G B HIE HIIRIPAT H AT H4E

[[110.110.1.1 %1%« WG IE Land ooy, FFARE

SYN Flood X it B #H 2 FEFC B 25 41

AN AISYN Flood Bt By #H DI RERI L& S 51 o

B B
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H MR

G LUK W] ethernetO /OBE B M Trustdil, AKX [JethernetO/2F0 & A Untrusdsl, LUK W [Jeth-
ernet0/ 1AL E AHDMZE 75 EXTDMZIRA 1Y IR 55 45 i1 7SYN Flood 5 B4

BEEL &
B B EIS R ethernet0/0,

hostname(config)# interface ethernet0/0
hostname(config-if-eth0/0)# zone trust
hostname(config-if-eth0/0)# ip address 192.168.1.1/24
hostname(config-if-eth0/0)# exit

hostname(config)#

B BEIS R ethernet0/2,

hostname(config)# interface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ip address 202.1.0.1/24
hostname(config-if-eth0/2)# exit

hostname(config)#

B= BEIS R ethernet0/ 1,

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone dmz
hostname(config-if-eth0/1)# ip address 10.0.0.1/8
hostname(config-if-eth0/1)# exit

hostname(config)#

BV BRI .

hostname(config)# policy-global

hostname(config-policy)# rule
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hostname(config-policy-rule)# stc-zone untrust
hostname(config-policy-rule)# dst-zone dmz
hostname(config-policy-rule)# stc-addr any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# exit

hostname(config)#

BHE: HHuntrusdiBAISYN Flood 5 7 IhRE -

hostname(config)# zone untrust
hostname(config-zone)# ad syn-flood

hostname(config-if) # exit

hostname(config)#

EAE: NI %510.110.11ECERISYN Flood B 1T AE. LAKF 150041/ FO 1K)

1011011 IEHC. BEERIFISYN Floodedls, AR

IP# k1918 2 7 By 37 D GEBL B 24 41

A/ NI AR IP L 3 B B AP T RE RV BC &L L1 o

HMFR

W2 1 LA [ ethernetO /OBE B N Trustdif, DA [ethernetO /280 & S Untrustdif, LK [Jeher-

net0/1HCE NDMZIF . i EADMZIS A IR 55 a% 2 TIP M E A F e o Bl 47

BB
B—F: BB Jethernet0 /0,

hostname(config)# interface ethernet0/0
hostname(config-if-eth0/0)# zone trust

hostname(config-if-eth0/0)# ip address 192.168.1.1/24

R
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hostname(config-if-eth0/0)# exit

hostname(config)#

Ek HEIRERE ethernet0/2,

hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ip address 202.1.0.1/24
hostname(config-if-eth0/2)# exit

hostname(config)#

B=2 HEIZERE ethernetd/1,

hostname(config)# intetface ethernet0/1
hostname(config-if-eth0/1)# zone dmz
hostname(config-if-eth0/1)# ip address 10.0.0.1/8
hostname(config-if-eth0/1)# exit

hostname(config)#

BV WCE R

hostname(config)# policy-global
hostname(config-policy)# rule
hostname(config-policy-rule)# src-zone untrust
hostname(config-policy-rule)# dst-zone dmz
hostname(config-policy-rule)# stc-addr any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# action permit
hosthame(config-policy-rule)# exit

hostname(config)#

BHE: I unerusdf P HEE AT B4 T RE

44 J& i B 4



hostname(config)# zone untrust
hostname(config-zone)# ad ip-sweep

hostname(config-if) # exit

hostname(config)#

EE Kl B IPIFESCE B P IR F smartbitsHJ R 3L, Xfethernet0/23HF T IP4E it , LA

K100/ R RYE L 202.1.0. 0% 3%« Wil o, FHRE.

B B
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AGEEAVFAREZERI AR IEShEE, RER N PR At Stk RE LR AIRHEAR R 2RI 8 i R T
Fo FCEARZHNEIENRER, SRS ae g, BIanGER. RS BERs. BE
WS, I EARPRRCE X A AR gt T A P

ARG ST 2 AT SRS R R B AL BT 30 N 2B BN IEMNg, Rk axt
LAGRRE 22 40 H Y 2 2 i S AR T S8 U B B T T A . R R IERLI 48 5E
RN IS , RGO 5 SRS AL AR DCHC A AR 0 P A T e B A A

RGN TFRAE IS B RMINTAFL, SCRONTRMEER R H B, ol AR sh L 4.

AGYNTFLIERE AT IR A FEPOP3. HTTP. SMTP. IMAP4LLNFTP; wl ffii ST AL
RSO (SRR SO, SRS GZIP, BZIP2. TAR. ZIPFIRAR) . PE.
HTML. Mail. RIFFF]JPEG.

INEAITIE TIPvG, JREEE IS RE S R T IPvo e T 9 o

RELIBIE
SIURARITALIENRE, P AR S B TR

1. 3 SUWBEIS JEProfile, fEProfilethig EFM LM L ARG B#Ja RIS ELL
PREE IR RE

2. E TR EProfile BT 4 1Y SIS MU 5B K BRIt JE Profile S0 E B 22 . INFRXFTHTTPS i te gt
FORERLIEIO A, TE2 T O E R g Profile 2 SRS AL o

9 TER: M R BT RE, TR e S TR RE R . SR T R RRAIE ST
B, B2 HERHEEERIE" o HRIERENS E R R BOA RS A
THAE RGBT I A L EDNS I 55 %

LRI RV R RAR, RSN RARAS, I L R R
RAESHOH W o P P A show versionfir & 8 RAMAHIEMIER BT FFRELER
ARHELIEINRE, FEFERTREN T AL T 4

exec av {enable | disable}
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e enable -~ JF/5 ARG HHEELIE I RE
o disable — S ARG NYREELIETIRE
PATUA LG, "B I A REME N T BB G R B e TR . & EHE, REMEK
FE R ERR SRR R R IR T RE MO S8 538 R PRSI B8 W B 1B« W SRAE T B R AL i Th e
IR H 2 VRIRE (P2 VRINEES , BRI ARSI 15%) , KA EES S
LW HIFERE BN o TN PRI R IEREE = R IA R KT R IE R (1- 0.5)%(1-:0.15)7

B B I JE Profile

T REId JEProfiler 1 B E A BUW REIIMAY SCAFRTE . PhSCRTY, LLR RS AR BN BE R IS . g1l
TR YEProfile, R4 JRRC BN H LU ar

av-profile av-profile-name

o av-profile-name - ¥ € Fr A R BRIL JEProfile Y 248K, I H it NiZ i i JEProfile (Y AL EAR o 11
RIGEAFREAFAE, WA AR IEProfile it B, {# Hno av-profile av-profile-nameflfiii: 5
FE IR HEI E Profile,

LB RS, AR R B Profile iU BT, TP AT LAY Al E 7R A i 2R LA R S

SRR Horp, PSR EUED, TSRS AT DU TR O TS . AR LB s

B, MARCE SRR, RGO IE IS E PG SCAR SO BE T4 . NSRS B X

TR B B 8 E 2R B S, Bl S HT TP s E I I HTMLUS P 75 B 2 g

Profile 1 [F] I FC B XTHT TP R IHTMLSC A3 T4

By % = R 3 Th RE
R, B IR S SRR [ M, RS AE S R R uh DO RE . TS B Ml
RelE, ARGuaxt H T A0 el B et A TR 55 DAS ) 0 S stk i, FFARE R 40 & I
FENERCE, MEREEERI TN . X T RAEAIUREEIEERE, 2R “15E il
A7 o BRIANEOR, BEEMEEE R E . RS IIEE, AR AR JEProfilefig BAR 2
TEALL a4
anti-malicious-sites
15 1 iZ A 2 no 8 X5 P 1 % 2 WA iy DD RE

no anti-malicious-sites
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16 R By T R B T 1R 42 A 3 AR
HR AR BRI T I h 1, AERT e IEProfile AL B T M AT %

anti-malicious-sites [action { log-only | treset-conn | watning} | pacp]
e action {log-only | reset-conn | watning} — F§5EXT & Ik B Sh1E o

¢ log-only - FEHE(FE. ZEIUNFTP. IMAP4, POP3ELESMTPIMSUAL LR TR R G0K
BRI B

o teset-conn - KIHEEE, HERGEHE.

 waming — U AR U, R RIVETNSE. SRIUERIIN, £
T, W R

Warning
Itis reparted to be & malicious wehsite. To continue visiting, click "lgnaore the warning”
Malicious wehsite contains program stealing private information, your PC may be used to attack others, or your system may be damaged

Some malicious websites release harmful software, without permissions by users

%

Pt eI E AR s, MARSEAN, Bl EE.
BERSeZEATERRLERNES AEERENENREEEMA, LERTENFRA.
FUTSMESREAHT RSN BRSPS A P AT EE T RAER T#T.

TR BT

BERES

AT LAl “ SR A ™ #24,  BkAE E] Google 2 I DU, E%[ﬁﬂiiﬁ [ J5 A
B, sl CREIEET HER, BRI, GRS, B RN U,
/N Z AR R R, RN 5 e

 peap — HEERPTAEM YT R R TINAL
i FH 3% il no i T AU X By B W ot 5 IR A S A F RO 15 5E o

no anti-malicious-sites [action { log-only | reset-conn | warning} | pacp]

TR BEER
TREM B SRR, fEad IEECE R M A LI ar
protocol-type { {ftp | imap4 | pop3 | smtp} [pcap | action {fill-magic | log-only | reset-conn} ] | http

[pcap |action {fill-magic | log-only | reset-conn | warning}]}
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o ftp — FRENEEFTPUHUE I HFE S TR TR .

* http — FRENETHTTPIMLAIE S TR EE

o imap4 — HFEXSIH I IMAPA M AL (F S TR B -

o pop3 — EEAHBILPOP3 LMY NS H BT HE A

o smtp — FEEXTIHESMTP S A MEAFE T 2R3 o

o peap — FEEXTPIILHE BN TR B TN

o action {fill-magic | log-only | reset-conn | warning} — $5iEXJ & PR EE AT RSCR I S

R

fill-magic — i F SCHE T 77 AN ERR 3300, B SO AR 2R e B o AL 1 o B (i
FEEARY. (Virusis found, cleaned) HETIHTE, — EL2HEGL 25

log-only — 7*E FIA (5. ZUEBUNFTP. IMAP4. POP3SE#SMTPYHIL K IR 2 R4 7
BB

teset-conn — A IUE R, BEEIREER.

warning — FHEEHROR DU, S P A BN el R R B R e iUk i
HTTPHMUERE BB TR BRI AR, HOW A DR 7 el B T T B i RSk B
BRINBITE

FHABURTRS, 5SRO DU, AR RS

Warning
Virus Trojan ANSLEart is detected from this welsite, and it is blocked accaording to the canfiguration

To continue visiting, click "lgnore the warning"

E 3
WS E IS B Trojan ANS| Bart, CEEiREMEEEMALE.
TR, EEE DR ES.

BEEES

PR A DB T8N, 28 VS s OO, A B
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Warning

Virus 292k 7ip is detected fram this website, and it is blocked according to the configuration

To continue visiting, click "lgnore the waming".

&%
s R ELAmE 202k zip, DERERERERMLE.
nmakEne. EaE CTREES” .

DBFIKEEE - 1gnore the warnin

MFATLART "2 " S, Bl S iom T, 4REETTIR. Bkl AR T,
A /N Z N RS ARZ Il A 2 S e

il 2 551 & AR e 2 T T isCR AL
i LA _E iy 4 no Y R 2CBGH MR R A 5 52 -
no protocol-type {ftp | imap4 | pop3 | smtp | http}

SMTP. POP3FIIMAPAHLZMPAELHIHML, MR Emal e H SO HBCEXS AP TS, 4
PAERCEXTSMTP POP3EIMAPA P T 4341 A Fof T B mai SEF SCPEEA T35 FREL, T
B IESCRABR 4R 2 MR B AR mall SCPFERAY DRI e BEC BT IR o RE B8 A BR 2R R A T 49 4

e ESCHHRE
TRER BRI SO 2R, FE B MEProfile it BAR N (0 LA R i 4
file-type {bzip2 | gzip | html | jpeg | mail | pe | rar | tiff | tar | zip | elf | pdf | office | raw-data | others }
 bzip2 - f5ENBZIP2 AR SO T BRI
o gzp - 1EENGZIP LR AT o
o html - $5ERNHTMLSE R ST R4 -
o ipeg — HEAERIPEGHEA AT
o mail — $5ER mal RSO TR R

o pe — fFEXNPELRA SO BEF I . PER Portable Executable (AJFZHEHTIATIR) HI4iE . B2
Win32 B35 5 & I NPT IR OIS R AT TR B G SO S AR S Win32 -5 iy - B
fEWindowsiafTfESEIntel FCPU L, ALATWin32°F- 5 HIPERE A RE SN HZ S A 3
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A, REETFN EEMsT (LR N7 eS8 A ASPack 2.12. UPack 0.399. UPX A iiA LA K
FSG1.3 1.31. 1.33F12.0M0A) HIPESC-E, T 415

o rar - FOEXTRARIEASCPFEATIN AT o

o fff — 5/EXRIFFEA SO 744 . RIFFEIResource Interchange File Format (BFJAC i SCAF#%
) WS BN Windowsi i B — R 2 AR, FZEAFEWAVIIAVIF T,

o tar — FEXSTARIESE SRR TR T T -

o zp - FEXZIPEGE SR TR

o elf - fRENELFRA SR TR

o pdf - FREXSPDFRRCHFFEA TR -

* office — 5/EXToffice LIFFEA TR o

o raw-data — f5EX e SCHERITEI R B SCOFBE TR a4l o

o others - HFEXTER_Ek Al B E SCHFR ST LA ARSI SCPEEAT I T4 3 o
2 2% 1% a4 AR E L SR
i P DAL 4 noff . 2CHUH SRR 5E -

no file-type { bzip2 | gzip | html | jpeg | mail | pe | rar | riff | tar | zip | elf | pdf | office | taw-data | oth-

ets }

P& WR A T RE

USRI SMTP BB IR P BEAT RT3, A ) LA 2t 7 SRR A A8 I I RE
RIARGEXT A SRR T 448, R R 2 R 2 B S AR MR R A, BRIk Ak . IR
BOA KBRS, MEER “Novirus found” , WINRFIR:

MR IESC

No virus found.

Checked by Hillstone AntiVirus
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WP, W REPEAREA AR, AR RGO ATR. SCFRER AR Fas R LA
XHZIRHRIPATEINE, W RAR:

W IESC

Here are the AntiVirus scanning results:

Body: Found virus: virusnamel, action: log;
Attachment1.zip/virustest] .exe: Found virus: virusname2,
action: log; Attachment2.tar/subfolder/filel.doc: Found virus: virusname3,

action: log;

Checked by Hillstone AntiVirus

9 TR MR PR 2 /R = ARSI CBLEHB O AR pEiE R 2
PR E A H ST EE .

FT )5 B K H s 2 HB 14 2y BE

PRI, bR IRE R R AN H P T BN FE L JEProfile it EAR AT, 0 A LA N a2 IF G xR
SRR RE :

label-mail
A Aol AR A B Th
no label-mail

BB WS 254

FETFIEPREMRIE S REIS , TP AT LM @RS I 2 440 BOAEIL R, FRESHBIFAE408 “Checked by
Hillstone AntiVirus” o WBPFEE SRS AR IEIL BT, AL S iCES 4

mail-sig signature-string
* signature-string — FCEFRAFHBIFAIAE 4

FERER IR RCE ARG, %A @ no B UM BRIME :
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no mail-sig

Y BT JEProfile Bl & 4 5%

KRB IEProfile P E R L RI)E , RGPHEN LIOZ L 23809 H 22 20 im B 14 I Profile it B A T
IR . YIS C LG E 1T BEd IEProfile, [ SRISALIN Y B A2 2t 90 5E 1 aEid
JEProfile, SRS MR E HI TR JEProfilet§ 2 AE2L, 1T H Y% &P E R WL EProfile TTAK -

I ER L IEProfile B M5, fEZRWRCEMR TN, AT aé:

av enable av-profile-name

o av-profile-name - 4§/ EYPE B L IR BT IEProfile (I AR e — DL AU RSN E — NI I8
Profile,

LRI ERT, a2 nofy TE X IBUH I 2R IEProfile FI4HE :

no av enable

EA A SRR IEProfile (Y48 E(G S, (i /lshow av zone-bindingfii &

GBI B JEProfile Z SE G HL A
AR B Profle I E BISEMMUNIG , RGSH 20 5 MM A IS RCRY B Profile iC B T
SR, AR I Profle B FEMOAII , 7ESEMEHUNAC B F BT LT 4

av {av-profile-name | no-av}
* av-profile-name — 5 E 40 2 HME RN B 25 TEProfile 1] 27K o

+ no-av -~ YHEAN “noav” HTLE URHITIEProflEIFMAMNI, &5 SN RHORTITIE, 2%
WHUA0E iProfile 5, HIE 2845 P AHUCRE O B i Rt BEProfile, RG0SR REMEF TG 5
AR

FEAMEHURD B () 1 2 moffy YU U A5 IEProfile 940/ - no av

IR EA T BT HTTPS T A TI M, T2 AR RN (7L S8 Profile 2058 21 Y SR AL
W) A ASSLARELhRE. ARG R PESSLAEE Profilefif # HTTPSfitte, X m HAU AR o 2t 18
Profile TR MR Z R HIN A ECEAE, RGP T T A
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LSRN

BiE
B
JEFSSLACHE.  MRYESSLACHE Profile iR HTTPS it , XHARE Jm IR NI TN TEId 18 -
ANJE b REE
i

JEFASSLARHE  AR4ESSLARHE Profile i A HTTPSHi &t , XTI J5 AOECHR AR #3 EPro-
P e e TR I

RRFISSLAE X HTTPR R B Profle AT AT IE. KTHTTPSFE AT
1 %, R PRSI, TR .
el ers

G A SR LN B G IRHY e Attt )5 D B B R, AR GEt et T T Rl

RA RN
ZEPLE BiE
B
JEHSSLAAEE  FEHFEEELIE  ARESSLAHEProfile iR RFHTTPSi i, X if% 5 HIEE
P AR 2 43D B R FE I B Profile A TR 2L I8 o
I8
JEHSSLAAEE  FEHHEELIE  ARYESSLAHEProfile iR RFHTTPSYi i, X iF% 5 HIEE
R e MR 22 4= SR R0 ) HR L ) 2 I8 Profile BEA TR B3t
TEo
AJFHSSLAA BRI ELIE  XTHTTPH AR 2 4 SR HN - L& 19 2 I8 Pro-
H file A TR EEILUE . XTHTTPSHEABATHER , AT

g $IN: B L2 KT SSLACHProfile (AR B, B2 5 “SSIALHE” F=5,

B Wprofilefg

FEALATATT, B A LU a2 s i REid JEprofilefs 5 :

show av-profile
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HEE T EFRERH

AOAEOLY, KGR X2 SRR E R ST (B5/2) , Al % 280 TR
B, JFEAREXE LR ERG RS R E SRV EE SR . BRI E R R AN IR, 2R
FCEAGCT, AT

av max-decompression-recursion number exceed-action {log-only | reset-conn}
o number - HHEEAEIREZE ERIZ1EI5. FOMEREL

* log-only | reset-conn — +5E N H FRHIHY 4 SR FESNE, FTLLE R HEEE (log-
only) FIW T4 (reset-conn) . ZRINZNE Alog-only.

il FH LA B @ nof AR E BRINE -

no av max-decompression-recursion

QT:‘EE: YT frdocx. pptx, xlsx. jar. apkAS R ESE SCHF, HACPRBIEM S E AW
FFi&E: (teset-conn) [, AP FRENG EAHREESIGNE, Ll RICE N E0ZE
G SR TR R

B IFAL JE B HT &

AT, RE=TH B FEHRTAFLE, F ) DORYE T 2 SN TR L B EC & . W 5E
RFAE 2 B C A

o PO BRI HOH AR
o MCEFHRGS 4

o TREHTTPAERAR 5 &%

o JHEHHI ]

o ZRTEEH

o FAINTRRHESCH
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o WINAEFALE S

o BINATHRHLE R AR R

Fic B B AL EE T
ARG T IR AR e BRIy, A2 RIENAT, AU
A\
< -

av signature update mode {auto | manual}

o auto — f5E H I EFIREEREZE . 1205 200 RERIBOA R T
* manual — f5E TSI PHEAFALE

42 RIRC BT B0 % A no R TE A AR E BN BB

no av signature update mode

T B EH iR 55 A

ARG BRI R TR AL B TR 55 %%,  Bllupdatel.hillstonenet.comflupdate2.hillstonenet.com, [A]f5
T R AR A ST H 0 TS 2 P AR AR, R TIRE. EE IS, 8
JRARCEREY, LT a4

av signature update {setverl | server2 | server3} {ip-address | domain-name}

o serverl | server2 | server3 — 15 EB A E RIS 2. serverl HYERIA(HE Aupdatel hillstonenet.com,

server2 [ ERIAME Hupdate2.hillstonenet.com.

e ip-address | domain-name — 7€ BHTIRFTav I 44HK, TTLUEIPHIMEIE . (jp-address) 0] LLZ 4,
I (domain-name, f§]{llupdatel.hillstonenet.com) o

fEa R ERGT, EHIZ a2 noRY LA IBGH B HTIR 55 a1 5E -

no av signature update {serverl | server2 | server3}

1HEHTTPA B R 5 7%

L T EE T HTTP AR AR S5 V7 M BRI, OO OREME R RE IE T4, 7 BAE il s LaREC
FEUIR 55 e R TP M A1 15
IR IE I E T e e R T %, A RECERGT, R a4
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av signature update proxy-server {main | backup} ip-address port-number

* main | backup — i HmainZ4H8 & RIS 4%, 8 Hbackupt & IR T4 -

* ip-address port-number — $i75E AL G5 a5 HUTPHAEA 3 15

BUHTRE AR SS#%, {4 flno av signature update proxy-server {main | backup} i % .
15 € BT I

BOAEILY, KRGk M B s H SRR e, FFED@ IR ST as il o, A H S )
SEREHLAT . P AT EMRE TG 28 T R AL 2 ST SR A ), AR B, (A LA A

4

av signature update schedule {daily | weekly {mon | tue | wed | thu | fti | sat | sun}} [HH:MM)]

o dally - FRESFNEERFEHT

« weekly {mon | tue | wed | thu | fri | sat | sun} — f5EHIF N EH . mon | e | wed | thu | i |
sat | sun I >RFi 28 B S ST H

o HH:MM - fgx EHIINE, #4n09: 00,
VEIESr

e HE AN FBb R B, - ARA] ARERS A LR ar & BT BRI o SZ RV S ik
JB, AT, U4
exec av signature update

* execav signature update — {SUN Y B ERRAIE 2 BEOFT I 5545 Bt B A R 2 RAAIE 2R A [ 7 2024 T
Cibi

FARERFAE A

FERLETGOLT , TP B nl RETCI R R B SRR 55 S A TR R EAT BT, BP0 — TR, R&E
PR EFE SO S A TIEE, HEIFTP. TFTPHR G548 8lis U R R4 E SO S A 2544, AT
BN R TERE . S AIREERHE M, AT, LA a4
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import av signature from {ftp server ip-address [user user-name password password| | tftp server jp-address }

[vtouter vr-name]| file-name
e ip-address — {8 EFTPEH TFTPARSS g1 IPHHE
o user user-name passwotd password — 18 EFTPHR S5 2411 F P 4 F1250 o
e vrouter vr-name — F5EFTPEETFTPAR 5545 FrJ& H VRouter .
o file-name — $5E-F ANBPRHBERFAESCHFHY 2 TR
BT RE RN B

P ] ARG P AR Y ) show iy & BRI & HIW BRI (E 2, AR ATRAR LA %A HIBILA
MIRBERHEN 8 . EARWTERHMEEGEE, AT EH LT a4

show av signature info

BN R AL AT B 15 R

FF BT LABERS (58 F AR B A show iy & 22 A B s ERIATHRHEE O E S, SRR arE s B
s SR K TR DL SO B AL 2 BRI LSS . AR TR B R, MR
LA a4 :

show av signature update

RELIRECE 2B
(PRSI RERT, THIAE M 0 T ARt W U
A FRAERLIERCE ST, SBARIELIERCE, (614 e

o XEmail K PG TIR TR IR, TR A IBPHR R I A5 R R AR IR e Emaililid
SMTPHIPOP3 A&, PRl REGL & exe M jpeg S

o RPEAESCHFEATII . RARIRAESCHF 5 jpeg SO, A8 SCHF L FTP YR BT 1640 o
FCE AR
B MEWRTHTIEProfile, $8E T B THTMMMPML LR SO

hostname(config/# av-profile email-scan
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hostname(config-av-profile)# protocol-type smtp action fill-magic
hostname(config-av-profile)# protocol-type pop3 action fill-magic
hostname(config-av-profile)# protocol-type ftp action fill-magic
hostname(config-av-profile)# file-type pe
hostname(config-av-profile)# file-type jpeg
hostname(config-av-profile)# file-type mail
hostname(config-av-profile)# label-mail
hostname(config-av-profile)# mail-sig “Checked by Mail AntiVirus”
hostname(config-av-profile)# exit

hostname(config)#

2 GUESEREHUIN, FRAERUU S| RS e Profile :

hostname(config)# policy-global
hostname(config-policy)# rule
hostname(config-policy-rule)# src-zone untrust
hostname(config-policy-rule)# dst-zone trust
hostname(config-policy-rule)# stc-addr any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# av email-scan

hosthame(config-policy-rule)# exit

hostname(config)#
=2 Midshow versionfiy &8 F RGH L IR RN TR e I0SRAM], MESTTEL T firdoF
o R B VR T RS AR
hostname (config) # exec av enable
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PRI

DRI PAT RSSO, W ATRESCHER BTN, XX AT T4, FFREE D
A& RPN S SR

RGP FEBAFNREE I Z D MBR, BBt LR = =P MXT AT BESCiE A, ST 5E
SCHERIBIZESAT N, FIBTSCHFEIRTE, KT ai R R s R 56

DDA RE LI T N A
o WBEK EARRTEESCHE: PDAEPT TP I REX I A T AT, SRIBU A e B W BE S

o WRICHTRECAFAEA IR E T EIC TR, WHGH LRI m 5, Il za-FaR 5
t EAER Z PRI I

o USRS DA AEAHIP RGBT IP B0 bR iC o E SO, PR 2R b H SR = 7048 H

—+=
o

BEoh, o EECE AR, fig 58 B SO e o

o BRI AIRIRBN GG : AP IIREN =D R rTSE SR AT 4 iR e,
BOMEER, HIBTSUEEIENE, REDTEEREIAHEIR . & AT S5 5 E AT BE S B RS
P, WA g HERZ P H S by TAE R B TheE B shoe i, JCHRHRRCE

o YEFFURHIDARDTIEARA PRI BRSO, ICSOCE EAERTE], PRAFHA TR s AR
HIVP RIS RE A Bh5E AL, TEHRAARECE.

VAP E & TR
PRI R IRE, LAEREL T LA
o BIARGIA DRI

o YR HROEERD 6. WiER:, SO = - 5o

o LRPREPIVFRNLE, ARER KA. BEEhERE, PR RERIAL T R RES .

R (M8860/M8260/M7860/M7360/M7260) LASN, JHHIPMPI I, ARG AIF LR
Bl 2w
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Al Lhil i show versionfiy & &G I BT P IIRER AT E » JHE 8 R AP AR I 6E, AT
AR LN a4 :

exec sandbox {enable | disable}

o enable — JI/H RGBT IR

o disable — ¢ RFIIM AR RE

PATLL B )a, TR E S IR A RER I T 5 B R A VDA IR . S, REMHEK
R IEREE SRR DT 4 D REAIT I8 B R ARSI B O B . I SRAETT B VAR 477 Eh RE

MERIFRZVRIME OFEEVRINGER, BATREREGSM15%) | BAFRERN ST
Lo RIS W o HHERASA SRR R B R R BEEC (1-0.57°1-:0.15)”

FCE P B 7 T RE
RGSCRRE TR AT BB T 30 P S S L S BRI T4
1. IR AP DR
2. FESLDHBTAFProfile, fEProfilerP Hif /B4 A4 5L, FOE I RESCIFIRAIARHE
3. BEVFEBI P Profile 2 MG HLI o
Horr, AP Profile TR E R A7 5 A 2 5, FCE W BESCHRBIRE . 12 1 4 4
R, GRS B A B IR AR, SRR R GRS, AR EE R Z 1A

BEATRZIN e ATSESCAF IR R I AT SR ER SRR RTSESCHE, IF LR SRR T I
FIEESCPFRIRE A S5 R PAE S 2 B 15 U B B R
P RIE AR GEROARI IR, don] BT RN . R A4 BOARI TP RGBT P N predef_

low. predef_middle. predef_highf{Ipredef_pe:

o predef_low — FEANAGVP AR ISKNS o RN JE 3804 44 R Al RIE L, 4954
HTTP/FTP/POP3/SMTP/IMAP4 ML it , KEPESBRI A MG G o

o predef_middle - FHEE VP ARG M o HLALNTT SR A5 AIEIEBYUE, 4
HTTP/FTP/POP3/SMTP/IMAPAHMY i, J4PE. APK. JAR. MS-Office. PDFICER/E At
R

R 61



o predef_high — P& HYPFARE I SEME o LA FAHEHTTP/FTP/POP3/SMTP/IMAPA T &, K4 i
300K (PE. APK. JAR. MS-Office. PDF. SWF. RARDLJZZIP) {E A ilxt5 .

* predef_pe — (USCFFPEICIRAG IR VD AL ISR o AL F9HHTTP/FTP/POP3/SMTP/IMAPA
kL, RPESCH R IS S

6@ Y #E By 7 Profile
DB Profile H TR E A LI R, BCE ] SESCHFIUIARIE. G HHBT AP Profile, (£ RIBCEE
AT a4
sandbox-profile sandbox-profile-name

* sandbox-profile-name - 45 5E fr Q1KY BT I Profile (Y £ 5K , T HIEAIZIP AP Profile ] AL B
Ko WHRARELIRCAAE, WEREFEA TP AP P Profile it B AR .

i Fino sandbox-profile sandbox-profile-namefff 4518 & 170 56 P54/ Profile

vt TA=EA-
S H A R IUE LRI, SRR B A R R I, ISP 2 G5 X
T, AW AR R IR TR .
RS E AR, DD Profile i BT, MM T
whitelist enable
filifl no whitelist enablefir 4 5% A1 % F1 2 LI fE »
AEIE R E
ARG PESCAF BT rIFIE R RE, BIASCHFRSAIEH 2 EH), REek A Hgt Tl
TR RIE L, PP Profile AL BTN, (I T ar4
certificate-validation enable

{fi Hnho certificate-validation enablefiy 4> 41 F] {F UE P56 1E TN RE -

RE T SR BT
AR A PR SCPERIWT A T BESCRR, I BB AD R TR, FTSESCP R A 2 e SO 2 &
BB
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HP AT BB A R IR B bR o -

R E LR SRR AT BE ST o SCHFRRBIPE (lexe) + APK. JAR. MS-Office. PDF. SWF.
RARVARZIPSCA A AT E S o AT AP IPProfile iL BTN, (EAHAN T an 48 e :

file-type {pe | apk | jar | swf | ms-office | pdf | rar | zip} max-file-size size

* pe-KPE (.exe) STHHEMRMT G

o apk -} Android ZHESCHFE ARG 5

o jar - FfJavaSCEFAE ARG 52 o

o swi - Flash UV E ARG G o

* ms-office - ¥4 Windows Office SR I AT &S0

o pdf - ¥PDFSCHHE NI Z o

o tar | zip - 4RGSO EARR ISR .

o max-file-size size - 11§ iF AR/ RGN/ N T T KN SCHE RN 52 o

BUHEM, fiifino file-type {pe | apk | jar | swf | ms-office | pdf | rar | zip}an< . AEERME
AN FEBTAP S REAS AT AR SCPF SR A R B SCA T o

R E LA A U SO R E I T SR T o SCRFHTTP. FTP. POP3. SMTP A IMAP4
PSS AP AR P Profile LB, AU T iy 45 E Ml 2R AL :

protocol {http | ftp | imap4 | pop3 | smtp} direction {download | upload | both}
* http | fip | imap4 | pop3 | smp - FRTEHHIEAL
¢ download | upload | both - {EEZ ML AT EERLT ], % Effupload. T#idownload. X [fboth,

AMEEPBEAL, {fiHino protocol thttp | ftp | imap4 | pop3 | smtp}fip 4o AEE HIEERFR DA
B 3P S REA T RATAT B F AR S o

FIREAPRERZ IR R N E

BEX BB R E S

HRGHIWT A BB ER, AR E NS EE RS TE RGL s, EIPAEP 1 Pro-
file LB, LT a4
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action {reset | log-only}
o reset- {FELSEUE, REKIEREXME, EEEEMRER, FHUREMHENZPHEEE.

¢ log-only - f8E%S G, AGAILERIUTE, MmesfT, (UexHEER 8l HEM =

PHHE

ZEHT RSO B AR
RGALYE XN AT BT, BB T, & BTSSR 2 A T . AT LA
WRIEFREE I RIS LA, RNZ R SE SR A S BRI =DM A2 DT Profile i BT,
fEF LA a4 :
file-upload-disable

fifi fflno file-upload-disableiir & HUHAE I AT BE AT A%, RIMRE BON_EAL W BESCIFIIRE

Y EIPFE B F1Pro file ZI 55 WE AT W

KD R Profile P E B SKME NS, ARGERE XTS5 SRS AL A T T A i B MR 9D A6 B 47 Profile fic
BT MBI . FREI MBI AP Profile B SFEME RN , £ SHEME AL L EARATH S LT a4

sandbox {sandbox-profile-name | predef_low | predef_middle | predef_high}

* sandbox-profile-name — 4 E P E RSN B HBT AP Profilef] £ 5K o

o predef_Jow — 434 Npredef_low(1] filiE SLIPAGPTH Profile 21 S MM o

o predef_middle — 45 $4 ipredef_middle[ i L0 HBH 4 Profile £ S LI o
o predef_high - 434 Jypredef_highf Tl SLIPHIB AP ProfileZ) Sk AL o

A SRS RN C B AR i 3% A 4 no B UG TP A BT 7 Profile ) 285E : no sandbox

B EVFE T FProfileE L2158

K FEBT A Profile S E B 2 AR,  RGPH2 & eI B R R VDA 5 4P Profile T BB TV AR B
PR . HEV FIPTIF Profile | 2, A IBC BN [ H LA M ar<

sandbox enablesandbox-profile-name
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» sandbox-profile-name — 5 EYPE B L AIHHIIP AT Profile ) 4 FK o

A2 A0 B i % a2 no IR 2XBUH P MBI Profile (94652 - no sandbox enable

FFIE R#ESCAE LR
T RAESCHE B, RGEEAE S RAESCHERS, B ERGZSCH R H . BOAERL T,
ARGAN RS RITF H AR JTH RS B, e RR BB, (A
sandbox benign-file report enable

fifi Hino sandbox benign-file report enable ¢ ] FE U4 i .

R XAF LR

PSR TEHE W E R RSO sl R SO B A SO R AU B, RGN E SN
IRICHRS A ERGZSCHFR IR H . BOAMBEOUT, REEAXIKCHFEERIER HiE. TFH KL
b, FEeRRCERT, AT mS:

sandbox greyware repott enable

i Fino sandbox greyware teport enable>x [4] /K S {4 4

I 5% H 2555

B A SR B B AR H ORI, AT TR A A1) 3 i HAR s A TR 2B
PRBIIIFR . SR EIT R BT REFEM 2 =iy, Rl 1 H A Z a6 . =
BRI S5, AT TG E R SRR 512t iU g e 7 BT -

MR, ARG ES IR FAESIFRRIS H - BAILES, X R AT A e a5
11, AT s R

FEARMIETT, U LU AR DI b s el hs Br s 45 B -

exec sandbox-thteat value {trust | untrust}

R
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o value — fHE RIS HAYMDSHI(E.
o trust — BHEER RS HIMA RS LS.

o untrust — FHEEREIIS B MEEIIEE PR

BV 5 R

FEARATREECT, A LA R a4 R AR P profilefs & -

show sandbox-profile [sandbox-profile-name]

FEARAIREECT, A LA a4 R AP PR A E B AR R
show sandbox status

FEALAACT, A LU a4 s D A s 0 2 B9 B a5 HAE

show sandbox threat-entry info

Mo B 4 B2 R E R

BIEI T, REZEH BhEHRA H 258, F A DORYE T 2 i . J4s 19 4% S
T BG4 -

e EAR KA U Ea
Fi B 5T R 55 A

o THEHTTPAEER ISt

o TEEHDHTT ]

o ZRITEHT

VS EASEASSE L

o BREAHARER

o WoRNEA A AREDHCE R R

66 B B 7



BCE 4 A4 B EHHEA
FRASHTF SR A S PHER R RS A4 EEH R, 2 RREMT, @HUTH

4

sandbox whitelist update mode {auto | manual}
o auto — fi55E A BN RGHEA H A %05 208 RERBOA R T
* manual — f5E TIPS H 4.

4 Jey Bl BT (8 A IZ A & no B FE A BN BB

no sandbox whitelist update mode

BB EHTHR 54

ARG BRI A B 2 T AR S5, Bllupdatel.hillstonenet.comfllupdate2.hillstonenet.com, [&]Hf
S DRIE TR AL E LTRSS 4 NG A a4 . 2 E . IEEHRS S, 7
SRR EAT, AU T w4

sandbox whitelist update {serverl | server2 | server3} {ip-address | domain-name}

o serverl | server? | server3 — {5 EAIE NI S 5. serverl [ ERIA{E Hupdatel hillstonenet.com,

server2 1) ERIA{HE Aupdate2.hillstonenet.com.

e ip-address | domain-name — ¥§E HEHTRFF A AFR, FLLZIPHIEEIE S (ip-address) ] LLZIE

# I (domain-name, fii|fllupdatel.hillstonenet.com) o

fEa RIBCERT, %@ ol XU BT R 55 fr B9 € -

no sandbox whitelist update {serverl | setver2 | server3}

EEHTTPH RS 45

MR T B HTTPACER AR 55w 17 [0 ELHR I I, AR PRERAE R REAS IE 5 T2, TR EE & big et
TR AR 552 B TP F3 15
NP AR AeE RIS 4, (ERRRCERATY, fHm N4

sandbox whitelistupdate proxy-setver {main | backup} ip-address port-number
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e main | backup - {f HmainZHdRE RIS, [ Hbackupt & & AR 5545 -
e ip-address port-number — ¥§ EACHRAR 55w Y IPHEFI%H [ 15

Burte ek 5548, 1 Hno sandbox whitelist update proxy-setvet {main | backup } 4.

TEEEHTHT IE]

BT, ARGk H s Ag H B0 A2 5, IF BON@ IR s deim st ok, & H ROFT [A]
SEREALAY o AT DR R B A I As 1 2% S TSR AN (], AE 2 Rlc BRI ay

L

sandbox whitelistupdate schedule {daily | weekly {mon | tue | wed | thu | fri | sat | sun}} [HH:MM]
o dailly - FREMF N AR IR

* weekly {mon | tue | wed | thu | fri | sat | sun} — FREHCFR N A E . mon | tue | wed | thu | fri |
sat | sun RS ESE B0 RY H Y.

o HHMM - $5EHEHHRTE, Flan09: 00,

B B

TCR RO F a2 A8l AR AT LABERS (8 LAR a4 BT 2% 1 2% F e SZ RIS 44 F1 44
B AT, EHU a4
exec sandbox whitelist update

* exec sandbox whitelistupdate — Ut 4 i 444 5 44 5L SR IR 55 doc T A 44 1 44 BN [ s 40
BEFTEERT o

FALAE 5 E

FERLEAROU , FP s n] RETCTAE B BOFT R 55 e xHeli 40 1 42 BRdEAT 38T, BT — Rl &R &¢
TR 22 S S AIIRE, RIEIEFTP TFTPHR 55 ar BCE U804 F A FROCHE R A S04
MIMTEGH A A2 B SIS A, AT, I T4

import sandbox whitelist from {ftp setvet ip-address [uset user-name password password| | tftp server ip-

address } [vroutet vr-name] file-name
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e ip-address — $§EFTPEE TFTPAR S g1 IPHE
e user user-name passwotd password — 1§ EFTPHR 5521 F 71 44 F 2 AL
e vrouter vr-name — F5EFTPELFH TFTPIR S48 )& 1Y VRouter o

o file-name — 15EFARYIA A4 A SCPFRG 2R

bobne: e P Iy

JH AT LABE IS (56 AR LY A show iy & A B A& HYIA A4 YRR, Baiieids -9 420 A ALK &A1 H
W EREHABAREE, MR EH LN ane:

show sandbox whitelistinfo

boby: FA=RA k)

FH AT LABE S 50 A B () showin & B F 1 A LA A A B EEE R, OfEEHIRGHREE. EH
Ty SR R ) LA 4% 1 A4 B BRI & . BRI A AR E R E R R, EEAEET
ER LT a4

show sandbox whitelist update

R
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NEFi RS

NEPI RS (Intrusion Prevention System) {&FRIPS ,  HEAS S I ki 2 2 b [ 28 ZA ok - AR i B S o 2%
BEE g TR B . RGESCRA PR RIRYIPS TRE,  RICASCRFIPSTIRERY ARG LA AR B
(IPS) VFrluEshifr (TP) VFrldib)s, IPSTOREA RIfHH]

ARLERIIPSREREN LB S BERY R TIRS AR &, TR PRI R . i T 3 2 WO R B
KM RERS, JH FHIPSIHEEA 2 FEOL A MEREMI IR T FE. 340, R RELFHEM 5545 H 255
LR, PRUEAFAER) e BEAPE AR A -

IPSH I & 1 5 A2
RGPS TIRE il 11 K URERE L BI04, 5 B BT AV E DL«

o WRUUBNT: XREFAEMBGEST AT, AP S REIUES, RESRIE BB
(e HE. HE. M), FHF-EHEEERESERR, REERNEN HEFERFEEDE
EEIHID RO R RORHMEID, AT LLE I AR B H S AR AR

o FHEVERC: $EBURERIICER, XHFTRAEILES, ABHSREERREMHILER R, RS
FeEALFER G (e HE. HE KD , A HEHFEERSSEHE N RGN R H &
FEVEEP S D, REARHEREHRIRHEID, P Al DRI ZID & A AR A BR(F

RHEN A

FHEIDVEARHERME—ARIN, ARIEV I T3 25 FRAEID (PR AL, 43 BIHaD  (BE1ALE)
HEHVRE2L) FUERAEID (J5562) , BINID “6050017 i,  “6” FKIRTelnethp, “05001”
FORNYGHFHEID . W RAEIDAYSE1ALZE “6” WAL RHE, HANIERAE. PllIDS ML
HOXT R AR T R :

ﬁ’x . ﬁ’x . z};" b ?‘ .
1 DNS 7 Other-TCP 13 TFTP 19 NetBIOS
2 FTP 8 Other-UDP 14 SNMP 20 DHCP
B HTTP 9 IMAP 15 MySQL 21 LLDAP
4 POP3 10 Finger 16 MSSQL 22 VolP
70
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e W L1328 Bl

120 120 Bl 20
ID ID ID ID
5 SMTP 11 SUNRPC 17 Oracle
6 Telnet 12 NNTP 18 MSRPC

b, “Other-TCP” FIRErFEH C A AUFRHETCPHML LASMN EMTCPHMY;  “Other-UDP” 3
NERZE R E A H IR EUDP B LAY H AR UDP B o

TP AL 2 5 T

BN, RG4St H QI EFIPSEER, I Al ARG 5 2 S PSR FEBEHTC L . Hillstone
LA R A A BRI RFE BT AR 55 4% ﬁj\ﬁuz%updatel hillstonenet.comf{Tupdate2.hillstonenet.como
ARG SCRAELEHNI A R R U P g ik . SREERIZ, AR VSYSA SRR B
Wi RHERSEICE, WS P

BB CLI
fict B B AR 4 JRle BN LA b4
RINHHE Bh

o {5273 ipssignatute update mode {auto | manual}

o REERIN: no ips signatute update mode
P& T IR 5a ERCEARA T EH LT a4 :

o IEEM AR ipssighature update {setverl | server2 | setvet3} {ip-

address | domain-name}

o HUHMRSS #FR7E : no ips signatute update {serverl | setver? |
server3}
RRE BT TR e R ERAT AU TS, J5RHEHEER T, e
1A -
ips signature update schedule {daily | weekly {mon | tue | wed | thu | fxi |
sat | sun}} [HH:MM]

2R BN EHU NG4S, BN, FEEERR
[FIR

ips signature update schedule houtly minute
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BB CLI
e minute — ¥EEFEFMAFE, BN, (EE/NFHIEZ D08 T E

S7EI B PATHA T EH AT a4
exec ips signature update
7 ST PATHAT R AT 4

importips sighature from {ftp setver ip-address [user user-name password
password | vtouter vr-name] | tftp setvet ip-address [vtoutet vr-name]} file-

name

TRFHEESETT  show ips signature info

.
==

TIRFHEZERLE  show ips signature update
FE

EEHT TP RS 4%
LR T ZOE T HTTPACEE AR 554 U M BRI, OB ORISR R RES I, T it as LaRER
HRR 55 A A TP HO LA 15
NNZBI R E T e e B S 4, e RECERGCT, A M
ips signature update proxy-setver {main | backup} ip-address port-number
* main | backup — fiiffimainZ 4 E LAPL ST 4%, (T backup 5 5E i (3 AL 55 4% o

e ip-address port-number — $5 & IR 5545 BIPHuhEFllm 145

Burte e Rk S48, 1 Hno ips signatute update proxy-setvet {main | backup} 4 .

IPS T /R,

ARGSCRFPIFIPS TAER, 730l Hiese H A RIIPS #E. 30  H SRR A bl Ak
ZUAT A HEIIRE, A 2k e B AR T IPSHEAERR BEbMSL = A I 25 I
AT AR HEDIRERY A, X Y 2ot o BRI B WA o RGEERINEOL T TAEAEIPS BT o

PHRIPS TARRE, (£ mBC &R, ipsmode {ips-logonly | ips} i< .
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BN R #

IPSHIE HE# T 1E
i FHIPSTHRERT, WASER LA RIS TAE:
1. #aiAStoneOSh A FHEIPSTHFE

2. RPN (IPS) VrEE RBP4 (TP) ¥WAlHE, AAREERE. &R EE)E, PST)
RERNAL T I IR

IPSHIRERC E LS LA P ICE N A

o FHESERCHE: #RBUREMIICE, XMHBTRMEILES, AMHESFHERTIRENFMEMITLRE, R
G MRICEL IR e (et HE. =E. HIF) .

o PRNECE: XREFESUHEITONT, KMREAFEMIIRER, KRR B R &
GerHE. HE. HED) -

o IPSProfile: GUSAFAEEERCE. PRUACE. LANAME =82 HIRCE . KPS ProfileZE £ 4 A 1A
RTINS AJST S A, AP IPSDIRER FI 21 % AN [m] 5 A I o H4IPS ProfileZf
JERSRIE RN _E, WA TIPS T RE R I 2155 SRS ML ARV BC A9t e o

ISR SRMERLNIZRIE TIPS Profile,  [a]I Y2 20T H 12 It F05E TIPS Profile, RZTIPSKNIFIIL
Fe H R BTN SRIEHLIN FIIPS Profile> H Y222 A IPS Profile> J§ 2 2 AIIPS Profile.

HARFECEIPSRE)S, YRGB EKMNERIGE, SEMMHN R HEGEE. JbHE&E B AK
WM N BEERHEID . & F B HEER, LU IET 7show logging threatfiii 4.
B E15-F Ui

FEIPSECE A, AN E AR X S N TR ER T o= AR 2, (R, RGAE P e A3 A T o B8 LA
BEULE

o IPSTARBAEAREIIEH. HARGRIIPS TARRITREN e HbER, Foie AR
BRMTEENE, RAMNEREALERHE,
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o PO RHE AU ELIK SR E SR M AE, ISR AE AL 2R
IR, WL, MBI R (2 M AL R — AR
o SRTHUIPRIOT AR I E TAL I, WSS AESEOU S BRA (T S0P, TR 5
AESBLN BT X A TAL S, AR : BELBTIP > B S5 > FUB R HG X
IFTPRIGEITAR S5 , 1SR — S AESSOLI R BB AL IP 55, 535 — RS AESSBLIFO B
BB 30s, W, SRIRHOFT AT BLBFIPS0s.

o AEARHEEMNFRCE TINE, mats mid Bl st Tine.
o R RFFERER LM ATECERT R, U dtm Tl R AL G YRR SRR
P ERITT N
o XF EYBERI L eIEE T ERI RIS AN AYIPS Profile, I F [ LMEIPS Profilef{J L E . FEXT
IPS Profile BEATIE I, AREEXAHIC 21 A AL LR LA S5 :

o 4IPS ProfilefJ5| F X R A AT, ZAEMXS T ELBS IS ARGE BN AR, B 2545
FEH e 4 BlrustIPS Profile HIPS-prol 48 HIPS-pro2 )i, EVAHESL IS FIIPS prol , 1
BTSN 21 (d HIPS -pro2. B MIPS Profile | oG AR5, A Tclear sessionfiy 41 {5 fit B4
EESTE R AR

o BUEHG| HRIIPS ProfiletPHYFFALEE, AKX EA ZIRALRI AR

XTHTTPS T & #E4TIPSH

UIR A EIPSYYHTTPS i te BT 448, A ZONHTTPSH i I DE RS SRS MU L ELSSLAREE LhE . R %E
F oA VEHC I 4% SRS A H T TPS i AR FESS LA H Profile iR BFHTTPS R bk, AR 5 AU EIRAREIPS Profile
BEATIPSHG I MR 2 e SR AN O EC BN, AR GER AT A0 T A

LSRN

& BiE

JEFSSLACHE.  MRYESSLAHEProfileffHTTPSHL L, X4 5 HIBE A BEA TIPS o

ANJE TIPS
JEFASSLAEE  IRYESSLAHProfilefRf HTTPSYR i, X4 5 B BRIRYELPS ProfileftfT
E)EHIPS IPS*@%N” ®

B

AJEHISSLAL  XTHTTPIR RARYEIPS ProfiledEATIPSHZ M. XSHTTPSHTR AEATHEE, A

i REATIPSHEM, HagtATHe %
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LSRN
B

& HIPS

BiE

22 4 SRS RN Ffr SR A 2 At fig TIPS IS, ARGE e A T 00 2 4 :

ZLREHN AL B ZEPRE BE

J5 FHSSLAEE J& TIPS HRAESSLATE ProfilefA B H T TPS i

5 FHIPS B, XM I EER R L A
B IIPS ProfileifH{FIPSH N -

J5 FHSSLACEE JEi FHIPS HRRSSLAL FE Profilef# 25 HTTPS Fi

— i, RURAR SR R e
LML & P IPS Profile i1 TIPSAS:
S

ANJE FASSLAGH J& FIIPS XTHT TPt Eet AR 45 22 4 SR H U HH T

1 FIPS EHIPS Profile fEAFIPSK . X

HTTPSH R AR TR, ANEATIPS
i, R Tk

Q T 12 K TSSURTEProfilel{ T , 152 FSSLATRF ).

IPS#H<>

action

X T SRR R 2 G5 tH SRR AE , 4 Im a FRRAERT, 5 e AE Y A B B R
[ ]
action {block-service timeout| block-ip timeout | log-only | reset}
REIpFSiipu
action {block-service timeout| block-ip timeout | log-only | reset} - block-servicef5 i FFLIT I i 4 R 4,
block-ip 5 1E FHKT B i IR G71IP,  timeoudkis i A Wi & TPECE IR 55 HEATREIT VIS, B FD, Vi
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FE60F3600F0 . log-onlyILHCIZ LIS (LIC 5 Hil G S . resetlLELIZRHIE/G FEE R (TCP) B &
EHRAREE (UDP) FEHIE HASE R

CARAIUE ]
log-only.
L]
T PEARI O AR
TR C B
REIEEi=a=
TCo
L4 5L ]
hostname(config)# ips profile test
hostname (config-ips-profile) # filter-class 1

hostname(config-ips-filter-class)# action log-only

affected-software

AL T R G55 VR AE e, T B affected-software 2%, 15 Hi 48 BB FESE [ RHAE o
[ ]
affected-software {Apache | IE | Fitefox | ---}
no affected-software {Apache | IE | Fitefox | -}
Cfidathid ]
Apache | IE | Firefox | =+ — HAEHKPE4F. [/ Tii fEaffected-softwareZ R M Tabfit, 7577
SRRV SR
CARAIUE ]
TCo
[ ]
T IR P A
REIEER=A
TCo

76 B B 7



L 45K ]
hostname(config)# ips profile test
hostname(config-ips-profile)# filter-class 1

hostname(config-ips-filter-class)# affected-software Apache

attack-type

BRI ER , TR Batack-ypeBl, FLbH FEDGH SR L.
L4 ]

attack-type {Access-Control | SPAM | Mail | ---}

no attack-type {Access-Control | SPAM | Mail | ---}

Cridthid ]

Access-Control | SPAM | Mail | --- - #5258 . FH P Al frattack-type 2 &0 5 (i F Tabfi, &7

SEREHY BRI A 3R
CARIAHULE ]
TCo
L&At
ISR B B A
RESEE=El
TCo
L4 5L ]
hostname(config)# ips profile test
hostname (config-ips-profile)# filtet-class 1

hostname(config-ips-filter-class)# attack-type WEB-PHP

banner-protect enable

g5 (FTP. Weby POP3. SMTP) banner(& ERAF THREFF S E B (7 ST A i 55 At banner
fRe MAZA 2 nof LA AR 554t Y banner (RIF I BE o

XS

R
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banner-protect enable replace-with string
no banner-protect enable
ikt ]
string - 5 " banner (5
CARIAIBUE ]
To
L]
P B
[
To
a4 5L ]
hostname(config)# ips sigset test template ftp

hostname(config-ftp-sigset)# banner-protect enable replace-with vsftp2.0

brute-force auth

NFHESEIT R B IR D REFH XIZ I REBEA TRC E . T HTIZ A @ no i IE 3K P 2 1B iR DI RE
[ ]

brute-fotce auth timesblock {ip | setvice} tmeout

no brute-force auth
Cfidathiid ]

times - 5 € FE VIS — 3 B I VIE/ 653 R I IR BUETE 2151100000,

ip | service - 5 E XTI HRGE DOIE /88 55 R MUBER Y Wi B Y IP AL (ip) B S5 (service) iEATRH

timeout - 15 /E X B TPEGE 55 BEATRHIT RIS, SRR, TEREIZCOE|36004
B NN
Teo

L&A ]
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PR E A
[
To
L4 5L ]
hostname(config)# ips sigset test] template telnet

hostname(config-telnet-sigset)# brute-force auth 10 block service 120

brute-force lookup

NEAESEIT S F A REHANZ D REFATRCE . (%A 2 no IR A G A B B I RE
(T4 ]

brute-force lookup times block {ip | setvice} timeout

no brute-force lookup
KObrSiia

times - 45 & FLVFHY— 23 P A BRI AR . BUEE 212100000,

ip | service - 15 E XS HE H B E A AR Y U2 Y IPHb L (ip) BN IRST (service) BEATRHMT.

timeout - 5 E W BEHF IPECE IR 55 HEATEHMT A IS, BRALNED, JEREZ60E360050
CARIAEUE ]

o
]

P E A
REIEE A

o
Rl

hostname(config)# ips sigset mstpc-cus template mstpc

hostname(config-msrpc-sigset)# brute-force lookup 20 block setvice 120

bulletin-board

L ERLN AR AERT , Al A Ebulletin-board 248, e th R LA AT HIRHIE -
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L]
bulletin-board {CVE | BID | OSVDB | ---}
no bulletin-board {CVE | BID | OSVDB | ---}
[AETEE ]
CVE | BID | OSVDB | -+ §§ & &AM 4114 8. JiI P i 7 bulletin-board 245 Tabf
(e EPTt S NEA AR B
CARIAIRUAE ]
TCo
L&At
T E RN T B
REDEEER
TCo
L 45K ]
hostname(config)# ips profile test
hostname (config-ips-profile)# filter-class 1

hostname(config-ips-filter-class)# bulletin-board CVE

command-injection-check

NARGI AHT TP AT S TEABGE RN IIRE . (FFZ a4 nof AR AZ I RE -
L4 ]

command-injection-check enable

no command-injection-check enable
CRIETNA]

TCo
CERAIUE]

TCo

L&At
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PR B
R EiEass
To
[ <561
hostname(config)# ips sigset http1 template http

hostname(config-http-sigset)# command-injection-check enable

cc-url

JCC URLERHI D RERCE URLES (2. FLE T, REEX T MIZEF R H T TP K AT UT AR T4
e HUTRBERELEE, RECKEWNIZIE K AIRIP I Z P TCIE VI M WeblR 5588 o H1iZ @ nofJE
MR IZ S AUR LIS 215

[ ]

cc-utl url_string

no cc-utl url_string

LRI Ale ]

url_string- H55ECC URLIRHIIAEIGURLEG 1. HAEIR , 8 i 10 SR IO T IR G M o
G T P X LB AR H T TP SR BT VT AR A & o A HT TP SR AT IR ML B {E, P %
WRIGIEIP, ZIPKTEH i IWebESs B, BIA: FLE /home/ab, RIPKAH I/ home/ab/login’5
/home/abe/loginfHTTPIFRIHATHR 2. URLES (2 A SRF BN A sl O B s, il
AEMNC B www.baidu.com/home/login.html, M iZH % /home/login.html, [fijwww.baidu.com % it & FEXT V.
[FIWebfiR 55244 B B . REER L RIFRCE 3255 URLES (2, FF 4R EE 12 K BUETE R 1255
o

CRRIAIUE ]

aﬁo

L]

Webfi 55 B E A

RESEEEEE

aﬁo

L4 S ]
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hostname(config)# ips sigset test_http template http
hostname(config-http-sigset) # web-server web_serverl
hostname(config-web-server)# domain www.abc.com

hostname(config-web-server)# cc-utl /home/login.php

cc-url-limit

NCC URLER A L RERC E UR LIS A2 AV T R B EL A SHITIPRY S ) o BCELR , ARZEHSETTURLES
TRREVT IR, A YT AR B, RGO Iz G sREGIRIP, IZIPKETC T M Webfil 554 .
LRI E) S, RGO REBEERTIIP, 1P H] LAFE ) M Webfil 556% o Al iZ Ay S nof JE A AL ERIA
{EO

LA ]
cc-utl-limit threshold value action block-ip block-ip_time
no cc-utl-limit
CArEHiA ]
value 15 & B JRIPAE 3 4075 M URLES A2 1Y S KR SIREIRIPHY VT MM i B, RGeis
X LIPS T RE T o HEUEEE A1-655357K /434 o

block-ip_time & € FHWTTPHIHS [E], FRINZE60F), BUETERIDH60-36007 . L], REUERERTEH
WrAIIP, TP R] LR TS [ Web /IR 55 45 o

CRRIAIBUE ]
value — 11/ 504515
block-ip_time — 60F);
Lo Ai]
Weblli 55 a3 Bic B A o
REIEEi=a=a
TCo
L4 S ]
hostname(config)# ips sigset test_http template http

hostname(config-http-sigset) # web-setver web_setverl
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hostname(config-web-server)# domain www.abc.com
hostname(config-web-server)# cc-utl /home/login.php

hostname(config-web-server)# cc-utl-limit threshold 1500 action block-ip 100

deny-method

THERGIHAIHTTP ) k. i S nol P SRR EHTTP )5k
[ ]
deny-method {connect | delete | get | head | options | post | put | trace | webdav | others}
no deny-method {connect | delete | get | head | options | post | put | trace | webdav | others}
Cridthid ]
connect | delete | get | head | options | post | put | trace | webdav | othets¥g & fE 4t/ I FHIHTTP )T
o
CARIAHULE ]
BONEILT, FrA LR SR VR
[ Ai]
P C B
KSR
YRGB RIERTTEA RN, K BRI IER.
[ SL Bl ]
hostname(config)# ips sigsethttp1 template http

hostname(config-http-sigset) # deny-method post

domain

N WebliR 55 L B4 o %A% noBY T XM BR Web AR 75 sl 44 150

L4 ]
domain domain name

no domain domain_name

Cridthid ]

R
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domain_name f5EWebR 75 gl 2, N1EI255 P FAHC LN 74T R o
CARIAIBUE ]
TCo
L&Az
Webfi 55 ar AL B Ao
[
T NI WebR 55 g1 B4 o
A WebliR 55 fr i 2 VL E S T4 o
Webfii 55 il A4 B E M E L AT HY B I UTRC IR N Bilan, BT AR RCE -
hostname(config-http-sigset)# web-server web_serverl
hostname (config-web-server)# domain abe.com
hostname(config-web-server)# exit
hostname(config-http-sigset)# web-server web_server2

hostname(config-web-server)# domain emailabc.com

SN R E T, 15 Alnews.abe.comfg R T4 UCidweb_serverl; 35 [A]www.email.abe.com 837 14 DD
web_server2; ifj[aJwww.abc.com.cn[l 37t i DO D BRI\ Web /IR 5575 -

Lan& L]
hostname(config)# ips sigset test_http template http
hostname(config-http-sigset) # web-setver web_serverl

hostname(config-web-server)# domain www.abc.com

dst-ip
FCEIPS 4% B H Y IPHhE o il 3% am < noff UM BR H O IPHhE Y BCE -
L4 ]

dst-ip AB.CD | A.B.CD/M
no dst-ip

Cfidathid ]
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A.B.CD | AB.CD/M¥5EIPS 4 5575 DLECH B g ik IP i) o
CERAUE]
TCo
[y A ]
IPS 44 A B S
REREEEESS
TCo
[ 5L ]
hostname(config)# ips whitelist whitel

hostname(config-ips-whitelist)# dst-ip 10.1.1.2

enable

JE FWebflit 554 o (12 A< nof T 2K Fl Webffi 55 45 o
[ ]

enable

no enable
it ]

o
CRRIAIRUA]

IR
L]

Webfli 75 i fiC B 30
RESEEEEE

BRINWebliR 75 d A AT ERAS , HANRERZEH -
L4 S ]

hostname(config)# ips sigset test_http template http

hostname(config-http-sigset) # web-setver web_setver]

R



hostname(config-web-server)# enable

exec block-ip add
BRI R H A TP Ak

L4 ]

exec block-ip add {ip ipv4-address |ipv6 ipv6-address} [vroutet vr-name] timeout timeout
LRI A ]

ip ipv4-address | ipv6 ipv6-address - 15 E W SHKT AT IPHAL

timeout timeout - {5 JE X UL F IPBEATIHITAIRHS, BACARD, TERDZC0EI3600%0. LKA, &
Geox B S R I IP S e bl BRI o

vr-name - $5 ZE IPHb4IE BT 7E A VR outer [ 44 7
CERAHRUE ]
vr-name — trust-vr
[ A ]
PATIA o
KiIEEESA
FEMRVSYSA L Rr A 2o
[ S 41]

hostname# exec block-ip add ipv4 100.10.10.1 timeout 60

exec block-ip remove

M BH TPtk 2 FR I R 4 BE BT Y TP, BIPASS TP 3EA T LT o
(]

exec block-ip remove {all | ipv4 ipv4-address |ipv6 ipv6-address } [vtoutet vr-name]}
REPRiu

all - {3 1 i RGP AR BT A B T TP (5 2

ipv4 ipvd-address|ipv6 ipvG-address - IG5 EIPH AL o

vr-name - $§ EIPHiAE T AE H VRouter F 44 R o
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CARIAIBUE ]
vr-name — trust-vr
L]
PATHEC
[
AFRVSYSA S Rflban o
Lan 5L ]

hostname## exec block-ip remove ipv4 100.10.10.1

exec block-service add
Hn— R REWT I RS 55 H -
(4]

exec block-setvice add {stc-ipv4 src-ipv4-address dst-ipv4 dst-ipv4-address | stc-ipv6 src-ipv6-address dst-

ipv6 dst-ipv6-address} [vroutet vr-name] dst-pott port-number proto protocol
[Cpidtig ]
stc-ipv4 src-ipv4-address dst- ipv4 dst- ipv4-address- 15 52 IR 55 A RTPv A A1 H 1 HE
stc-ipv6 src-ipvG-address dst-ipv6 dst-ipv6-address - 15 5 IR 55 IR IPv 6 k- AT H AL o
vtoutet vr-name - 5 :E VRouter Z Fi
dst-port port-number - 15 € It 55 1 H #9355 15, Y H]ZE15)65535,
proto protocol - 55N FTAIHML, TEHZ15255,
CARIAEUE ]
vr-name — trust-vr
[ ]
PATRA
REOEE A
FEHLVSYSA SR 4o

L4 S ]

R
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hostname# exec block-service add src-ipv4 100.10.10.1 dst-ipv4 100.20.10.4 dst-port 1025 proto 23

exec block-service remove
MR RE T IR 5525 H ,  BIASK I 132 55 1 HO IR 55 R4 T RELIBT
(4]

exec block-setvice temove {all | {stc-ipv4 stc-ipv4-address dst-ipv4 dst-ipv4-address| stc-ipv6 src-ipvo-

address dst-ipv6 dst-ipv6-address} [vroutet vr-name] dst-pott port-number proto protocol}
[y ]
all - {5 24 1 R G AE B BT AT BEREL T A A 55 2% H
stc-ipv4 src-ipv4-address dst- ipv4 dst- ipv4-address - 15 5 IR 55 (O PRIPv AR IE AT H bk .
stc-ipv6 src-ipvG-address dst-ipv6 dst-ipv6-address - 15 5 IR 55 R IPv 6 k- AT H AL o
vtoutet vr-name - 5 :E VRouter Z i
dst-port port-number - 5 € It 55 1 H #9315, Y HZE15)65535,
proto protocol - 5 E M55 YN, VEEZE15)255,
CARIAHRUE ]
vr-name — trust-vr
[ A ]
PATRA
REDEEEEE
FEHLVSYSA SR 4o
[ S ]

hostname# exec block-setvice temove all

exec ips
TEIE /K RGPS YIRE
L]
FFJH : execips enable

KA execipsdisable
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[

Teo
CBRURAA

Teo
RN

MATBEL
RS

o WA O ZA B IPS TR ER -

i fexecips enablefr 4 J5, M HistHA HEIT HIPS .

« JFIRIPSHIREIR, RACCHNRATE R E D - P Texecips disablefird /5, IPSHHE Ik
S, (BREIFRIERAINRIFR D FRH , SR TRIR, SRR R ]
WAL

.« ARHRVSYSF LM
[ 451

hostname# exec ips enable

external-link

FC & AMEURL. ZURLA— X0 EE (WAGE L “heep:/ /7 “heps://” 80 “fp://” ),
W, http://www.abe.com/script, FoRIZEEE TR ST AT LA Web iR 545 1 H (BEoME) o
i & nofy LA M BRE E SMEURL.

(4]

external-link url

no external-link url

[AZAIA ]

url #5838 SMiEURL,

CERIAIBUE ]

Tco
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L&Az
Webfi 55 ar AL B Ao
R EiEass
FAWebliR 55 fr i 2 BCE 321 SMiEURL,
a4 SL ]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server www.abc.com

hostname(config-web-server)# external-link http://www.abc.com/script

external-link-check

ARG JE i AN A T RE, ST Web R 55 #xt H e sl s IR 51 o (%A 2 no I O 1%
k.

(4]
extetnal-link-check enable action {reset | log}
no external-link-check enable
REPRia
reset | log Ay Webyili f AMIEAT A48 E A0 R ) B4 -
o reset- I RIIMIEIT N R EEER: (TCP) BE &k HAn Akt (UDP) JfHids HEER
o log- &M RAME TN E U0 G E

CARIAIBUE ]
Teo
L]
Webfli 75 i fiC B T
[
Teo
a4 5L ]

hostname(config)# ips sigsethttp1 template http
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hostname(config-http-sigset) # web-server www.abc.com

hostname(config-http-web-server)# external-link-check enable action reset

filter-class

BATRMESRRCERS, B IE AP tH AR E AVRHIE . (E AN A& BRI SRR FF2E AL 38R
MBC B FZ S oY T UM Bt JE R o
[ ]

filter-class id [name name]

no filter-class id
CAIiE A ]

id - fig E I IE A ID o

name name - 5 ELLIEMIN BT ZFK o
CRRIAUA ]

TCo
L&A ]

IPS Profilefit B 5=
RESEEiE

TCo
L4 S ]

hostname(config)# ips profile test

hostname(config-http-sigset)# filter-class 1 name test2

http-request-flood auth

RHCCHI M IRERL BT 15 e RGIEIAERBTHTTPIE SR IRIPZ A 635,  AITRBIS i I
BEATEI AP AR PRIPIAIE RN, RGEREBHBNZIRIP AR A A RHTTPIE K o 1% A& nofy T
BUHINIE A &

[ ]
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http-request-flood auth {auto-js-cookie | auto-redirect | manual-CAPTCHA | manual-confirm} [crawlers-
friendly]

no http-request-flood auth
(A ]
auto-js-cookie | auto-redirect | manual-CAPTCHA | manual-confirm
fRE WL
o auto-js-cookie: 7)) (JS Cookie) o ZINUETTIE MWV H Zh5E OIAIESS H.
o auto-redirect: HzZJ (FEEM) o ZINIETT RN H 2h58 BOAESL B
* manual-CAPTCHA: F3 (VRIEHIN) o A G EHTTPHR AR H Rk 7R e LAY
“BRINT BT
o manual-confirm: T3 (3HEAD) o ZIIET AT B SR AR E i B HERD BEFTIAIE
crawlers-friendly -H& 1 A T LT IAGEE
CARIAIRUE ]
TCo
oA
Webffit 55 i lic B o
REIEEiE=A
TCo
Lan< L]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset) # web-setver web_setverl

hostname(config-web-server)# http-request-flood auth auto-js-cookie

http-request-flood enable

NARGIT HHTTPHMIL CCR P U REFH R E T I DI RER TR (. HHTTPERSE R ERILFIBE B
{EIN, RO & AECCHGE, FFRBICCH#HIIRE. % & nofIE A G AIHT TPHMLCCE 472

L
HBo
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Lan4]
http-request-flood enable [threshold request valuc]
no http-request-flood enable
ikt ]
threshold request value $§ E T JH HTTP P CCHT A LI RERYIE>R U (E. BUETERIH0%]10000000 /5
CRRAHUA]
TERBME: 15000/,
L&Az
Webfi 55 ar AL B Ao
R EiEass
Jeo
L4 5L ]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# http-request-flood enable

http-request-flood proxy-limit

NCCH T IRER EARERH . ICEAMRE S, RESREEMRPESETRIEMSE, &8
T, WHRARRCE B T IE SRR R o (%2 noffE :CUBGH AU IRE C E -
[ ]
http-request-flood proxy-limit thteshold value {blockip timeout value | reset} [nolog]
no http-request-flood proxy-limit
CAIiE A ]
threshold value - 15 i€ TS RHER I (H.  WERITEI RSB %15 E HACCHPIIREC T, R4
SRS A RO B A BRI R A - BUETE R 02I10000007K /75 o
blockip timeout value | reset - f5 & REUX A H 5 >R 5 B ELAY TR ALY BRI A
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* blockip timeout value: X H TR A IHIPREATRLMT, FHEEBIC, AN, TEEZ0E]
3600FD

o reset: L EHHAYIESRAATERIE R

nolog - $ & Ric i F (5 .
CARAIUE ]
TCo
[ ]
WeblliR 55 i EA o
REIEER=A
TCo
L4 S ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# http-request-flood proxy-limit threshold 10000 reset nolog

http-request-flood request-limit
NCCHAPhRERC BT PR . BCE VT B , ARG MRRRCE M IRIP B T I RO R R i
JiZ 4 noff B A BGHV [] FRE C L -
L4 ]
http-tequest-flood request-limit threshold value {blockip timeout value | teset} [nolog]
no http-request-flood request-limit
CHoFh ik ]
threshold value - }i5 i€V MR (H . WUERIEI RSB %15 E HACCHREC I, REE
SR HH A TSR BN R A R AR A . BUETEE 05110000007 /75
blockip timeout value | reset - 5 7E FRGEATHE H >R = B (A 3 R BT BR A R -
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* blockip timeout value: X TGEA H I REIRIPPEA TR, FHREBIHSC, B, FEREZ6O
F13600F)

o reset: L EHHAYIESRAATERIE R
nolog - $ & Ric i F (5 .
CERAHUE]
TCo
e Ai]
Webfii 55 lic B AR
REIEEiE=A
TCo
L4 5L ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# http-request-flood request-limit threshold 10000 blockip timeout 60

http-request-flood statistics

JFRURLIER G TIRE. % @ nofY P AR URLIG R G T TIRE
XS

http-request-flood statistics enable

no http-request-flood statistics enable
Caridthid ]

o
CRRAIUE]

KMo
[ 4]

Webfli 75 i i B 3
Rk
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11 Thttp-request-flood statistics enablefii % J57, show ips sigset sigset-name web-setver server-name http-

request-flood req-stat top iy & 422 44

L 45K ]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-setver web_setverl

hostname(config-web-server)# http-request-flood statistics enable

http-request-flood white-list

HCCH BRI 448 VRANE] 144 O TIPHEAL R ICCIT RS, (P % noflg AT
CCBIP 14 IR

4]

http-request-flood white-list address_entry

no http-request-flood white-list

A
address_entry H{E T HCCH 1 LA H
CBATRH]

-

RZVEN

WebfiE 45 R LR .

[ 9

b 2% F A RE BRIy GHEAL

SR 42 B R IP HBHE A3 B EE H CCRT 47K {E (http-request-flood enable [threshold request
value]) , WIZ A% CCHTARTHRERIIT /S o

RSl
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset) # web-server web_serverl

hostname(config-web-server)# http-request-flood white-list addr1
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http-request-flood x-forward-for

HCCHTHA I RERC EHT TP >R Ax-forward-for P B BUA. BLEJS, REERIEMIZ T BT H I R
R, HRRE R SEREURLA BT AR B B B4 2E20s 1, REFIECCHE KA. fiIHZ A $no
HY 1 B x-forward-for 7 BEH UERAC EL»
L]
http-request-flood x-forward-for {first | last | all}
no http-request-flood x-forward-for
CRIATHIA]
first | last | all - 5 & x-forwarded-for F B Y HL(E , first Ayx-forwarded-for 7 B85 —MH, lastAx-for-
warded-for P Bt e i —MH,  allyx-forwarded-for By 4l Y (H.
[RRABUE]
Jeo
L&A
Webfi 55 ar AL B AR o
R EiEass
Jeo
[ < 5E 1]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# http-request-flood x-forward-for first

http-request-flood x-real-ip

HRGTF R CCPTAP IREHHT TP My real-for PR o IR, RGE M xrealfor 7B AT
geito (A Z a2 nof A UHACE -

(a4

http-request-flood x-real-ip enable

no http-request-flood x-real-ip
gt ]
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To
B VNICIEN
To
[ peat]
Webfli 75 i fiC B T
R EiEass
To
[ <561
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# http-request-flood x-real-ip enable

iframe-check
NRGIT AHT TP iframe e & L REFF XN Z N REVEATIC B . 1B idiframet®, RESFHIHE G AR
R iframe [P HTMLUTAT,  AIMTEA 7053 H B R B R . HZar @ nol I U BRiframe 15 5 .
[ ]
iframe-check enable action {log | reset}
no iframe-check enable
Cfidathid ]
reset | log M [giiframed TN Y HTTPIERFEE A B 31 :

o reset: AIaiframefT NG EHIER: (TCP) siE KiFHRAT A (UDP) JHidsHEE
=|

/BN O

o log: KHiframe (T A5 DU (S B

CARIAIBUE ]
%o
L&Az

Webfi 75 i fiC B T
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[

Lan 5L ]
hostname(config)# ips sigset test_http template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# iframe-check enable action log

iframe width

Hiframet # L RERC EL = LA B8 AT R . REE MR E W iframe =g LA 98 B SRR AL HTML L[
fiframe, M EEHERISE L DAL UM T o TR, RA0H 2R N B iframe It B2, M
MR TICsR HAREE B, HiZ o 2 oo T X BRiframe i & o
[ ]
iframe width width_value height height _value
no iframe
LRI Ale ]
width width_value - 1§ Eiframe [l R E 1Y 5 B, BUE YL H0-4096px.
height height_value - 45 iEiframel )[R E 1 = A, BUETERIH0-4096px.
CARAIUE ]
TCo
[ ]
WebliR 55 i B A o
REIEE=R=A
L4 S ]
hostname(config)# ips sigset test_http template http

hostname(config-http-sigset) # web-server web_serverl

hostname(config-web-server)# iframe width 0 height 1

ips enable

FEAI FITIRIPSIIRE, HH55E M IRYIPS Profile. {8 13Z N noff LR A 22 2 AU IPS T RE -

R
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L4 ]
ips enable {no-ips | predef_default | predef_loose | profile-name} {egtess | ingress | bidirectional}
no ips enable

CAr A ]
no-ips- fEEM A “no-ips” ITIRE LIPS Profile, & SUA/NIPSHE o

predef_default - {5 E ({1 #°4 “predef_default” FIFIE LIPS Profile, L& AT AIPS 4FE, AHGIIZUR
BORTEHE, HALTEAT BRI N E

predef_loose - 5/ E i 1144 “predef_loose” HITIE LIPS Profile, (L f8 K53 /™ BRI LA S ml i
FTREHC B i BIPSRFAE, ARy, HACHAT BRI s Hik.

profile-name - 1§ FEAE LA A RLAYIPS Profilef 445K
egress - 117 0 HZ & A St TIPS o
ingress - F5 0T HE AL L AR i A TIPS KR o
bidirectional - fi5 & X Hy A\ i% & R AR BEA TIPS K o
CRRIAIBUE ]
TCo
[ ]
TR ER .
REDEEEA

o UNSRSRMEALNIZRRE TIPS Profile, [A]HJ22 20N H 1% s th 05E TIPS Profile, RETIPSARINI
DSBS BRI - SRS MUY IPS Profile > H FY %2 AR IPS Profile>Ji 242 2B Y IPS Profile.

o L ARIFEGLE M IPS Profile.
[ 541 ]
hostname(config)# zone trust

hostname(config-zone-trust)# ips enable test bidirectional
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ips log aggregation

AGEAPRAT G R AN (PIDAAE VSYS IDM[FE FHAEMINIDAAE . H (5 SIDAA[E

o
op
o

R B9 HEERBTRE, I R, #5 H SR a2 TUAR R H B E R

(4]
ipslog aggregation {by-stc | by-dst | by-src-dst}
KabeSiinu
by-stc 4 AH FIYRIPIFAF & H AR G RN H) H B TR E
by-dst -1 M [F] H AYTPHAF & HAM SRS M A H AR TR G
by-stc-dst {4 HH[FRIJRIP MR H FYTPHAF & H AR SRS M A H &R TR G
CERAEUE ]
ZURENRAPRES, BIARE Hik.
[ A ]
2R E A
RUDNEEES
o RGOCCHRRE HIPSHIRERT A1 HE R
o JERVSYSASZRRI AT %o
RicaontiN

hostname(config)# ipslog aggregation by-stc

ips mode

FRREIPS TR . B S IPS LB NIIPS L o
L4 ]
ips mode {ips | ips-logonly}

LAl Ale ]

ips - T AEIPS TAREMACHIPSIAE,  RIAESR B USSR MM 28 BGE AT O A 5

o H A A e AT B A

R

HAGTHRERIIRII , 2%
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ips-logonly - fi/EIPS TAFAEACTY Hidssk B, AR IR MM et o &5 HED)
AE, ANXAGE A0t i R

[AOAEUE ]
PSR
L]
2Rl E R
REWEEEES

AFMRVSYSASLRf it A<

< o

[m 4 524 ]
hostname(config)# ips mode ips-logonly

ips profile

QR 2 ZFRIGTPS Profile ik AIPS Profile i BRI . MRG0 A4 FK L7 AE
filefit Eiat., 1% A A nof A IR Hi

[ ]

, M E #23k A\IPS Pro-
B FRAYIPS Profile,

ips profile {no-ips | predef_default | predef_loose| predef_ctitical | profile-name}

no ips profile profile-name
[fikatiit ]

no-ips - FEE M40 “no-ips” HITIE LIPS Profile,

predef_default -f5/EfH 44 “predef_default”

BORTEAR, HALFRFT B

B SONAMEIPS G o

HITIRE LIPS Profile, AL ATAIPS 4AE, X MIZCR

predef_loose -f5E(# 44 H “predef_loose 7

A TAE SLIPS Profile, (WAL & AHR o ™ B B LU S B

TR IPS RRAE , A llseR s, HANEAT AR Hidst H k.
predef_critical - 15/ E 44 “predef_critical” [{JTIAE LIPS Profile, & FrA M B FEE A S 1Y IPS
fiE, HACFRA TR ERIA R Al H .

profile-name -§ E1PS Profile[l] 4 FK o
CERIAEUE ]

TCo
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L]

2 R E R
(TS

AFHRVSYSH A FE S RFTIE LIPS Profiles
L4 5L ]

hostname(config)# ips profile test

hostname(config-ips-profile)#

ips signature

EEFRAR L. (% A 2 no B BT IS F AR
[ ]

ips signature id disable

no ips signature id disable
CRoFh ik ]

id 5 E AL/ JH Y RHIEID o
CRABUE ]

TCo
Lo pE]

4 FRific B
[EHTES]

o HRUHIEAERECE N ASIRES, IZRHEAE RS N IR AR
o AERVSYSASIRFIEATS o
L4 5L ]

hostname(config)# ips signature 160009 disable
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ips sigset
BT EAHUE LB B - B E SO BEA M CE AR . SRR ER AR T AR, W
BLEREA UL B i %A & no Y TR UMM R i A O Rl
[ ]
ips sigset sigset-name [template {dhcp | dns | finger | ftp | http | imap | Idap | mstpc | mssql | mysql | net-
bios | nntp | oracle | other-tcp | other-udp | pop3 | smtp | snmp | sunrpc | telnet | tftp | voip}]
no ips sigset sigset-name
LRI Ale ]
sigset-name - & E WML &4 o
dhep | dns -+ | voip - i /E /AR A FE LB
B NICIEN
TCo
[ ]
4 Rl B
REIEER=A

o TE SCHMSUAN 0] ARSI B AN T AR o
o HE BN A TUE SURFEER ] 44
o ANRTUAEET HE LA YIRS o

o [HFPA T PISCAS AT AR 2] [R]— 1 IPS ProfileH,  #IAn > PAHTTP At Y H 1E LA AT LA
IINEI[E—NPS Profilerf,

L4 S ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)#
ips whitelist

QIEEIPS 5 44 FFFBENIPS 44 AL B ANSRIPS A4 A AR A AE, I B HEE A IPS |5 44 FA L B A
Ko FLEJE, RGUKXTILACEIIPS 44 ARG SOIA T, RIS PR IAOBG 0, AT AR s ) 141
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., IPSEI K MRS PFELEE : JEbhE. E KL, HHAEID. VRouter FiF %/bA S0 B — TR
S PR 2 SRR PRR , M RO B 4, RGA AT (% no

I A B E B9 F1 44
L4 ]
ips whitelist list-name
no ips whitelist ist-name
[ArAiA ]
list-name - 5 € 2 R AR, BUEVEREN1-25554F
[RRAIUA]
TCo
o]
2 AR E
REIEEia=a
TCo
a2 5L ]
hostname(config)# ips whitelist whitel

hostname(config-ips-whitelist) #
issue-date

it
(54

S PRI G AT, B Eissue-date 5, TR S E K AR BT A N BOEHAE o
e

issue-date year

no issue-date year

LAl Ale ]

year - fEERFAEY A AT R o UATEFI2004£]2020,
CARIAIUE ]

Teo
[ ]

R
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I SERLI AL B
[
Jeo
Lan 5L ]
hostname(config)# ips profile test
hostname (config-ips-profile)# filter-class 1

hostname(config-ips-filter-class)# issue-date 2006

max-arg-length
TREPOP3E P @ A BRI, FHEE KB IR AL BN . % & noY T 3R
UNIER

[ ]

max-arg-length length action {block-setvice timeout| block-ip tdmeout | log-only | reset}
no max-arg-length (P& BN E)
CAIiE A ]
length - 8 E S SRR ARKSEE, HAHTI
action {block-setvice timeout| block-ip timeout | log-only | teset} - block-setvicets i FH I o # il 45,
block-ip & E LW K i H AL 55 1P, dmeoutt R Wi B TPEE A5 2T RTINS, FAAT), JEH

FE60%F3600F) . log-onlyDURAIZAFIE G ic sk HiGE Ble resetVCEIZ L IF BB EH (TCP) H&A K
PEBFRAT A (UDP) FEHIEFHEEE.

CERIAEUE ]
length - 40545
(A ]
PR E AR
L RS

T
(& SEp ]

hostname(config)# ips sigset pop3-cus template pop3
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hostname(config-pop3-sigset)# max-arg-length 30 action log-only

max-bind-length

15 E RGEAVFHIIMSRPC MU E MO BRI TE, R E A I E R AL BRI i iZ @ no
HITE A BRNE -

(4]
max-bind-length length action {block-setvice timeout| block-ip timeout | log-only | reset}
no max-bind-length (K& BN KJE)

REPRia
length - Y8 E S8 E MR IR AT, AN FT o BUETEREZ 1656553515 .
action {block-setvice timeout| block-ip timeout | log-only | teset} - block-setvice ¥ x& FH T A 75 IR 55,
block-ip 45 & FHIKT A i & IR IFIP, - timeoutt i W W & TPECE R 55 BE T PHIT B IS, B FD, Y]
FE60F3600F) . log-onlyDLALIZAFAESF (TR Hi 5B o resetlCRCIZRHIE )G BB IER: (TCP) BiE &
% HARA AL (UDP) FfHidstHEEE.

CARAIUE ]
length - 20487
L]
A E A
REIEEi=a=
TCo
L4 5L ]
hostname(config)# ips sigset mstpc-cus template mstpc

hostname(config-msrpc-sigset)# max-bind-length 3000 action log-only

max-black-list
¥8 EWebflR 45 2 22 4 FHREWS AL S 1 B RURLELH o 4 H 5 PR S A TURIY, a0 258 4 3% TUa
HREL A 38 S MG A el AR ISR B N 2, MPEZ U A URL A ZI 22 A4 51 24 F P BRs )
AN S EEm PR, NS KRG HEE . [ HiZar S nol X BUHETE E -

Lan4]
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max-black-list size
no max-black-list
ikt ]
size i /E A A FRAES AL & A URLIH o« BUEVE 0514096,
CRRAHUA]
0o
L&Az
Webfi 55 ar AL B Ao
[
Jeo
a4 5L ]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-setver www.abc.com

hostname(config-http-web-server)# max-black-list 4096

max-cmd-line-length

TREFTPAF & 1T/POP3% P 4 T/SMTPR P @A THY BRI E (& HI4#AT) |, FHEERM

S TR RYALEEE . % @ noRY IR AR E BN E.
5]

[ ]

o,

max-cmd-line-length length action {block-service timeout| block-ip timeout | log-only | reset}
no max-cmd-line-length (& ERINK )

CAIiE A ]
length - $i5 € A SATHIR A, BALATT . FTPR A TE K B A 255110247
5 POP3HISMTPEL i iy A 7 e R A HUEVE 2 6421024775

action {block-setvice timeout| block-ip timeout | log-only | reset} - block-service #5 i FH T A 75 IR 55,
block-ip i & FHIBT i Ik 551P, - dmeoudis X Wi TPl IR 55 FEATRH T YIS, R FD, VB
JE60F3600F0 . log-only VL FLIZAHIE IS T HIR G R resetlLELIZFFIE /G E B EH: (TCP) HiE &
FEHEAR R (UDP) Jf Hidst HiEEE.
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CARAIUE]
length - 51255
L]
PUE B
(TS
TCo
Lan 5L ]
hostname(config)# ips sigset test] template ftp

hostname(config-ftp-sigset)# max-cmd-line-length 80 action log-only

max-content-filename-length
T80 RS AVFIISMTP SR PE I AR KA, R E KBS R VL. (i HiZar@no
B AL BRI
[ ]
max-content-filename-length length action {block-setvice timeout| block-ip timeout | log-only | reset}
no max-content-filename-length (%5 BRIAKJT)
Cfidathid ]
length - 5 ESMTPHMILBBAFF T A PRI BN, BT BUETER 264510245777,
action {block-service timeout| block-ip timeout | log-only | reset} - block-service §5 = SFL I Ut i 5 R 55,
block-ip45 & LT BT R FFIP, - dmeouth X Wi IPEEE Ak 553 T FHIT IS, BRANED, VI

FE60F3600F) . log-onlyDCRAIZAFIE G itk HiE e resetlCAliZ L JF B B % (TCP) Hi& K
PEBFRAT A (UDP) FEHIEFHEEE,

CERAHUE ]
length - 12875

[ ]
B B A

eSS
TCo
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L4 5L ]
hostname(config)# ips sigset smtp-cus template smtp

hostname(config-smtp-sigset)# max-content-filename-length 512 action log-only

max-content-type-length
T8 E ARG AVFIISMTP MY Content- Type AV I A, FrEE R i IS BIE. fEHZa &
nofYIE M BRINE
(4]
max-content-type-length length action {block-setvice timeout| block-ip timeout | log-only | reset}
no max-content-type-length (1% & BRI )
KRRl
length - 5 ESMTPH} Y Content-Type AV FANE, AT BUEVERIZ 64211024775,

action {block-setvice timeout| block-ip timeout | log-only | teset} - block-setvice $5 i FH T A 75 IR 55,

block-ip$5 & LM BT R FFIP, - dmeouth X Wi IPEGEE Ak 550 T FHIT IS, BRANED, VI

FE60F3600F0 . log-onlyILHCIZ LIS (LIC R Hil G S . resetlLELIZRHILIG FEE R (TCP) B &
EHEAREA (UDP) FEHISS HEE .

CARABUE ]

length - 1285
Rica Sl

A E A

REIEEi=a=
TCo

L4 5L ]
hostname(config)# ips sigset smtp-cus template smtp

hostname(config-smtp-sigset)# max-content-type-length 256 action log-only

max-failure

TEE RERVFRYPOP3L S5 4/ SMTPIR 55 gk IRl iR A s R ([F—"POP3 &1 /SMTP A
), FHEEABRE R RS @fﬁlﬁﬁ*ﬁé\noﬂﬁﬁ;ftﬁﬁ%ﬁvﬂ@o
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[an4]
max-failure times action {block-service timeout| block-ip timeout | log-only | reset}
no max-failure (K& ERIAKED)

LRI A ]
times - 5 ;& RGO VFHIPOP3 IR 55 di ik [l G5 3R Y Fe KRB ([A—1POP3Z:iEH) o JEFEH0%512,
action {block-service timeout| block-ip timeout | log-only | reset} - block-servicet i FHWr i 5 IR 55,
block-ip$i5 & FHWT B E I F71IP,  dimeouthif iE X Bt F IPEE I 57 BEA TRHIBT I IS, BN, TEF
F260E|3600F) . log-onlyVLALZEHIE G (Ul HEEE . tesetlLALIZEHIE G B EERE: (TCP) iE A
X HARATIEM (UDP) FFHIC# HEGFE

CARABUE ]
times — 0 (CAMERCEBRED)
Rt sl
R E AR
REONEEESS
XF AN POP3 S IE N IR 55 e 1R R EE R I N HOFEA T RR A, ) LAE RS Ik P g EETE 2
[ 524 ]
hostname(config)# ips sigset pop3-cus template pop3

hostname(config-pop3-sigset)# max-failure 8 action log-only

max-input-length

180 RE AV Telnet ] A TR R, IHEE KNSR I EESIE. (%6 % oY
L E BINE
(a4 ]
max-input-length length action {block-service timeout| block-ip timeout | log-only | reset}
no max-inputlength (JRE BAKE)
RERFRipu
length - 5 Telnet ] P A ARSI S KIS, BN, TEEIDY6E1024,
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action {block-service timeout| block-ip timeout | log-only | reset} - block-setvice 5 x& FHWr 4t & IR 55,
block-ip i & FHIBT BT IR S51P, - dmeoudis e R MUt TPl IR 55 FEATRH T VIS, B oA FD, VB
FE60F3600F0 . log-only UL FLIZAFIE IS UL Hi G R resetlLELIZFFIE /G E B EH: (TCP) Bk
EHEAR A (UDP) Jf Hidst HiEE.

CRRIAIUA]
length - 128 %75
a2
P B
REFGEERss
o
L4 S ]
hostname(config)# ips sigset telnet-cus template telnet

hostname(config-telnet-sigset) # max-input-length 30 action log-only

max-path-length

7 R 70 VSN 13 S Ffireverse-pathFlforward-path (K K, FEHE AR BT AE R 403
iE. (i HZ A 2 nof B A E BIMA

(A7 ]
max-path-length Jength action {block-setvice timeout| block-ip timeout | log-only | reset}
no max-path-length (K& HINE)

CAJyERAR ]
length - 18 5E R4 L VFHISMTPE P i 4 Hireverse-path Hforward-path i i KA, BT, TEH
H16EI512 (BHRRFFS) o
action {block-setvice timeout| block-ip timeout | log-only | teset} - block-setvice & x& FH Wi 4 iR 55,
block-ip# & P i IR 551P,  timeouths i X B & IPEE I 55 1A TP I IS, A AT, Sl
FE60F3600%0 . log-only U EIZAHIE /G IR HE G R resetlLELIZFHIE G EEEH: (TCP) #iEk
ik HbrA A (UDP) FEHIERHERF R

CERIAEUA ]

length - 256717
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L]
By AR
(TS
TCo
R/l
hostname(config)# ips sigset smtp-cus template smtp

hostname(config-smtp-sigset)# max-path-length 128 action log-only

max-reply-line-length

TEE RGEAVFRYSMTPHR 55 v W ML oA B, FF 88 B IR AL B Eh A o 3% i & no YT
A BRINE

[ ]

max-reply-line-length length action {block-setvice timeout| block-ip timeout | log-only | reset}

no max-reply-line-length (YK & BRI E)

Cfikathig ]

length - 5 7€ RGEFLVFIISM TP 55 i S Wi BL A B RACRE , BT, YERDN64E11024 (5 [0l 446
1) o

action {block-service timeout| block-ip timeout | log-only | reset} - block-servicefi & PH W BT AR 55,
block-ip#i5 /€ P Bl & iR F51P,  dmeoudf @ X Bl B TPl & ik 5 HEAT BT RIS, B oD, Y
F£60F3600%) . log-onlyPLACIZAFE (L HME 2o resetlCHCIZ L/ & ERE (TCP) BiF A
EHERA A (UDP) FEHIE HASER.

CERIAHUE]
length - 51255
[ A ]
AL B
REEEEE
TCo

L4 S ]
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hostname(config)# ips sigset smtp-cus template smtp

hostname(config-smtp-sigset)# max-reply-line-length 1024 action log-only

max-request-length
TR ARG AVFRIMSRPCHMSGE R ICHY I RAC L, TR E R B JE RUALBEE . (5 %A 4 nofd
TAE BINE
L]
max-tequest-length length action {block-setvice timeout| block-ip timeout | log-only | reset}
no max-request-length (/5= BINIC)E)
CRFEAIE ]
length - $5FETESRANSCHI B, BN T o BUATEEZ1651655355 77
action {block-service timeout| block-ip timeout | log-only | teset}- block-setvice? S i 2t ih & IR 45,
block-ip i E LW K i H A5 1P, dmeoutti X Wi B TPEE A 55 2 A TR IAC, FAAF), JEE

FE60%F3600F) . log-onlyDCRIZAFIE G ic sk HiE Ble resetVCELIZ L JF B EH (TCP) H&A K
PEBFRAT A (UDP) FEHIEFHEEE.

CERABUE]

length - 6553575

a2

A E A

REIEEiE=A

TCo

L 45K ]

hostname(config)# ips sigset mstpc-cus template mstpc

hostname(config-msrpc-sigset)# max-request-length 60000 action log-only

max-rsp-line-length

TREARGAVFRIFTPR RPN SE, FHEER AT FHIAL B BIE. % nof XK E BN
1B

[ ]
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max-rsp-line-length length action {block-service imeout| block-ip timeout | log-only | reset}

no max-rsp-line-length (K& ERIAKJE)

CAr A ]

length - 15 E A MINACSE , AT BUETEEZ 5310245775

action {block-service timeout| block-ip timeout | log-only | reset} - block-servicefs & PH W A i Ak 55,
block-ip 5 /€ KT Bl & iR F5 1P, dmeoudf X Bl B TPl Mk 55 HEAT BT RIS, B8 ®h, Y
F£60F3600%) . log-onlyILACIZAFE G (T HME R resetlCHCIZ L/ HE #RE (TCP) =& &
EHERA A (UDP) FEHIE HASE R

CRRIAIUA]
length - 5127
a2
P B
LR
o
L4 S ]
hostname(config)# ips sigset test] template ftp

hostname(config-ftp-sigset)# max-rsp-line-length 100 action log-only

max-scan-bytes

TREBRAIHE K %A@ 0oy AR BRI E
L]
max-scan-bytes length
no max-scan-bytes
LAy AiA ]
length - 15 € S RIS, FRAL 55
[AOABUE ]
length — 4096

L]
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PR A E S
(TS
TCo
R/l
hostname(config)# ips sigset test] template other-tcp

hostname(config-other-tcp-sigset) # max-rsp-line-length 1000

max-text-line-length

TRE RGERVFRISMTPZ P S SRR B K, R E A1 JE VAL BB (3% % noff
TEAILERINE

[ ]
max-text-line-length lengthaction {block-setvice imeout| block-ip timeout | log-only | teset}
no max-text-line-length (&= BRI JE)

Cfikathig ]
length - 15 7€ REEAVFHISMTPR Pl PF SCAR R B, B 51T, TERIN645)2048 (45 [ 4 46t
1) o
action {block-service timeout| block-ip timeout | log-only | reset} - block-servicefi & PH W BT AR 55,
block-ip#i5 /€ P Bl & iR 55 1P, dmeoudf @ X MUl B TP & M 5 HEAT BT RIS, B oD, Y
F£60F3600%) . log-onlyPLACIZAFE (L HME 2o resetlCHCIZ L/ & ERE (TCP) BiF A
EHERA A (UDP) FEHIE HASE R

[BRAEUA]
length — 1000575
[ At ]
AL B
KidZE S
o
[ 45491 ]

hostname(config)# ips sigset smtp-cus template smtp
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hostname(config-smtp-sigset)# max-text-line-length 1024 action log-only

max-uri-length

TRERGEARVFIVHTTPHMLURLAY BRI, HH5E LB R B . i an & nof I =1k
=L VNI

[ ]
max-uti-length length action {block-service timeout| block-ip tmeout | log-only | reset}
no max-uti-length (P& EFINKE)

Cfikathig ]
length - ¥ EURLER A, FRAOA T, TEEIDN64E]4096.
action {block-setvice timeout| block-ip timeout | log-only | teset} - block-setvicefi & FH KT A 5 R 55,
block-ip & E LW K i H AL 55 1P, dmeoutt X Wi B TPEE A 55 2 AT RTINS, FAAAF), JE
F200F]3600% . log-only L RCIZFHIL G T Hil 5 Elo resetlCACIZAFE R B EERE (TCP) B A&
BHRAR R (UDP) I Hidsk HakfE .

CARAIUE ]
length - 40967
L]
A E A
REIEEi=a=
TCo
L4 5L ]
hostname(config)# ips sigset http1 template http

hostname(config-http-sigset)# max-uti-length 1000 action log-only

max-white-list
FEEWebR 5575 1 24 A REW H & B RURLELH o 4 5 RIS TUI I, 205z oA & 3
fRA 3 e SMEERE B Bl BB R AR AN A, PZ DU B URLADAZ] & B8, 34 F P BRI 1A)1Z%
DU N B P 25, M E KRR . (#FH 1Z 67 S nof X BUHE TS 2

Lan4]
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max-white-list size
no max- white-list
ikt ]
length- 155 F 44 FRAES AL &5 IR K URLECH o BUEVEFZ0£14096.,
B VNICIEN
0o
L&Az
Webfli 75 i fiC B T
[
To
L4 5L ]
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server www.abc.com

hostname(config-http-web-server)# max-white-list 4096

pcap
X T i SRR RIS 22 M O et O ARRAE , S B HARRE R, FRE R .
(4]
pcap enable
peap disable
KObrSiinu
enable X S HHR AP TINE . X R EEREIIUE, e HERER .
disable X =i AU B AL .
CARAEUE ]
disable.
[ ]

LSRN B
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TR Z A E A

(TS
TCo

L4 5L ]
hostname(config)# ips profile test

hostname(config-ips-profile)# pcap enable

protocol-check
FHESRRC B S TR A R SR, LRSI 3 S Ja R BN AT N o PR M P s ik
ER R
L4 ]

protocol-check disable

protocol-check enable action {block-setvice imeout| block-ip timeout | log-only | reset} pcap {disable |

enable}
[AJFEAHIE ]
enable -5 ] PR G RC A o

block-service - 115 X B B it it 55 AR R Bodi i 55 EATRHIT OIS, BRI R, TERLZC0E]
3600F) .

block-ip 5 EBLWT LG & M ITIP, TR EX Bt IPEiH A 55 BT BT YIS, FRANFD, R0
#3600

log-only- DEZHHE IR (LT H 5 .
reset JUREIZHHIL G B HERE (TCP) i it R RTTIAEL (UDP) I Hinst HikfE .
peap {disable | enable} enableit (5 Kt (Lt ; disable ot S R ELUEA A
LRI ]

PR R s

[araiat ]

PSR R

Red ey
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Jeo

L4 5L ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)# protocol-check strict

hostname(config-http-sigset)# protocol-check enable action log-only

protocol
LR RN AR AE RS, W] RC B protocol 28X, UL 418 XE W SRS I A RFAE o
(%]

ptotocol {DNS | FTP | HTTP | ---}
no protocol { DNS | FIP | HTTP | --+}
A
DNS | FIP | HTTP | --- -5 @ Wil o FH 7 ] ilid fE protocol 245 i I Tabs, 275 5 21 0L A1)
o
CERAEUE ]
Tco
[ ]
T PE RN E A
RUDNEEES
Tco
[ A4 L4]
hostname(config)# ips profile test
hostname(config-ips-profile) # filter-class 1

hostname(config-ips-filter-class)# protocol Telnet

referer-white-list

NWeblii 55 e fiL B B i AFBIURL. BCEJ, XURLASIHIWebdligd, HARZINAIURLIA R A5G|
Webili o H1Z AR noffE UM B B B B UR LAY LEL
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Lan4]
referrer-white-list ur]_string
no referrer-white-list url_string
ikt ]
url_string - 15 % A LAG | F Webdfi i U4 UR L.
CARIAIBUE ]
To
L&Az
Webfi 55 ar AL B Ao
[
EAWebliR 5 fr i 2 iR E 3255 URLES (2.
a4 5L ]
hostname(config)# ips sigset test_http template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# referrer-white-list www.abc.com

referer-white-list-check

NAGIHEHTTPH G A REFH AL I REATRCE . MBS, ARG XS B HEMICSRE (Cross Site
Request Forgery 5 W uifi i3 SR ) B AT I HTTPIE SR B R0 Hik . iz 2 oo T %
HIZIIRE -
[ ]
referrer-white-list-check enable action {log | reset}
no referrer-white-list-check enable
LAl Ale ]
reset | log Ak B AT ORI HT TP R IR E M I Y 8/F -
o reset: AHBHERUGTEEEER (TCP) s fuxHirAnliitl (UDP) FFHids HEF .

o log: AHLEHESIGTEGE 3 HEF .
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[ARIAIRUE ]
TCo
e
Webfli 75 i fiC B T
[
TCo
Lan< L]
hostname(config)# ips sigset test_http template http
hostname(config-http-sigset)# web-server web_serverl

hostname(config-web-server)# referrer-white-list-check enable action log

response-bypass
FREAXT IR S5 1R [l I H T TPEE (L FE T 44 o
[ ]
response-bypass
10 response-bypass
Cridthid ]
o
CARIAHRUE ]
o
LA ]
P E A
REIEEEEEA
POSHTTPHRILE o
[ SL B ]
hostname(config)# ips sigsethttp1 template http

hostname(config-http-sigset)# tesponse-bypass
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search-class

BEATRAMESERCERS, Al R AP tH AR E AURHIE . (E AN A& SR S MU FHF2E AT 2
MIBC B (2% A5 no i T A BRI 2 AL o

[ ]

seatch-class id name name

no seatrch-class id
Cfikathig ]

id Fi5 EFEZZMNAIID -

name name -fi & 8 Z MU Y A4 5K o
CARIAEUE ]

TCo
[ i)

IPS Profilefit B 52 o
RESEEEES

TCo
[ L]

hostname(config)# ips profile test

hostname(config-ips-profile)# search-class 1 name testl

search-condition
IR A AL, AR ERERYE BB TR R . RGCKHAEI N T B g TR 2 FHIE
ID, FHIEAHR, fHid(EE, CVE-ID.
)
search-condition description
no search-condition description
it ]

description - 15 JEFHERIFE o
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CARAIUE]
TCo
L]
A E A
(TS
TCo
R/l
hostname(config)# ips profile test
hostname(config-ips-profile) # search-class 1

hostname(config-ips-filter-class)# search-condition DNS

severity
TR IER GG REAE R, I B severityZ 81, ks H48 ™ AR N HE
(4]

sevetity {Low | Medium | High}
no sevetity {Low | Medium | High}
KabrSiinu
Low | Medium | High - {5 & ™ H AL .
CARIAEUE ]
To
]
IEPERL A E A
REIEE A
To
Rl
hostname(config)# ips profile test

hostname(config-ips-profile)# filter-class 1
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hostname(config-ips-filter-class)# severity Low

signature id
TR Z R FFIEAFAERT , PIHL B signature id, 7% HH5 EID AL
(%]
signature id id
no signature id id
KCIRPR il
id fHEFFHIEID o
CRRIAIUE ]
Jco
L]
R B
REIEE A
Jco
[ L]
hostname(config)# ips profile test
hostname (config-ips-profile)# seatch-class 1

hostname(config-ips-filter-class)# signature id 105001

signature-id

BCEIPS 144 FUHRFAEID o i 1% A no Y R UM BRJRIP ikt A i 2
L]

signature-id id

no signature-id id
[Ar A ]

id - 15 /€ TPS H 4% H DE R A4 AEID o
CAABUE ]
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To
[ peat]

IPS |4 HRC B
R EiEass

I EZARARVFRCE T EID;
[ <561

hostname(config)# ips whitelist whitel

hostname(config-ips-whitelist)# signature-id 105002

sigset

S B IRANEITPS ProfilerHo i FHiZ S no i JE K WS IC B LIPS Profile R o
(T4 ]

sigset user-defined-profile

10 sigset user-defined-profile
KObrSiia

user-defined-profile - 5 xE VNI EL G Y H A8 URFIESE 2 IPS Profile,
CARIAEUE ]

TCo
]

1PS Profilefitt B 5=t
REIEE A

TCo
Rl

hostname(config)# ips profile ips-profilel

hostname(config-profile)# sigset test

stc-ip

FCEIPS 1 44 R JRIPHIAE o 5 132 A& no Y JE AU BRI TP . 1k A BT L
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Lan4]
stc-ip A.B.C.D | A.B.C.D/M
no src-ip
ikt ]
A.B.CD | A.B.C.D/M - }&5E1PSH 44 FR T DL AL YR IP HEHE
B VNICIEN
To
L&Az
IPS |4 HRC B
[
To
a4 5L ]
hostname(config)# ips whitelist whitel

hostname(config-ips-whitelist)# src-ip 10.1.1.1

system
AT PR G5 A, TR B system 28T, 0 106 H S EHRAE RGEXT L (R AE o
L4 ]

system {Windows | Linux | FreeBSD | ---}

no system { Windows | Linux | FreeBSD | ---}

[t ]

Windows | Linux | FreeBSD | - -5/ {5245, Fil P ATl (EsystemZ 405 (4 i Tabl, 2575 56451
S IR

[BR AR ]

T

[ Rzt ]

e AU A B
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[
Jeo

L 45K ]
hostname(config)# ips profile test
hostname(config-ips-profile)# filter-class 1

hostname(config-ips-filter-class)# system Linux

sql-injection
KIASQLIE AR A o il iz Ay S o IE AT Ak R
(T4 ]
sql-injection {cookie | cookie2 | post | referer | uri} disable
no sql-injection {cookie | cookie2 | post | tefeter | uti} disable
Cridthid ]
{cookie | cookie2 | post | tefeter | uti} disable - J¢ M5 ENISQLIEAME i, A LAAHTTP Cookies
HTTP Cookie2. HTTP Post. HTTP RefereriiZ HTTP URI,

CARIAHRUE ]
TCo
L]
Web/lz 55 i i B A o
KSR
TCo
[ SL Bl ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)# web-setver web_setver]

hostname(config-web-server)# sql-injection cookie disable

sql-injection-check

NEGIT FHTTPHMUSQLIE AR & I REFF X% I REHEA THRC B -
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(a4 ]
sql-injection-check enable [sensitive {low | medium | high}] [action {reset | log}] [block {ip | service}
timeout| [noblock|
sql-injection-check disable
RERFRipu
sensitive {low | medium | high} “AHTTPHMLSQLIF A AR E R BURE, FTECN “&
(high) ” . “f1 (medium) " 55 “fIk (low) ” o HURREBE, IeiL.
reset | log - HTTPHMYSQLIE A B 5 & M A Zh 1 «

o reset: KFISQLIEAM SR EEEE (TCP) sif kil HinA A (UDP) FHits HibfF
S|

o log: ABSQLIEAT R IUE HEEE

ip | service - fFEFHIISQLIE AL ZH AYIPHukE (ip) 2S5 (setvice) o

timeout - 4 FE R B & TPEE IR 55 BEA TR YIS, BANFD, JERIZ60E]3600%) .

noblock - /X Wi AYTPEFH I 55 BEA T RHIKT -

CRRIAIRUA ]

BUREE: %o

L]

Webfli 75 i fiC B 30

RESEEEEE

SQLIEAIEFMA TP JUi R AP TEMERCER, #MHSQLIEAT TS, BALLsH

—+

o
L4 S ]

hostname(config)# ips sigsethttp1 template http

hostname(config-http-sigset)# web-setver www.abc.com

hostname(config-web-server)# sql-injection-check enable
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vt
BB IPS & FR Y VRouter» {8 112 fir & no Y TE U ER VR outer Y L B o
(4]
Vvt vr-name
no vt
KObrSiinu
vr-name {5 FEIPS [ 44 HF7 ILACH VRouter (1 2 7R o
CARIAEUE ]
To
L]
IPS H 4% FL EA
REIEE A
To
R/l
hostname(config)# ips whitelist white1
hostname (config-ips-whitelist)# stc-ip 10.1.1.1

hostname(config-ips-whitelist)# vt trust-vt

web-acl
e Webyfi U2 I @ Hm e, I8 N WeblIR G5 A HURXT 8 120 A HTIZ A @ nol TR 1% 2h
Ao
L4 ]
web-acl ur] {static | deny}
no web-acl url
it ]
url- 5 5E Webdili f %1% o

static | deny $i5 & Webi 12 1 JE 14 -
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I (R RIEESCA) BEATYIIRL A0,

o static: %R MEWebili fUEHE N A TR REAL I AS B
¥ 8 ALK & I)RE (web-acl-check enable action {reset | log}) HCE I3 Hl SV EEA TALFE

o deny: ZJEMEWebyfi pi Bk {2 N HIHEIEN AT ]

CRRIAIBUE ]
Teo
o]
Webfii 75 i i B 2
RESEEEES

% o
[ 5Lp1]
hostname(config)# ips sigset http1 template http

hostname(config-http-sigset)# web-setver www.abc.com

hostname(config-http-web-server)# web-acl www.eee.com deny

Z A4 no

web-acl-check
HARGH G LA EIIRE, Py ISR AL TR M WebR &5 8% S m . i

MR HZ I RE
(4]

web-acl-check enable action {reset | log}

no web-acl-check enable
CAIEAA]

reset | log JyWebufi il (&4 A8 & M R A #24 BF -

o reset: K EEATHFEEREE (TCP) siEF kikHRARAE (UDP) Ff HidsxHEEE

|:|

* log: K EEATHELET HAE

CRRIAIBUE ]

TCo
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[ peat]
Webfi 55 ar AL B Ao
R EiEass
Webslipd_EAAT MR G G
[ <561
hostname(config)# ips sigset http1 template http
hostname(config-http-sigset)# web-server www.abc.com

hostname(config-http-web-server)# web-acl-check enable action reset

web-server

WrEEWebllk 55 d, I HIEAWeb[l 55 grEC B AR EAROAAE, W B FIEAWebIR 55 4L E
e (il HTIZ AR 2 nofTE UM BR CAFAE A Weblii 554 o

[ ]
web-setver {default | server_name}
no web-setver server_name
CAIiE A ]
default - i B EIAWebfii 554 . FrEHTTPRHLEERT, RG24 HEhEIE 1 ERIAWebiL 5545 -
server_name -f& €l QI Web[lR 55 & 447K, MBI FRACE R FRFH
CRRIAHUE ]
TCo
[ ]
P C B
RESEEEES
BRINWebI 55 g A ] LA, HASRERMIER o
B FHEEE RS B E 32 Web R 525, ANEFEERIARS A5 -
L4 S ]

hostname(config)# ips sigset test_http template http

132 B B 7



hostname(config-http-sigset) # web-server web_serverl

hostname(config-web-server)#

xss-injection
RPAXSSTEARG A fo (1 HIZ A 2 no AT E R & R
(%]
xss-check {cookie | cookie2 | post | referer | uri} disable
no xss-injection {cookie | cookie2 | post | referer | uti} disable
CAETIE ]
{cookie | cookie2 | post | tefeter | uti} disable 5¢ 4145 E HIXSSTEARGE 1, A LAIAHTTP Cookies
HTTP Cookie2« HTTP Post. HTTP Refereraf % HTTP URI,

CARIAHRUE ]
TCo
[ Ai]
Web/liz 55 i i B A o
KSR
TCo
[ SL Bl ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset) # web-setver web_setver]

hostname(config-web-server)# xss-injection uri disable

xss-check enable
HARGT HHTTPHMYXSSTHE AN B DI REFH A 1Z DI REH T & -
(4]

xss-check enable [sensitive {low | medium | high}] [action {log | reset}] [block {ip | setvice} dmeoud

[noblock]

xss-check disable
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CAr g ]

sensitive {low | medium | high} - AHTTPHMIXSSTEAM At @R M BURE, FTLCN “& (high) 7 .
“rft (medium) 7 & A% (Jow) 7 o BUREME, JRIREMIL.

reset | log -HTTPHMIUXSSTE NG A 5 EAH I 19 B :

o reset: AFIXSSTEAMGFEEER (TCP) sy Ak HAiRA A4 (UDP) FFHitxHEFE.
¢ log: KIEIXSSTEATGE F (UL HEER.

ip | service -7 SEFHWIXSSTE AL B RYIPHAE (ip) 2iE S5 (setvice) ©

timeout -ff EXT Bl E TP IR 55 BEATREMT IS, B NED, YERIZC0ZI3600%).

noblock X Bty & AU TPEE e 55 2EA T RHIFT o

CRRIAIUA]

BB %o

L&Az ]

Webli 75 i i B 2

LR

XSSHEAFA “TPE” JUi R AR TEIERCER, fMHXSSEAR®E, BALLH

-+
N o

L4 S ]
hostname(config)# ips sigsethttp1 template http
hostname(config-http-sigset)# web-setver www.abc.com

hostname(config-web-server)# xss-check enable

show ips

BRIPSHHCHC B 1 HH R AE
Rl
WRIPSECER2HMEE . showips configuration (JEHRVSYSATHE)

B IRIPS Profile il B [ 4 #3(Z : show ips profile [profile-name] [signature-class signature-class-id|

EIRIPSHMYEC B )45 2 . show ips sigset [sigset-name]
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BIRCCHIMAIEMSR{EE . show ips sigset sigset-name web-server server-name http-request-flood auth-
ck

EIRCCHI P IRIPI) e K IE R HE A A EHES, © show ips sigset sigset-name web-setvet server-name http-
request-flood ip-top {max-rate | total}

EIRCCHTHHI A E B B s B LA IE R IJURLHES : show ips sigset sigset-name web-setver server-
name http-request-flood req-stat {overview {by-day | by-hour | by-minute | by-second} | protect {by-day
| by-hour | by-minute | by-second} | top}

EIRIPSIRAME R show ips status
IR TIPS Profile (40 (5 5. . show ips zone-binding
[A)kAIA ]
sigset-name -4 & T 2 2.7 Y WAL BC B 4 K -
profile-name 17 5E i % 7N AYIPS Profilef 24 FK
signature-class-id - 117 € i % 2 BT PEALIN B 2 AL AYID .
web-setver server-name - 45 & iti 2 7R U WebJIR 55453 1 2 FK o
ip-top {max-rate | total} - & TR HIPAYFCRERHESY, (max-rate) B SEUHEY (total) o

teq-stat {overview {by-day | by-hout | by-minute | by-second} - 5 & /R S EAE R, OFFEK
#. RREWRITH: (GET. POST) XRAGREL REEs. RRMRAT (4XX. 5XX) MR
o ATLMEIER /NI IR BET R

protect {by-day | by-hout | by-minute | by-second} - 1 BRI LINBIIEEL, ERIREL R
A RECREIRGIZ AR (FREREIRGIZ AR IR IFRZR. TR IR,
AN SMERRIRD T R

top - H7E BARIERITURLHES -
BRI

T BN

[hr4Hiat]

(R

RediiEL
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11 Thttp-request-flood statistics enablefii % J57, show ips sigset sigset-name web-setver server-name http-

request-flood req-stat top iy & 422 44
Rl
hostname(config)# show ips sigset

Total count: 53

IPS signature set dhcp

Default actons:

Attack-level Action Block Seconds

INFO log noblock 0

WARNING log noblock 0

CRITICAL log noblock 0

Max scan bytes per direction: 0(Unlimited)
Used by 1 IPS profiles:

test
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FET RN

FREAAAKRN (ABD) N4

W2 ARG Z PP Bt BlnWebXd . DDoSHUH W HETGE . I H/ RSBt A
MRS, XS E R 2 M2 R E T . B RS 73T 22 2 S 1o
(Abnormal Behavior Detection) HJfiE. ZIIREX RTINS IR RS T 2 45 W18 4o it , HRIERHE
FEEFR S AT A IR ARSI, FEAR R IE e ) 84 T R AR, S S 2 2 m kAR R
i, RGBS HSEREIRPECR, HIWRNN G REG=E T BTN SR EFAREIT
H, RGP TS, AR E HE.

AT A I S REAH CHE S MR T

o FRMIXTSZ: MBI RIS, LARAZOEE R R % .

o L ZTEMEARGIER, SIMEHNREATRE. ZRETEZABEERNN S 2GR
FATIEA S

i
o SR Y20 HEe T ERESERT TRER, 2% ENgHIN R I RGLH 75
A, AR HE . BT ERER S R > A

o SEATHBALE: SEATABREAS REMERGEE, SBESFEIT MR, SRR, 55
R AR S i 5 AT R RS B 2 e A AR e S . BRI N, RESEH
SRR AT, AT DR TR SR i AT OB R S . R T R AT R
HEHHCE, S BT AR IR o ASIERENS IEE R BIAE NS4, 15
FEFEHTHT NI I BEDNS 55 2% o

I S

RETARNEE
PSR AR RERT , ASATTEEL i LA
1 A RGA S R R AT AR

2. 2edSroncShieldVFITHE, SKIFTE R Ar. A MINERS, ST AR IITIAEA T 6.

J&E i B 4 137



TP/ KT AT BE

TR TR E LR AT DI RE . BRI L I8 R B AR I 25 B T AR . AELE I
R, LT a4

anomaly-detection [host-enable [advanced-protection] [ddos-protection]] | [forensic]

o host-enable — Ji ML HIIAE, RIXT L4438 F AAE— G IR EHLE 2 IR, X321
(ML A T AT o0 AT, T HOARIRI 24 T2 8 SURE I R AE AR, PR AR 2 A U AL
R HBLREAT A, RIE MR Bt BN IhRERT , BRI HT TP 1
SEAT AR IIFIDDOSE 4. AN HTTPAE 1 S A oAk, {8 Fladvanced-protection 24 .
NI E EHHIDDoSHI4, i flddos-protectoinZ 4, H A FIX I N TR AL DD os Bk #4197
1 Zip of Death. SSLDDoS. DDoS Flood. DDoS Sockstress. DDoS Reflect. Application DDoS.
DNS Query Flood .

« fotensic — HEIMBUEI L, WERIERBH, RAA 4 SR IT A SRR
3.

ERAIRERT, 6% S 0ok S LT 2 20 i R (7 R MR . WL

RS LI et S e

no anomaly-detection [host-enable [advanced-protection | ddos-protection]][forensic]

DNS phsf

DNSYENSRARAT I, T BRI A RO AT, T (T 68, 4=z, RIsahk
SRBURNRTF BRI A= 80 . flin: — NPHhE AT R 2 M8k 4, RS SRR H T TP LY
Host FBORHAE HARMul, —2EB BB X R B Host P Bk b B4, 78R
Wiif74; DGA (Domain Generation Algorithm) RIS 2E ik, i R0ES A2 O i i O BEHLIER
%, AP R A 12 B HDNSHHF, K2R A Frok BB R A I
RLH,
B BRI LR, DNSIE ARG i MRS B BRI FIWO BT o o 508 5 H i AT o Rl oh
REA, AREUKZDNSHIR i SCEEA TR, HAZDNS B 12, DNS Wi 5113 SR A7 42 AP i dik:
XML AR DGAREA A DA BEHUEA AR 3 R 20 Y SR A, B RERS M AR IIRDNS et 47
FAe I B EHAE NS EAT NG, A B H .
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BEEDNS B %KHE

P i L show iy & A2 A DNS WS F1 S A7Af 544 S TPHIIEXS I O¢ 3R 4% H AU NI 44 2% H AL AEAEAT
BTN AT e

show dns-mapping
B RDoSBH MRS

FEAEFIAETT, F A LU 2 BoRF AT DoS B A S A T AR RS :

show anomaly-detection ddos status

T EIT A EE ST AL E

BIMFO T, RE=TEH B HEH R WIE, Al DR B R AT A 2 S i
o SRR AT ORI A BTG E A -

o FCE ST BT

o TREFHATARIRE B 3

N
o BRSSP EHICE SR

EERHETAREEEHRKX

s

ST ORISR TR E S (R PIRER . BCERFTMREERTX, 2R/
FRERT, AU T4

cloud abnotmal-behavior-detection mode {1 | 2}

o 1 — manual, F5ETZNEHFHEIT AR,

* 2 - petiod, f5EHZN (ML) BB SRR
18 REAT AR 8 3 R R

TRES AT AR B S B0 A, fEaRRCERET, MR M.

cloud abnormal-behavior-detection petiod period
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* period- 15 5E A S HGH . YEREIDH600F86400, FRALANFD.

WASSE )

T HEHRANF AR B3 AIE) , AP #RRT AR (I LA T a4
JPEo SZENEEHr i AT MR, AT, (LN s

=
=
2
Rl
=

|
.
i
=

exec cloud abnormal-behavior-detection update

¢ exec cloud abnormal-behavior-detection update — (WX 24 i 5535 17 AR [ 5 50 BT R 55 st & AT
ST Y PR AN RIS 3R T BT
SAREAT R M

FEFLEREILT , TP e il RETCIA R B SR IR 55 deX R A T O B R R T BT, BRI — R
ARG EAT AL S ThEE, R FTP. TFTPR ST &l USRS i A T AL S S
PIBA, MIMEHRER RO E . SASEITRRSC, ERTECT, R ar

4

import cloud abnormal-behavior-detection from {ftp setrver ip-address [uset user-name password password)

| tftp setver ip-address } [vroutet vr-name] file-name

o ip-address — {8 EFTPE & TFTPAR S g3 1Y IPHE

e user user-name password password — 15 EFTPHR S5 #7250
o vrouter vr-name — {7 EFTPEE TFTPAR S % B VRouter

o file-name — $5E-F AR SRHAT ARSI A2 FK o

BARRETABMEERLERR
R P LIS (P R B g show iy B0 4 RO SRR BRI, (EAEMTBGUF ALLIT

Py
i

show cloud abnormal-behavior-detection update
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50 2 B A T
BEBMRN (ATD) A4

FAGURBMAT (Advanced Threat Detection) MAEAES: STETAKIFT HHURERIAER £, XEET 4]
WATRRI LR REAMT, RAIER T WHETTIAIAPT (Advanced Persistent Threat) Jifi, F7°/E
ISR 5

CRZRERT, PP S SRR (T VB, BOATRR T, RG2S BB
PFAT RO, PP MR R B SO R T D B BT . S TP A B
PIEE, WEW BTN EERR .

o

2 B AR U e B

o P RS R DI RERT , ASATSE AR M T4

1. WA RGRA S R SR T A

2. FAEStoneShield VI, SKIT %4 AR ERIT, B W REA T R .
R T2 A R S WO R . R BTG R, MR LT A5 4
malware-detection [forensic]

» malware-detection — JF.Ji{{iE % A BT LB IR

.« forensic — fEENMBUEERIL, WIRHELSH, RIKHRA DRSO LH A T4

.

FEZ BT, (%A @ no B A F2E T8 18 % a3 i ZUs e I o RE s IUBUIE Herfle
SCUIRE:

no malware-detection [forensic]

ERRETARE EEHILE

BINHOLT, StoneOSZEEH H SRR T MR, P Al AR A T 2L OB R AT o
TR E . SR T AT J2E S O -
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o OB TR AL 2 A

[ )
o

& E BT O )28 1 Sl BT 4
o ZRTEEH

o PAERIEAT MRS

o WINEEIIH T R E BT CE R R

BB & AT AR EEHRA

BT B SR TS B 3 RIIVE) PR 7 30 BB ST A 2 B g 7
X, FAREIERATT, AL TmS:
cloud advanced-threat-detection mode {1 | 2}

e 1 - manual, {§ETF3NEIOG AT IRE

* 2 - petiod, fEHZB) (FMINE) HFRERIIEATARRE .

TEE B B AT A B 5 5 Hr R H

TR SR SRR IAE 5 H Zh R R, e R ERT, a4

cloud advanced-threat -detection period period

* perod - 15 5E H I HH A ]. YEEIDH600%86400, FRALNFD.

I EE T

Tewe RO a2 B3 AR , H Rl LARER LA iy Sz RVt S A7 o
R SERVEHRG RPN T BRI, AT, LT a4

exec cloud advanced-threat -detection update

e exec cloud advanced-threat-detection update — {4 B W AT AR 2 5 HOHT IR 55 S & AT
R AT A R RS [ 00 1A T B
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FABBERATHAEE A

FERLEAROUT , AP 3as n] RETCTAE B2 BOHT IR 55 Xt i S R I A i b AT B, XX
L, RGEHRAEEER T ORI R ATIRE, RUEEFTP. TFTPAR S fe il UR - i
PR SRS NS, T T R S AT R o S NGB AT AR SO, A
PATRGCT, AL a4

import cloud advanced-threat -detection from {ftp server ip-address [uset user-name passwotd password |

tftp setver ip-address } [vrouter vr-name] file-name

o ip-address — Y5 EFTPEEH TFTPR 5w i IPHibE .

e uset user-name password password — $5§EFTPR 55251 FH T A4 R0
e vroutet vr-name — 1§ EFTPE A TFTPARSS 3 & I VRouter

o file-name — $5EFAREEHIEATABRLSCAFHI 2 PR

SN R T R E BT B 5 R

JH = a] ARG RS (5 AR B fshow iy & B A 8w _ERERHHT MRE SO RS, AR
AR

show cloud advanced-threat -detection update
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B R mE S
BAREL WA

R R IE (Perimeter Traffic Filtering) ZHAEEIET B A KBS IR R Tt 38, FExTar o XU
P IR R E ST (058 H S g A7 A FE

KBGIPELHE LA =il -

o IP(EE: EUEH RENIPEEREE, NmELrra i 0 S ERE. Tor il KfEE
Pl BB EHE (R XL IP,

o HEMRAAH: HPRIEERTR, B ERNIPHMEIRINE] 5 € LR H 24 5.
o HBJTNEEIP: HEHTDAVTI G, EMMEHTDAR S EARBUAR IPHILE

PSS DIRERT, MW E S EHIPEERME R . FRNEN T, RESFH A3 EHIPEERHE
2, P R] DR AR S SOIP(E S R E R B . R TIPEERHME IS, E&0 “wiEilr
O R 2 B i P

A RESREEE
i D P i B T RERT, W25 ik AR R A
1. WA RGERA S R A i I8 T aE

BT (TP) ¥FAlIE, AAREFRE. R ER s, BAmRE IR eEA W .

R/ KB R B 12 38 D) BE

T JE B T8 8 L i A i i pE T RE - Hagk A i B i e il A . B i ER AT,
ERH LA N4

perimeter-traffic-filtering
FELEHRCERT, (2 ol 3G PR T8 8 LAl i A i e T e -

no perimeter-traffic-filtering
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IR/ K 2 £ X B IP R4 SR i 1 98 2 BE

FE =R KESIP (IP(EE S HE SR FLLR S =7 )EIP) P T A BT I
AT IR RE LA KR E o R YA SR, AR SR i IR RCE AR, LA T a4

o IP{F%Z: ip-reputation categoty {bot | brute-forcet | compromised | ddos-attacket | proxy | scanner |

spam | tornode} {drop | log-only | block-ip tdmeout}

* bot | brute-forcet | compromised |ddos-attacket | ptoxy | scannet | spam | totnode — f5EIP(5
R, OFEEST TN (bot) « BIJMAF (brute-forcer) « KFEENL (compromised) -
DDosH{ii# (ddos-attacker) « fUFHE (proxy) « 4§ (scanner) . F#ZHBEE (spam) . Tor
T/ (tornode) o

o drop - REMHPIP[EE D RIGEER A EF LT

¢ log-only — RZarHHIP(EE 7 RAGEERE R {UC HSMEE . ORI REHOAL AT
j‘jo

e block-ip timeout- ZGE T HHIPIE 240 2 M B B i Ja BB IP— E R[], timeout A7 BH T Y
£, AR, JEFZ60E]3600F)

o HENEHAT: user-define [drop | log-only]
o drop - KRG HE R ARG ER B EFERE .

¢ log-only - RZar HE SURH A RAGEER S LR HEE B 12Uy RN RE
//fi‘ﬂ\j o
o ZF=J7NFZIP: trend-micro [drop | log-only]

o drop - RGtanth i =T RCEER R Z AR

e log-only - R&GEarHEE =7 X IPH) % JaUEs HEE B 2% RG B\ IR T
Ho

FER G R IERC BT, LA @ o R TN RLTR 44 S S S S8 DO RE -
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o IP{HFEILA L no ip-teputation categoty {bot | brute-forcet | compromised | ddos-attacket | proxy |

scanner | spam | tornode}
o HENMEH4H: nouser-define

o H=J7XFEIP: no trend-micro

BB HEXREHAH

BEAB G B RC ARG, A RECERGT, AU TmS:
petimeter-traffic-filtering

ANt EIPHbESE H 2 FE CRE A, AR L ERCERGUT, (AT e
userdefined-iplist [id id] ip ip-address

o idid - fRERBA TR HID. WRAREZSE, RG2S HITNERMAYHLES B i1
1D,

* ip ip-address — Hi/C i EASINEIR H A4 A SE HIPH AL
FE SRR IERC BT, A % a2 noff R UMM BR AR EID Y 8 5 44 Bl 2 H -
no userdefined-iplistid id

BB # =7 N IP

ARG SRR SH =07 BHTDA” Y7k, MTIARBUEA . 55 =75 NI IPA L B (4 -
o BEASE =7 MU IPRC EAR

A/ RSB/ TDAR A HE)
i A HTD AR A bt

Fo 5 S TD AL Y B35 5K A 3

HHE /R E D)

BN =T7 R TPE B
HENSE =7 A ARG, A2 REENAT, #AUTAHS:
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third-party trendmicro

TR/ RAESEETDARZET)
T E /R S BHTDARE I TES), f£5 =77 WEIPRCERATN, AU T4
global-blacklist {enable | disable}
o enable — JF/H SHEHTDAR I TH L),
o disable — K S TDAK S EL].
e B # # TDA R 4 H ik
ML B I S TD AR & KN A S BRI 15, (R85 = J7 MR IPRCEAGUT, LR ard:
query-setver ip ip-address [pott port-numbet]
o ip-address — $EE AT STDAR RIS 5 F ikt
e pott port-number — F5ER A HSTDARE SN B[ 15 . JEREE15]65535,
FEH =TT R TPRCERSAT, A ool B E BME, BOME Hip: 0.0.0.0, port: 443,

no query-setver

E5&HTDAREI EER R

BCE W& S TDARS RS B3E R E M, RIRECR 2 BB, 7258 =7 KBS IPEC B =T, il
ML a4

query-cycle cycle

o cycle - FRERE-HTDAREHSIH HaiER AN, EEZ12I60, FRALZ04h, FIMEZ307
o

FEEE =7 WIS TPRC BT, (%A 2 no L A E BRINE :

no quety-cycle
TR/ R<AVHEEZ
WA/ RADHED), RIRRTDARE IR A2 . 7R85 =5 MUSTPRCERGUT, (A LT 4
A\ .
< -
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sandbox-blacklist {enable | disable}
* enable — JT/H7PHH HEN.

o disable — K [AVPHIEE .

BEWHF HEXREEE

FEAEMEETT, WALTare i i F B E SCREARER:

show perimeter-traffic-filtering userdefined

B AR A B A

AT, B LA A 2 8 4% S o

show perimeter-traffic-filtering hit-count

BB H A B EIPH i Pk

FEARMTIETT, M A LAR 54 210 7R 4% B i SE TPAY a R

show petimeter-traffic-filtering ip ip-address

BREHTDARXKIE RS

FEAEMBETT, WALT a7 BoR @S TDAR KR ER S :

show third-party trendmicro configuration

RN EHTDARK R XI5 B

FEARATRECT , A LLT 4 s MEH TD AR R B F 2

show third-party trendmicro statistics
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IPEE L EE ST E

BIAFEILT, StoneOS2 g H H B EFTIP(EEHRFAEA, 1 AT LUK T 2 S B IP 52 R A 12 BTG
Ho IP(REFAL I RUR LB A -

o BCEIPFERFALIZE
o MCEFH RIS

o fEEHHTT )

o ZRIEEHT

o FAIP(EERFALSCH

o WIRIP(EEFRFLF S

. IPEERHEERHRCERF R

BC B IP{E B4 AE R FT
RAEZ T AR R BEIPEERHMEEE YT, E2RIESRT, MHE T
L

ip-reputation update mode {auto | manual}
o auto — F§iE HBHHIPEERHMEA . 1207 X8 RZEHEA 8T )7 o
 manual — $5E T3 HEHTIPEEHREE

A4 Jay e BT 8 HTZ @ o TE 2R BRI SRS =

no ip-reputation update mode

T B 3 3 554w

ARG BRI IP(E B AR B iS5 4%, Hllupdatel.hillstonenet.comf{Jupdate2.hillstonenet.com, [5]Hf
PP AT DU i e B B BRI S5 4 T B IPfE B R, 2 W ICE3 T MBS 4
fERRIERAT, MHUTHS:

ip-reputation update {setrverl | server2 | servet3} {ip-address | domain-name}
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o serverl | setver2 | servet3 — FEESSENIERIIR S #r. serverl E’J%ﬁijﬂﬁj‘\jupdaml.hi]lstonenet.corn,
server2 [ ERIAME Hupdate2.hillstonenet.com.

* ip-address | domain-name — fiF/E EHIFF A ZFK, ATLLZIPHILEIESA (ip-address) Hr] LA IE
# . (domain-name, f5]{Tupdatel.hillstonenet.com) o
2RI ERAT, HZa ol B NBUHEHR a1 e E

no ip-reputation signature update {serverl | server2 | server3}

18 EHTTPRE R 5548

L T ZOE T HTTPACER AR 554 V7 M BRI, OB ORI R RE IE A, 7 el s LaRiEC
FR IR 55 O TPl A3 5o

NIP(EERHAL T AT E B Ss 2, AR RBCERGUT, (R4
ip-reputation update proxy-server {main | backup} ip-address port-number

* main | backup - i fimainZ4di5E TS AR, Hbackupt E & AR 554 o
* ip-address port-number — 45 EHRAR 55 G A TP HBIE A3 15

Burte AR &4, [ Fno petimetet-traffic-filter update proxy-setvet {main | backup} i .

182 E i [

BONEIL T, ARGk B e H ERPEERME R, FH VBRI s e ok, & H SR
[E 2 BENLAT o P ) DA A e S4e G TP (R E AR AE P BB AR AN R, AR RBC BN, (L2
T

ip-teputation update schedule {daily [HH:MM] | weekly {mon | tue | wed | thu | fti | sat | sun} | houtly
minute }

o daily [HH:MM] - $5EMF NEFRER, HHMM FRAEEEHE, F1a109: 00 AH8EHH

I ) e R e R B BTN [ A T B
o weekly {mon | tue | wed | thu | fri | sat | sun} — FHENF AAEE H#Hr. mon | tue | wed | thu | fri |

sat | sun RIS ESR A B0 ARG H Y.

* houtly minute — FEENF AR/ YT, minutefRFGERE /NS BT EAR 7 FhET %) o
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SLENE ST

Teie BTN FEA 2 B3, A ARR] LABERS 68 LR iy & BT IR AR R o SLRIFHIIP (R
AR, AL, (AL a4

exec ip-reputation update
* execav signatureupdate — (U0 Y BT TP(E EHHE R BOBT IR 55 A 5ol AT TP {3 ZRFAE 22 A [R50
HATEERT
FAIPEERAE S

FERLETGOLT , P B il RETCTR e 2 SR 55 e X IPE B R R EA T BT, X — ml A
StoneOSTRALIP(FEFHE LA FALIRE, R FTP. TFTPHR ST dr ol UEDIG P BRI S ]
B, MIMEP S RIPE SRR . SAIPEERMESCH, APITEECT, SR wmS:

importip-reputation from {ftp setvet ip-address [uset user-name password password| | tftp setvet ip-address

} [vrouter vr-name] file-name

o ip-address — 15EFTPEETFTPR 552 IPHbhL

e uset user-name passwotd password — 8 EFTPHR 55251 1 1 4R350 o
o vtouter vr-name — & EFTPEL % TETP R 4552 7 J& 1 VR outer .

o file-name — 5 5E T N\ HYIPFEHREALSAFH) 248

BRIPEEREERE R

JH AT LARE RS (56 AR LY A show iy & A5 W& RYIPIR EAFAL AR S, BIRIPEERME AR KA H
WILARIPIEERAE 4T . ERIPEEREIEER, AR M AT s

show ip-reputation info

BRIPEHERMEEEFLEREE

FF BT LABERS (58 F AR . (g showfis & 22 A s ERIIP(EERHEAEEOFERE, B EIRsHEE &
Bk B S ) DA PR AR WP IR OLS . R IPEERH L EHICE R, EEH
BN AR A

show ip-reputation update
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XIS 950 % 1 T

IR Yo % 1 e A 2R
U IRZEAIE, B RZRERS A MBI S r i A 0 FUR AT, BRI S P U e 1
FREAFT IR

IR 68 4 TG A
DU IR AL (LA A

o TESCHUN - SZANZ AR RGeS IR AL, Mz ] 25 B KBS RN o Bl X
IR EHAE FERAR AN, 908 SIS o 56T XUBS: IR IR RAAE R ST, 1620 X
R R L RHAE R SR o

o HZESHUN: AR R, BB RS RN, 15 ER/F & R A S0 LA BR BTN o

TR
o DU IR ZEFE R AN Scany DoS LA K Spam 25 1) b fid F o

o NTUVF TP iR me i PRS2 Tt AU U F) 998 ORI o

1 3 XU D2 1 i G T -
o JFJE/5RH A SRR 2z
o JC XU gl 2 RN

o BA H IR ZE E IR

IR/ XK H B 3B i

HE X822, RIEIRAEE Al SRR XS, ARG E 3 T A IRBITRBIVE, M2 XU AR L R
ety AT IR HE XS IR DhaeIa , RS oA (B TilE SCRLNAN B & SORND) A RERS
AR

A/ KA B s gE, £ RECERUT, AT

mitigation-status {enable | disable}
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e enable — JfJ5 H 3l XU 2% -

o disable - ¢4 H sl X IH2E

BB X5 0 22 1 T FET

XS AR AL R, (SRl WebULT ACE, BAARCE T2 (StoneOS WebUIH] ™
FIH o

EF H N W2 RS

FEARAIETT, A LU R e &A B sl RS g 3 RS :

show mitigation-status

JR S 8 2 L ) e A 2 3 3T e

BIEL T, RE2EH B3 KR MZERAEZE, AT R 2 5 2OXUS: D8 L ARk
JEEEHTRCE o IXUBS I AL A i 2 BT 4 -

o PO XURS IR AL R AL I BT A

o TERE XS AN AL 4 5 21 5T )
o SZRTEEH

o PN RGN RAAE ST

o IR IR LN A AL A B G (R S

B B X W AT HF 1 o R BT =

IS UNARFAE e SR T3 B sl RIEIE) PIRREET 50 IO XU I U RAAIE 126 S8 s
X, ARREERAT, HHUTmS:

cloud mitigation mode {1 | 2}
* 1 - manual, $5E T3 EH XS IR HRFAE I o

* 2 - pefiod, fEEHDN (AWINE) FH XS IR Ze IR o
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15 RE WU 5 ZERL R IE 2 B 30 B 3T eI 3
15 E MU RGNS AR 28 F S BT R, Ae e JRECERGT, RN F a4
cloud mitigation petiod period

e petiod - 15 & H A HEH . JEHISH6002186400, FRAFD,

B B

TOHEHANF A2 A3l AEIE) |, R #RRT ARS8 LATR iy 4 S RIS IXURS: D2 NI
Lo 7 RIVEEH XS IR RAAE 2, AT, (AT a4

exec cloud mitigation update

* exec cloud mitigation update — (Ut 4 il XS I S FILNARFAIE 12255 BECHIT IR 5545 Bhof A1 XURS: Ik AL
AL JZE AN Rl 0 2E A T BT

FANXE W RN FFAE A

FERCALEIGOL T, TP B nl RETCT R e 2 SEHTAR 5 f Xt XS IR Ze U RAAE J2E AT 50T, X — 1)
A, StoneOSTRAE XS ZE IMNFRHIE U ATIRE, RUELFTP. TFTPAR G5t i UREI XU i e
WARFAE S SNEIBERE AT S i3 2 O KU SR L AR AR 2R o S A XU SRR RFAE SO, AR
P, AT

import cloud mitigation from {ftp setvet ip-address [uset user-name password password] | ttp setvet ip-

address } [vroutet vr-name] file-name
o ip-address — Y5 EFTPEEH TFTPR & w1 IPHbE .
e uset user-name passwotd password — $5EFTPHR S5 481 H 7 2 51

o vrouter vr-name — §5;EFTPEE TFTPR %457 /& HY VRouter

file-name — $i5 5 T\ KU JFZE RN ARFAE SO 4 R o
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B R I A T AE /2 B 3 B B 5 IR

PP LRI G F B f9shordy 26 77 5 RO SRR SR8, 5 FE Tt T )
LU

show cloud mitigation update
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RER AT

ARG AT I, XEE B 472 I 2R i B e TR AT o RIS 1 EEF X
LA R, I E SR 2SN, B R R A ARSI AR LS LAY B, B
AR B F PR S EE R RERTHIZER, 1E RS WebUIRJiCenter TUIAH Y BT EE
EF -

RERHT 51 % /M T+ 2%

SRS SR T, B ST A P T AT 5 T R R T A P ST
BB AR T 5
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BIL® ™

B8 (Critical Assets) 2 fi PRI 2 BB TAIARBUR 2 Y CBETT 557, BAR A RIS e I3t a LA
NEAAAAERE T MTZOEE DR ez B SRR EZE, A REFCOV B Rk H
bR AL, OB M H T 18 LA 25 s Y S AR B 62 o

FCBERDTO XMRIG, R HSIFEIEF 1% a8l BT R S s e AT R AT oA TR, PRIk
DB BRI E MBI, AEiCenter FIAZ/GE ™ DU R IUAZ DB S G LA R AR R IR B TR

=}

o
DB il B A -

o REZDBT R

o TRERDT T IPHAE

o RERDBT FT e 2 20

o BEAEZD A RACE

BERDR AR

TRERDTT7 2R, ERRRCERT, MM Fe:

critical-asset name name

* nmame - FERDBT AR, HHHIEANZZODE R ER . R EARCHE, WH
BHANIZDTT R R E R

i Fno critical-asset name namefffl[5x$i5 xE FIAZ OB X 5 o

RO IPHaL
RO ITPHEE , eV M RIETGU T, SR 6

ip ip-address
o ip-address — ¥ ENZING I IPHIAL o

il Fno ip i & I 5 € A TP AL o
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HER LR IEN L2,
HERLVE IR 240, ROV MR, WA F &

Zone zonc-name

* zone-name — fREMDBE F R Ao 2RI S 2R AT S A7 oA I S 6 B 3h
V=R

fifi Hno zonefiy & U T & 1 2235 o

FF )5 /K I Web Serveriss 2% B 47 T B

Web Serveris 2447 D RE A M HTTPHMUSE T AR 55 @ AU Web XLy, REMS K AHER Y & TN 5 4T
Mo JFIHIZIIEE, REMSARIN LA 2R A BEhAnA TN -

o Web Vulnerability Scan: il 2 & MT Ry A A, Sllweb ] RGTE A AAAERLE LAY 22
Rl

o Http-based DoS Attack: FFHTTPHMYL DSt , FIHHTTPHMLA G IR IE, {# HirServer /s
REFRAL IE R AIIRSS, #0AAG Alhttp request flood A i

o Web Spider : Web[€ U2 fr & I ER M u A1) HZhHL, W FHERSIE I N, 2R
FRISpider N TESFAHSCHRIE, 21 1 W st BURR = JE M B BB R R PR RETHAE

FFJEWeb Serverim i1 HNHE, ORI RECER T, HHUL 64
mark-websetver
TERZIDE P R BCE R, 1Z 62 nof 20 0% [ Web Server i 2 55§ U1 RE -

no mark-websetver

BLB - E A &
LT M RRETHEU T, R W LB AT S RO B 4

rename new-name

e new-name — FEERIDTHIHT A FR
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BEEZODRTFHRICE

{ifi Hishow critical-asset objectfiii 4 25 A& 7% M5 T Y BL B 12
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B A B

Bt B AE B EN A

AGEn] LAE R WebUL BT[] /R AN Bt ], o) DR AT e 2 B s sl X £, A 3% s
T ERLGZ XL ENURIR . (%I RERT, 5 28 0eH s 35 S

9 HER: Bl (i CLUy 2 3 s i B B

B (R B R E TR E

AONFILY, REExtEH A SRR %, 7 a] DR R 2250 s B A 2% BTG
Ho BUMHBIEE B2 R E (A

o JiCE B E R T
o MCEFH RIS

o TEEH SN A

o ZRIEEHT

o FABUIHIEE B

o TR ESIHIEE R EE R

o DIREUIRE B EHTECE S R

BB i s PR A 8 P B =C

REXFr TN B SR sEE T  FOE R E SR E R, 2R ERAT, SHLT

A AN
ERea

geolocation-IP-signature update mode {auto | manual}
o auto - f55E H A HT ARG EA . %07 2O RGHY BN #T 2

* manual — f5E T3 I E SU%
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A4 Jey e BT (6 T & no i T U= B BT

no geolocation-IP-sighature update mode

BB EH RS54

KRB HEAEA B R S B E T IS4y, R Hupdatel .hillstonenet.com%[:]updateZ.hillstonenet.com , A
I FH P ] DR P 5 B B RO IR S5 o F 8l dh I G 2. 2 TRIE3 . BB RS
ar, R EALT, HHL T w4

geolocation-IP-signature update {serverl | server2 | server3} {ip-address | domain-name}

o serverl | server2 | server3 — 15 EK B E RIS 2. serverl Y ERIA(HE Aupdatel hillstonenet.com,

server2[1) ERIA{E Hupdate2.hillstonenet.com.

* ip-address | domain-name — ¥§3E H RS w0 ZFR, AT LLZIPHEbEIE . (jp-address) 7] A2 duk

# I, (domain-name, ffi|fllupdatel.hillstonenet.com) o

fea R BRI, EHIZa 2ol L AIBGH BT 55 4 U1 5E -

no geolocation-IP-sighature update {serverl | server2 | server3}

HEHTTPREERF 4%

L T EE T HT TP AR AR 554 V7 M BRI, OO ORI R RE IE T4, 7 BAE il s LR e
FEU IR 55 i R TP M A3 15
MR E BT e R &, A2 REERKT, EHm a4

geolocation-ip-signature update proxy-setver {main | backup} ip-address port-number
* main | backup - fii fHimainZHdi5E EAIEMITAT, (8 Hbackupdii & & AR 554 -
e ip-address port-number — $5 & IR 5545 BTPHuhEFlvm 15

BOHETE E IR S5 #5, 4 Hno geolocation-ip-signature update proxy-setver {main | backup} i 4% .
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e E B H T H

BN, RGoRH B DR g 2, I HomE RSt K, FHEH
IR ZFERLAT o P AT LA 5 245 8 B st BRAE J22E SE AR AN ], B RBCERN, (4
ML a4

geolocation-IP-signature update schedule {daily | weekly {mon | tue | wed | thu | fri | sat | sun}}
[HH:MM|

o dally - FRESCENEE K IR

o weekly {mon | tue | wed | thu | fi | sat | sun} — F5/EMF AAEE HH. mon | tue | wed | thu | fri |

sat | sun FHSRIGERE A HOHAY H Y.

o HHMM - $5EEHHIRTE, Flan09: 00,

I EE T

Tewe BTN Fahd 2 B3, AR RT LAREHS 68 LATR a4 ST U A5 SRR S RIS B

WHYE SR, AT, AT

exec geolocation-IP-signature update [full]

* exec geolocation-IP-signature update — (% 5 Fif ifp My BHA5 228 15 BRI AR 55 2 dpcT A S i R A5
SR RIS A T BB o

o full — SIS AT R R S5

FPA B PR B E I

FEFLEREILT , FP e il RETCIA AR B SR IR 55 dex T B B (S E R A T BT, B — A,
ARG HE SR AIIRE, MBI FTP. TFTPIR S5 a3 5 URDR R s BEAR J22 301
SAENRA, IS i B IS SR . S A RIS S SCHE, AT, I

s
import geolocation-IP-signature from {ftp setver ip-address [user user-name password password] | tftp

setvet ip-address } [vrouter vr-name| file-name
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e ip-address — $§EFTPEE TFTPAR S g1 IPHE
e user user-name passwotd password — $5§EFTPIR S5 411 H 7 4 151
e vrouter vr-name — F5EFTPELFH TFTPIR S48 )& 1Y VRouter o

o file-name — $55E P AN B EUE S SCHERY 445K o

B B I EE A B S R

FH - a] ARG (5 AR I B show iy & A A st s B BUHIR R SUR G S, SIS U s SRR &
fir HSE . BEA B ERIEGE R, At A

show geolocation-IP-signature info

B B PR A IR BT I B

P T LI 8 PR R S show i A B 77 A E 1O BUMHOER S BB TR (5 L, B0 AR 4 B
TR TR S T R R LSS AT R S R B
AR F A LA F 4

show geolocation-IP-signature update
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18 W 4% C&CPii 18

W%, RIERA M S A ERRTB, MR BRGNS A g £
b 15175/151750: 1 e AT e S B 7 41| 0 B 08 D = A S e N PN & - €7 S A R AN NV

ARG 45 C&CP T REREASARYEAFAL 4 rh H b bk A S B - A IR B 0L, IR ELAR SR AC
B KBRS EAUBEATACEE ,  DATITIEE O A At — 20 B B G o

ARG T2 AT SR 4 R 45 C&CR L EL T 3o N2 0 B A W 45 C&CPly HHIAIL
WG, ARG XS LAGRRE % 4o H 22 s SR i 1 I 28 C&CRIT AN RO E 2h A T4 R 4%
C&CHatr. Al L5 C&CH LN S E ZISRMERLN I, AR GERE 205 S R AR DERC R it B AR
AUEC B T M 25 C&CAE A

9 5[33%? L::F' 2% C&CP T REZ HF AT RS, RIS 9 2% C&CII DI REAY 1K
S C&CEvFrb/g, heREA R -

18 W44 C&CPiy D B e 5 TA4E
7 U245 CECIT ITRERT, AL F o LA
1. B RGEMA SR R4 C OB A

2. AR WL CCP IV RIE, A IRIIERG, )7 MZ&C&CHHIIRERIAL T
T EIRZS

H AT LLid it show version fify 4 5 75 i) W 25 C&CPT I TN RE R AT i o F R BCE K P i I 28 C&ClFTy
TIORE, TEARAA R (AL a4

exec botnet-c2-prevention {enable | disable}
* enable — JI/H RZAY M L5 C&CRT I RE

o disable — JCH] RGERY M M2 C&CR 1L E

Tic & 18 - W 45 C&Cly 1 Th &

LIAGHI S A C&CHTEIhRE, TP/ BT SRR T A
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1. JFR R M2 C&CI LI RE -
2. JEXAEF ML C&CPs {HiProfile, fEProfileig iE TN RGEA B ML JE R ZH1E

3. GRE ] 45 C&CPls fHIProfile 31 18 21 1 SRS AL ki K {1 190 28 C&CPJ fiIProfile 46 5E £ 42 421l

9 TR WAL R 25 Ca&CITIEITIRE, T 2B 58 BT 45 C&CI HRFAE R o
KT MK C&CHIMEHEEEHICE , H20 {5 W48 C&Cl il E 12 58T
BoE” o NPRIERESS IEFEERIBONERIR ST &, A EHH A BCEDNS IR 57
%%o

Gl Z & P45 C&Cly fiProfile

fit ' M 2% C&CPy fiProfilerh T B4 E i BC&CH A MY, AN RGUE B EHURIEIE. €1
JRAE S (2% C&CRy fProfile, f£42 RIFCERA T LA T a4 :

botnet-c2-prevention profile profile-name

* profile-name - {5 E fir G {5~ W 25 C&CIs {HIProfile Y 47K, FH HE N iZ it 1 25 C&CPli fiiProfile
AR ERGC. MR ESPROAAE, WA M2 C&CH fProfile it B AR

i Fino botnet-c2-prevention profile-namefffi] 55 $5 & 4~ /X 5 C&CLJ7 il Profile

TERE th WK H R 15 )1

TRE R Rzl s, fEfa M4 C&CPy fHiProfile AL BTN, (EA LA T ans

botnet-c2-prevention protocol {tcp | http | dns }action {reset| log-only }

* tep — HHEXTEE TCPYII LAY (E St TR M4 C&CHT R & -

* http — FHEXTHETHTTPH LA AY(E SR TR M4 C&CPI R & -
o dns - 5 ETDNS PRI AR S AT R 45 C&CRIT AR & -

e action { reset | log-only } — 5 KEHBI1E

o teset — fEASEA, ARG EHG, HEBEHRIER, JHFid=uEH &,
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o log-only - %S HUn, RGBS BN, XRERT, (UCxHEFR (BB
IETOR I BRI o

il FH LA_E 4 noff B XU SRR 1R 5E -

no botnet-c2-prevention protocol {tcp | http | dns }

JE /B 15 RE TP / 4 B - AE

Pl AR 4 R Be BT, P AT DOt F DA iy 228 FARHE A rp 4 e 1P /45 44 (1) M bR AF 2%
H :

botnet-c2-prevention signature signature-string disable
o signature-string — FHAE T A M RAE SR H o

il FH LA B no ) JE 3R FARFAL 2 i RE 1P /3% B HE R AR 2% H -

no botnet-c2-prevention sighature signature-string disable

G e B W%k C& Cll #IProfile B & 215

WAE W 28 C&CP I Profile i E R L AHT , RGO LIZ 244800 B B A i B 44 I Profile
e B TR G C&C G AT o« 24 SIS LN C 24858 1 (57 M 45 C&CPi i Profile, ] A S B AL I P
H A2 g0 E T 1) W45 C&Cj {HiProfile, SRMEHLINZEAE Y 152 45 C&CPTT EIProfile 4 2 A2 2L,
M H A& ARG [ 4R 1 2 C&CRly fi Profile TR o

e W 45 C&CPy fHiProfile ¥ 220, (e IHICERT, MHLIT a4

bothet-c2-prevention enable profile-name

o profile-name — $EEYBFE B2 A B W 2% CRCH HHIProfilel 48k — ™3¢ 4etoh B e —
7 R 254 C&CPYij fi Profile o

PR ASRBCERSUT , fHZ AT nof T AU ) K28 C&C fHiProfile (U 5E -

no botnet-c2-prevention enable
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GR5E 1B W 25 C& Clly I Profile 2 S M MR I

B 4 A Profile 57 S WS LIS, S5 2005 5 W S IDEREAOE AR RProfile i B2
HECTIEL I CRCHT T . JBE N A CACH Profile BISFEME U, SR RINIAC B T 08
T4

bothet-c2-prevention profile-name
* profile-name — f53EJE R RMEHUN B3] [ 45 C&CB fHIProfilef) 45 5K o
RS R C EARA N 66 % i no Y T AU i (2% C&CBIj fiProfile {143 5E : no botnet-c2-pre-
vention
B 187 W45 C&Cl flprofilefs &

FEAEFIRETT, H A LD T a2 BB M2 C&CPi fiflprofilefF & :

show botnet-c2-prevention-profile profile-name

ST W 25 C& CE RS

FEAERRETT, A LLUT a2 R 2 C&CP R A5 1 :

show botnet-c2-prevention status

187 W 4 C&CEly 4 i PR EHTIC B

BOANEILT, REaH BB M C&CPIRHE A, ] DR ST 25 2 {25 C&C
B TR AL 2 BT S B o I 2% C&CIPS RIARFAE 25 BE 7 5 97 -

o FCE R 45 CaCRIT IHIRFIE 12 BB

o BCEHHR ST

o TREHTTPAELR 5 &
o TRESHTIIA]

o SZHIEEHT
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o FAEST L C&CH IIRHAL S
o BRI MZEC&CH HIFHIESS S

o RET WL CE&CHTIERFIE 2 BEHTRC ELA S

B BB W25 C& Clly AFAE JE B HT IR

ARG Fr TR A S sE Ty 20 BCE R W 45 C&CPIIFHEE B =, ELmit BT,
LA R4

botnet-c2-prevention signature update mode {auto | manual}

o auto - f5E A S ML CKCHERFEE . %77 {08 RGEREIA BT 7 2.

* manual — {55 T3 R i 24 C&CI AR o

A4 Jry e BT (A IZ A 2 no B A BN BT

no botnet-c2-prevention signature update mode

BB E BT HR 55

ARG BERINAI R [0 25 C&CP AR AL 2 FEOHTR 55, Fllupdate hillstonenet.comf{Tupdate2.hill-
stonenet.com, [a i} Fil Pt ] AR AR A BERC B & SRR S5 & B 2 T C&CHTIHEHE . FeZ v iCE3
Ao MEEEFS A, AeRiRERAT, EHLTmS:

botnet-c2-prevention signature update {serverl | server2 | server3} {ip-address | domain-name}

o serverl | server2 | server3 — i E AL E I GT 4T serverl Y BRIA{E Hupdatel hillstonenet.com,
server2 [ ERIA{E Hupdate2.hillstonenet.com.

* ip-address | domain-name — $§E SR G A AR, FTLUBIPHIAETE A (ip-address) AT LU
# I (domain-name, fii|fllupdatel hillstonenet.com) o

fEa R BT, EAZ A @ nof TR IBGH BB 55 4 U1 5E -

no botnet-c2-prevention signature update {serverl | server2 | server3}

168 B B 7



TEEHTTPAEE R 47

L BT HT TP AR 55 % U5 (A SLHRI, O PR RHIE R RE S LW T2, B & EaRER
LR 55 s O TP b A 15

)7 2 C&CPT R 2 F g B AR AR 554, AR RECERATT, AN ms:
botet-c2-prevention signature update proxy-server {main | backup} ip-address port-number
o main | backup — (i HmainZ 45 LA F548, i Hbackups & &5 10BEAR 554
e ip-address port-number — $5E IR 5545 BIPHuhEFlm 15

Burte e Bk S4%, 1 Fno bothet-c2-ptevention signature update proxy-setver {main | backup } iy

/‘?\O

TEEEHTHT IE]

BONEILT, RGOk B s H R M2 CRCHTMERHERE, I HOmlE iR 55 drii il K,
H BECHT I A2 BEATLAY P BT DU 75 B4 R 1 W 25 C&CIFfs (VR AIE 2 BEFT A IR AN (], £E 4
RIRCERCT, AT

botnet-c2-prevention signature update schedule { {daily | weekly {mon | tue | wed | thu | fri | sat | sun}}
[HH:MM) | houtly MM }

o dally - FRESCRNEEREHT

o weekly {mon | tue | wed | thu | fri | sat | sun} — F5/EMF AL HHT. mon | tue | wed | thu | fri |
sat | sun FoRFir 2 G A RN o

o HHMM - $5EEHHRTE, Fla109: 00,

o houtly MM — $8ESZE N AL/ N BT e MM A EIEL

B B

TCR O F b2 H s, AR AT LARE R (38 I AR a4 SRR 28 C&CB IR AR 2R o 37 R
FOBrE ) L5 C&CP AL, AR, AT a4

exec botnet-c2-prevention signature update
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o exec botnet-c2-ptevention signature update — {4 24 i i)~ /X 4% C&CRT FRFAL -5 BHT AR 552 B
KA ) 2% C&C B3 THIURFAE S22 1 A [E) 3505 2 R4 7 5 T

SN MBS P25 CE&Cly IFFAE 3L

FERLENEOLT , TP e nl RETCI R R B SRR 55 G X i 1 I 28 C&CI IR 2 AT 50T, A1 XiX
— [, ARG M CRCHTERHE S S A IIRE, R FTP. TFTPH S5 & sl UL
[ 25 C&CIT AL SO P AENI A, T RDHTISE A 16 W25 C&CPI - R . P AR 45 C&C
BEARHAE SO, AEPATRECT, LA A

import botnet-c2-prevention signature from {ftp server ip-address [user user-name password password |

tftp server ip-address | usb0 | usbl } [vtouter vr-name| file-name
e ip-address — $EFTPE A TFTPHRSS 4 1Ptk o
e user user-name password password — ¥ EFTPARSS#s 1 FH 1 A A

o vrouter vr-name — 5 EFTPELHE TFTPR 545 FlrJ& Y VRouter o

file-name — f55E F AR M2 C&CP BIRAL ST HI A4 FK o

SB 7 187 W 4% C& CBly AL JE 15 /R

PP BT LABE RS (56 A R g show i 4 275 B3 A st 28 C&CBITIARHE A7 S o AEARA AR LA

T

show botnet-c2-prevention signature info

SB 7R 187 W %% Ca& CBy IFAE o B HT B B 5 /R

FF BT ABERS (56 AH R A show iy 4 22 A B s BRI W25 C&CP ARFE 4 BURTR S, B4 ORI 55
aefE s BT SR AN TR LUK i 9 28 C IS IARFAE R B IR LS . A5 i) R 25 C&C
B MR AE A BT B S, ARG LA a4

show botnet-c2-prevention signature update
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B 3 R4 L 8
b WRAF L I T REN A

RGeS PP 0 T RE REAS A0 1 Sy ¢ MR 0 I8 2= B AR 55 e AT SMTP - POP3 Biis & Y A 2E4 7R
BUIEIE, S R BRI 5 A Ry, BUANSES MR OE BRI R TR SE, I BARYRECE XY
RIRHI BRI MO BEAT AL, AATIT AP P O ISP 2 i sl R i 55 o

B A IR T RE SV RIERE ], B R SCRp I MR P 2o 308 Th RERY 15 5 22 4% RORn 0 A 94 ml ik
Ja, THeEEA R

TR NRIERENS I R B b S B 9E = um A S5 f, B ERC & B3 iR i g Th
BERT MRS BEDNSR 5525 o

HE B b7 3% WR 4 0 I8 T B
RS R T A N T 000 A S B R 7 2
I CLIRL BB L IETIRE, THRIRLL TS B T4

1 8 SRR 98 Profile, fEProfilerP i i BB TILIERGMPAEHISCRIY . RIS MBPERT SR
RISV E LA & RN S B 0K

2. KB IS IE Profile P RE 1) 22 A dnk/ SRME LI o

BB 3 BRI I Profile

B3 MR PF AL YEProfilerf = B RE F B TIT PRI IR F UM SR S BRI SRIBUA R SR LA
KNG a3 BRI MBI I Profile, £ RIRCEMI T LA T a4 :

antispam-profile antispam-profile-name

* antispam-profile-name - 1 & It G Y SIS JEProfile (Y 45K, FF HIE A IZBI B IF L #EProfile
MIECEMA . RIS ELTROAAE, W EEHE ARSI IEProfile iU E MR . f 2 w] LAFT 32
BRI g Profile.

i Fino antispam-profile antispam-profile-nameffll i+ 12 F B3 HEAF I i Profile
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15 A8 B A B R
FRRE MOPE BRI NP DR AL BN, AERE I ISR B Profile il BT A T a4
protocol {pop3 | smtp}

* pop3 — FREXTIEILPOP3YRSUAL i Y M AHZEA T2 3% A I8 o
o smtp — FREXTIHIISMTP MU AL HP AR T RIS MECFLIE o
il FH LA i no 3B H Ml R R 4R & -

no protocol{ pop3 | smtp }

5 B DL 57 B 1 2E 571
15 € P48 E VRS FREI A0 DASCR B I BIAE , AR BB Bs e B AN (0 LA R i %
spam-class {bulk | confirmed | suspected | validbulk} action { log-only | reset }
o bulk — 5 EX R A A A AR B R 3D
o confirmed — H5E R E BRI MPBY HEA R B ISR .
o suspected — FE AT AT BES L ML Y B (R R U I S o
o validbulk — H5 0 1EH & MY B AR U I 3R o
* action {log-only | reset } — F5& XS A& IMAYSIIL HEAF R I 1%

¢ log-only — it HilME R e IR IUN A BRI MPHEIF RGERIUI BRI ZIE o X3 FIPOP3 Pl {24
HIBES R PE ORI H S8 (logonly) o

o reset — AWM E, HEEERE.
5 FH DAL A 2 no T U B3 B 2R I 8 A2 -

no spam-class {bulk | confirmed | suspected | validbulk}

FEE 2 A\ 5 M 53

T HEER R NI, RGN AT IR g . A — BRI g Profiledk 22 A
TRETO A AT M2
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ML BRI AT I8, AR AR F L g8 Profile R BRI AN d

sender-exempt-domain domain-name

* domain-name — fHERMINAI K A AFRRBER LUR1 212550545 AIRIE 2 PPk
%, B RKER S AL 63T

i P DA _E a4 no Y UMM B 5 8 19 A PR A et

no sender-exempt-domain domain-name

45 58 B 3 MR T Y Profile B &2 238,

WL MR g Profile B E 2 RS, RGIGEA LIZ 4 200 H 192 4800 i 5% i Profilefic &
BEFTRE MU . RIS T A0 E 1 B MR g Profile,  [R] I SRS LN Ay H A9 42 2 o
GIE T BB JEProfile, SRS MU SR E FY BRI B BEProfilefh 25 A%, 1My H Y2 448 R i AL
BRI JE Profile JTEA o

FOEBII ML YEProfile B %2 3, (R RIBCEMTTT, AU T w4

antispam antspam-profile-name

* antispam-profile-name — 15 EHE R L A BRI IEProfile Y #4 7R — e I A RESRE —
AR i Profile o

FEZAICERT, %A% noffJE 2CBGH AL ML g Profile Y FF € :

no antispam

45 5 b1 3% WP A4 1 Y8 Profile B 55 B HL U

R M JEProfile P E B SKME NG, ARGERE2 0T -5 SRMEALII AR UC BC i B R Al Profile it ELZEAT
B BRI IR A o P08 BB I I Profile 2 SRME M, AESREME AL B E AT 6l AT i 4

antispam antispam-profile-name

* antispam-profile-name — 57 4 5E 2 R ML B BLIE AP FEProfile i) 44 FK o

A SR LI C B A {68 FH 3% 4 no TR UUH S MBI B Profile I 4B5E : no antispam
Tic 2 P A4 41 41 3 oK PR

fRE MR PF TR R IRBIE, 2RI EAEUT, AT mS:

antispam max-mail-size max-mail-size-value
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o max-mail-size-value — ¥ € MM KBRTEME . JEHEZ5128]2048Kb, BRIAEZ1024Kb,
LA R BC E R HIZ i 2 no B K IR S K IR B ERIAE . no antispam max-mail-size
BN B R S P8 ProfilefE B

ARG, B A LT i R B R S8 ProfilefF 5 -

show antispam-profile [antispam-profile-name]

e antispam-profile-name — BN HEERI ML HEProfile F{5 2o A AR EProfile 4 FR, B/ R4iHh
B B B E L 8 Profile 45 L o

AP R IR R
GEAEMBET, AT A SRR IR A

show antispam status

BB 2 B ERE
GEAEMBET, A RUT @4 R e i 2R AL (2

show antispam configuration
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23 B 7

Py 2 g 1] o FH A M 0 2% A 8 ) 22 PR AS A R 2 ) R e I

ARGEH LA S RE Rl 15 et 2 P A DA T IS S B, AR S 2 4 1l o O ) 25
B E, JFHRERIRLIRI & WSS A B, TR £ 2 H] 2w M 4417 0 ) H
ibp

‘g’&%:

o HETZSmBAFIRENIRE S TLRBHL” 2t ARt Tkl .

o LB IIRESZ VF R IR, BN SO B 4P D RE A 1 G R 2w 4P rl
WL, DREARIfEH]
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Hic B 45 ¥ B 37

s TIE
2RI TIRERT, WAGE R L T s T A%
1. BRARGRASSF A 0w P i D e

2. TEMLIRTITIE, REER .

BE B A 3l 97 2 RE

T AGLIRYT IR, P BRI LA T ST A

1. B SRS B S5

2. S LSRG Profile, (EProfiler i ELIRA MBI BTH B

3. YR E LI 3 Profile 1T 21 A SRS I B35 2T 4 Profile 48 E B 22 42 I

BB A &2 H 23
LRl S B T IR S R SR B (4
o HELIHL AEHIROIS 34T
o FEELIRE SIS F bt
o HELIHLATHIROIS 3

C[H

o TEERZTFH

EEL R 2EH PO R 5a KA

fEE L e H IR G2 BT IR, I Bt A2 2dlhD RS sl B, E2RN
BT, HL N4

€epp server fiangmin
i Hno epp server /it Fp i x& 1 Zum & 42 Hil - Ok 55
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9 TR RGOSR E — AR B 2 e Al IR S5 & o

18 R 2 2 2 12 il FRUD IR 554 ik
R E A s DRSS i, RO AR HI DRSS SECERT, (LR a4
host hostname
o hostname - 1§ {E AU 2 AR I HUOR S 2 TP B4, TERZ 1212557 4% .
i Hno hostlfl i 52 19 2 S 22 A 42 i D IR 55 s b o
8 E A m B 2EF TR /KOS
E L e DRSS dv 5, AELm LA fIHO RS SHICERSEUT, AT a4
pott port-number
o port-number - {8515« VB 21565535, ERINIG[15 4800

fili Fno portfil Friis i H £ i 2e 4 il Fh OV 554 i 5o

R A

TR - 2 2 Al oD Rl S 2o B 5 B R Y, AR 2 2 il r DR 5 S BC B AT
LA a4 :

sync sync-cycle
o sync-cycle- B FE AW JEREIZ12I6050 %0, BOARHIN1057 %,

i Fno syncPi &2 BRI [A] 25 J5) o

RA/ZERRSER

BIMEU T, RECFEP LR EBATRERRS. His S8 L emEH OB ERE,
HHAZE WA R R IR ERE, RECRDEINERTSHHEHaEE. AP LMRYE
w2 e G S, dhEiE ] R G m — IR B IR0 2 I 2B 5 2

JEREEEHELER, AL L m O S aieBERCT, ML
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e HH: timeout-used

o #H: no timeout-used

BB 4 3 by ' Profile

L AP Profiler 3= B E L R AN BT P20 Q2w 4 Profile, £ 4 R BCE AR {3 H]
AN a4

epp-profile profile-name

* profile-name - 1€ fir QI 2 3m i 4P Profile Y #4 7K, HtE NiZ 2 4F Profile (L B, IR
TREAPREAAE, WEHEIE AL Py P Profile L B AR o

i Fino epp-profile profile-nameffH B4 i 1 2355 55 47 Profile o

TEE L IR AN L B9 By 37 S

FRRERPIRE N AR LR T P 2l ATRI BT P 01, LB Profile lR BT, LA An

status uninstall { log-only | redirect ur! | block [block-intervall }

¢ log-only — FEEXT ARG RS o) e 3mim 5 AT, (U HGE R

o redirect url — X IR LA P Sy Y 24 U 1 A 1) I RE H el

* block [block-interval] — FREXT A LA P A LS EA TR e, I8 E FHIST YIS block-interval.

155 FH LA _E A 2 no B TE X BUH AR N AR LR TG P i i A T BT P SR F8 E
1o status uninstall

TREAPRES N BBHEAUL. Eha. TR LmRATRIP s E, E285mPT P Profile i B
, RN a4

status { unhealthy | infected | abnormal } {log-only | block [block-intervall }
o unhealthy - $5ERPRA N BHEEURAI 2R A T 47 301%

o infected — Hi5EXPIRZEN B REHIZ S AL T B P20 o
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* abnormal — F5EXPIRAS AT N F i LS A TR 31 o
o log-only — fRERTFENENGL HEE .
* block [block-interval] — X4 ERA AL BEATRHIBTEERE, 45 E BT IS block-intervals

i A LA L @ no M ABURXPIRAS M HEFEEUI. e 70 R R R LamITRIBT P sh BRI

P

E

no status { unhealthy | infected | abnormal }

15 EGI S e
B SR AN 57 2B B Profiledss il U Ly bl o FEAE B A b, FEZus BT Profile it B AR AT, {#
FLL R4
address address-name
e address-name - $5 & 75 | I HBHE A4 FR o
15 FH LA _E 4 2 no T U X5 Sk 1 45 7€ -

no address

Q TR 7R EGI/MBELET, TR SN 2o b IR B sk fir . BRRCE
7, ESAE AN .

BB LRI #Profile B 47 4 15,
KB Profile S E B L AIE , RGPHEN LIZ L I8N % A 4% i Profile iU B #H T4
ST ARG o
PEL P I Profile ) % 4, AR L IBECEBSUT, MU T M4
epp enable profile-name

o profile-name — F5EHE R L RAI LI YT P ProfileJ #FR o — P22 B RESE — 1235 4 Pro-
flle o

FEZ I ERGCT, (EZ AT no i JE X IBGHZ 5P 1 Profile {4 5E :
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no epp enable

48 E AR U5 B 3 Profile 21 5% s HE M

R4 Profile 4P E B SKIE NS, ARGEKE 2 x5 SR AL AR VT BC i B AR Profile i BLEA 7453
B 98E LS PAF Profile 2 MG ALIN , £ AN MU BC EAS N (LA T g

epp profile-name
o profile-name — $i5 ELPE B FME RN ) 235557 4P Profile 1 4 FR o

FESME RN BC BT (8 % A% no T AU BGHZ S Pl 4P Profile Y 487E : no epp

F IR LI e B

R ] EAEARA AR il F LA a4 80T 8l Al P Zom B (5 2 -

exec epp jiangmin server-flush

B Ay #rprofilefs B

AR, B A LU T & BoR 29T 4 profile(F 12

show epp-profile [profile-name]

BRI REAF IR

AT, WALV T a2 BoR 29 R SE 2

show epp ep-status {jiangmin | dp}
o jiangmin — PR AT RS 20 A 4 il opu DRI 2R M5 L o
o dp - RGEAMEEEAHEIN—FFEE, SR WA 8 =7 2 2 At fil v DRI 2 R 2515
B, PRI Profile i o
SR A i B I A R

FEARRET, A LUR a4 s 2 (F 2R IRESFE R
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show epp sync-status

SN AR B B R R B

FEAEARECT , B LT i s s 2 e i O L

show epp setver
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IoTIA
PRI (Internet of Things) fAIFRANIOT, Bt KPELILE (WML IE g ) SCI KL
A 25

REW T WA RE R BN SR AR &R, ISR L WP TPC (28 BHEHL) HINVR
(ML RE L SRARPL) S ZAIIUR P50 w, FRX IR AT A EA TSR Mg, SRR AR R BC O H B
ARIEAT R W28 UL 2 3 B T REL T S R AR o

O

o HEToTHERECCCFHRAENENL RAEFF IR IPCHINVRIZ &

o LoTURIETNREZVF Al HERSH], RIS RAIOT It DI REAY I 48 LA o T = VF Al IE
J&, DIREARIEM .

o IoTHIEIIREASCHF AL TNATY S T B M2 R 12 54
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Bo B ToT M

MR TAE
(S FILO TR IO RERT, AERLEA T i TAE:
1. BN RS A o T WA D fE

2. FIOTE L, RIEEHE R4

BB Io T I GE
ST RGO T ks A, PP T B I LU T A5 B TR
1. FCEEAZE,
2. JEMIoTitiProfile, 7EProfilerf iR EMEA L By LB AT M Mkt LA B E % o

3. H1oT W5 Profile B 1E B &4k o

BB WA 5

X T2 B E LT Wi Profile Z2 A AR i, ARG AL BIP. MACHIP/MACEAIME A 47 Ft Hdb A 7
R BCEZ R, RFEArrar AL R REET . BIMEL T, REAFLLHET I
ProfileZZ 2 1 Fr T it it

HFEACEIP/MAC, IPAIMACKRIRGHEN & FART, Fitt BSR4 : IP/MAC > IP > MAC, *4ff
GLUTIERE, RE VR EhEd:

o ¥t ICECIP/MACKERIFIHE A 2 BN, IPHIUEATMACHIRE 2 DURC AT o

o iU DLECIP/MACKRIFEAN & BT, (UPHBHEDERCE L . 2 J5 it (R U RCIP TR Y T N 44 R
FIMACERIHEAN & 5, HAULILR) o

BIEMEAZH
ORI ALE, IO TIEA L ERER, FaRIERRT, WAL TS

iot-monitor admittance-list list-name

R 183



o listname- 8 E WAL LHIHFR, I HBEATCTIEA L L ERA . WRITEXROAAE, W B
BEATOTHEA 44 FRC BN o

EARICERATY, fino iot-monitor admittance-list list-nameffH] Fx 45 & HITHE A &4 B

9 TERR: W4 E BT Wi # Profile (I A\ 424 B E EMRBRYBE G, A W7 LAEFTINBR o

BEEIP/MACKRI M £ B

A 90 VIR 1 4 M e TP ML . MACHIAE. JH P ARSI I A B, (ELOTIEA
SRR, LTS

ip-mac ip-address mac-address [onvifusername username onvifpassword password)
* ip-address - 5 E ML IR T8 A O TP HiLhE o

e mac-address - 1§ 32 5 & HITP LT AUMACHIHE

* username - 115 &2 L R 2 AT P25 15048 1 L P 42

o password- $57E 5 1 BT RS

FELOTHE AL R EAGCT, f#i/lno ip-mac ip-address mac-address\EAZ PR E
P2 AL A5 1503 O TP L ATMAC Hi

FC B TP R b N\ 45
15 E PR B

B SCVFIBL O I A5 AU P25 a8 AT AE TP B L A AN S IS HE A2 B, FEToTHE N 42 PRI B
R, LT a4

ip netwotk {ip-prefix/mask | ip-address mask} [onvifusethame username onvifpassword password)
o ip-prefix/mask - 45 T W 25 WU #5535 45 I (6 ) B A TP HIHE AL~ RO #ERD , J11.1.1.1/24.
* ip-address - $5 € ML 50 4 T A [ BEROTP AL, 011,110

o mask - 15 € WZUI A2 B8 TR I BERY (28R, 41255.255.255.00
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e username - $5 &5 M ZE A IR XA B P 4
* password - 155 5 ] 1 4R B AR o

TEITHEAZ AL EA AN, {#Hno ip netwotk {ip-prefix/mask | ip-address mask} \IEN 4 BRI +S
FE WL 28 5B T A P TP R Bt o

9 R YACENIPH B S CRCEIPHAL AP RET, RGros IR o

15/ IPHI AL 7 ]

R SEVFIE L W AU P25 A T AEIPHIEYE R P A AN S I EE 2 Frh, AT THEA A4
BB, A4

ip range start-ip end-ip [onvifusername username onvifpassword password)
o start-ip - 57 2 MIZE WU B A T R IP ML E R 2 SR TP M i o

* end-ip - 5 € WA MR T2 15045 i A TP M b 510 Bl A 25 AR P b o

o username - 15 & 5 PSS 451 5 FH - 44

o password - $5E-5 L P 440 B B

TELOTHEAFFPRLEIA N, (i lno ip network start-ip end-ipIE 44 IR S o 2 MU 138
S TR TP LS5

9 TR YACERIIPYEE S CRCBIPHIL AN, R M IRIRR .

EEEMACKA WA 23
A4 SVPEAL I B A AT 5 B A TOMACHIIE TR INEME A 2 80, (R IoTHE A SRR T, (5 L

T

mac mac-address

e mac-address- 1§ 5T W AT 15 1 2 HIMACHBHE -
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FEIOTHE A RECEMGUT, flino mac mac-address WEA 4 MR T 2 R AT IR 12 50 4 1Y
MACHH]

SFABALHE

AT LAUER FTPETFTPR G548 S AMEA L B MFTPETFTPAR 5548 S AMEA S, FEPATHT
LI a4

importiot-monitor admittance-list /ist-name from {ftp server ip-address user user-name password password

[vrouter vrouter-name] | tftp server ip-address [vrouter vrouter-name] | {usb0 | usb1} file-name
o list-name- 57 E F MY HFRHEA 2 B 2 FK o

e ip-address- 1§ EFTPETFTPAR 55 25 TP HbAE o

e user user-name password password - $5 E FTPHR 55 %5 0 FH 1 S A0

e vrouter-name - A5 E M VRouter F ANEA L HLo WA 1% 240, VRouter Htrust-vro

o file-name - §i5 EFTPR 55 A B TFTP 55 % LHE A A4 B S0P A K

BB To TS # Profile

A IoT & Profile
Lo T Wi ¥ Profile, Ff Hik ALoT WiaProfile it B, AE2RICEMAT, MHUNmS:

iot-monitor profile profile-name

e Profile-name - $§ :EloT Wi 1 Profile Y 4 R, FF HHEAToT W55 Profile it A% . W48 E LR
£, W EHEGHENIoT 5 Profile it B AR .

AR ERZLT, i Hno iot-monitor profile profile-namefffF:15 & (1o T Wi 45 Profile.

9 HER: #4058 B a1 oT 45 Profile UG EMFRRSSE S , A AT LAEATIBR .

4L EWN L B P IoT S #Profile
4biE BRI A S ToT I FsProfile, 7EIoT A% Profile it BRI T, L F s :

iot-admittance-list list-name
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o list-name - {7 ERE 0T 4% Profile (AN Z HRY 45K — PoT WidZ Profile(L A48 E — TMEA A
L2

LELoT WFasProfile il B 4520, {#i Hho iot-admittance-list list-namefffl (45 7 2 1o T W 3 Profile F ¥ A 44
B,
FEHE /R A 43R B T R

AT, LBl eI TR R RGHE SR T Mg 51 38 h A 2w IP, MR S A HR AR
SfF SRR Mg R s 1) S B ER, R R TR I R .

TR RENG , AT =FE i  il& 2l i) -

o HFTHIZSmIPHIA B0 T W2 511

o YLK AT IS AR A OB B

o GBS A AELZRIT, FRERE5 70 Bt & — IR L iR o

KM LRI IRE, fELoT st Profile it BARAT, ] LA TF ZhE:
ipc-monitor iot-identify disable

{ELoT W 4% Profile it BALR, U1 fir S no Y TE AR I J5 A3 iR 3 h RE -

no ipc-monitor iot-identify disable

T /% A& 44T N B AZ T RE

THRZSAT A RIEIRER , R s Ty A M MU 42 I A I AT 0 RHE 2 A5 5+
Tt icsk HaS e TR mr . BOAE LT, ZmfTh a2t e i, HARGx
[Zkﬁo

KL T AL IIRE, AELoT W= Profile i BT, MALAT a4 :

H, IR R

AR wEi |

ipc-monitor abnormal-behavior-monitor disable

TFB 2T AW IIGE, I8 S e H AR s s TR, (EIoT W45 Profile it AT, {d
FLL R

ipc-monitor abnormal-behaviot-monitor enable action [log-only | block-ip|
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¢ log-only - RGX T AT, (UdkHEFE.
e block-ip - 2GEX i it E PE T RE T

FELoT Y #% Profile L BT, ] LA T iy @ nof LA BN I -

no ipc-monitor abnormal-behavior-monitor disable

HEIo T B ¥ Profile E 22415

FIoT 5 Profile B E R 255, RGCKM XA &2 i it e i Profile it B EA TAL T . 48 E 0T
W Profile | % 438, 7 BAEIAC BTN BT

A RRCERAT, AT S BB E R

Zone zonc-name

BENEBCERGR, M LAUT 65 R ToT i Profile 48 5 214 4215 -

lot-monitor enable profile-name

o profile-name - H7E T BB T AN 0T W FProfile &K, — M2 A BUL AR VRSN — MoT IR
Profile,

FERC BT, (S AZ A& no L AR ERIPE Lo T W% Profile #1) 22 48k :

no iot-monitor enable

MERIoTH #5255 H

MR AR AR E Lo THE IR A H , AR, AL T a4

exec iot-monitor delete iot-monitor-list [ip ip-address| [vtouter vr-name | vswitch vs-name| [manufacturer

{hikivison | dahua | uniview | other}] [type {avr | ipc | othet}] [status {online | offline}] [trust {y | n}]
o ip-address- MG ETPHILE T T W45 31 % 45 H o
e vr-name - JIEHE E VRouter [N Lo T a3 %1 £ 45 H o

o vs-name - il B34E E VSwitchF I THE #2411 5655 H o
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manufacturer {hikivison | dahua | uniview | othet} - 15 E) FIoT His v K& H . Hifr,
hikivison A SR, dabualy KA, uniview ) FH, other hy HAt

type {nvr | ipc | other} - MIERTEE R AR IOTIRIEIIZRFE H o Hi, avey MZEREERBAL, ipc
NS EHEIL, other hy HAb.

status {online | offline} - MHERTE ERSHILOT M55 H . Hiit, onliney{ELL, offline’y Lk,

trust {y | n} - BIERAEE W EIRSHIoTIESIFR G H . Hrh, yHalfE, oA ulf5.

K IoTH #5745 H

BUHRERToTIRIEFIRSEH , RSN, AT a$:

exec iot-monitor modify iot-monitor-list ip ip-address {vtouter vr-name | vswitch vs-name} [manufacturer

{hikivison | dahua | uniview | other}] [type {nvt | ipc | other}] [model model-name] [trust {y | n}]

ip-address - {E SR EIPHIHE o T IS8 515655 H o
vr-name - ¥§ ;EIPHbAE T FE ) VRouter 4 FK
vs-name - ¥§ ;EIPHuE T FE ) VSwitch 44 K

manufacturer {hikivison | dahua | uniview | other} - (Z /(5 EIPHIHE Y ToT WS IE 5K S H ) R H
1, hikivison i B, dahuay KA, uniview T4, other fy HAl.

type {nvr | ipc | other} - (BUEHREIPHIAE 0T ML A 5IF 5% H B R Hrp, aveoly W25l
B, PpchMZEEEIL, otherhHAl.

model-name - 1& A5 EIPHIHE I To T Wi 15 511 36 45 H I & 15,

trust {y | n} - (BUHREPHILE Ao T \i #5125 H IR FIRES . Hrb, yARE, a A rf{E.

BRI EEFE

BEALREE, FEAEMETE, M N

show iot-monitor admittance-list list-name [ip-entry | ip-mac-entrty | mac-entry]
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o list-name - IR E A PRAY T A A4 HUE S
o ip-entry - W RIPRAAEA L FREE
e ip-mac-entrty - TN IP/MACHEAYIHE A 4 H(E 2.

* mac-entrty - ZRMACH A FIE A A HUEE

SBoRToT £ Profilefs B

BRIoT i Profile(f A, AL, ML M :

show iot-monitor profile profile-name

e profile-name - B/ T8 E Lo T W15 Profile {5 Hlo A ANFEEProfile 4 FK, /8 RGEH A 1oT 5 Pro-

filef {5

ERIo THE IR

TR TE i o TIREMRG R, EEMEAT, HHU N4
show iot-monitor-list [ip ip-address] [vtouter vr-name | vswitch vs-name] [manufacturer {hikivison | dahua |

uniview | othet}] [type {nvt | ipc | other}] [status {online | offline}] [trust {y | n}]
o ip-address- ‘BN fEEIPHIHEAT T A ToT (5 B

* vr-name - [R5 GE VRouter (Y To T 4126 58 HAF 5L

* vs-name - /R E VSwitch Lo T M #2811 26 5% H AR KL

¢ manufacturer {hikivison | dahua | uniview | other} - B/RTEE] HHIloT sy XKL HEE. Hi,

hikivison J i A, dahua’y K4, uniview HFA0, other hyHAh,

« type {nvt | ipc | other} - BRI E I KT I A4 F (5. Hob, ave 4 a4
Hl, ipcHIMEHRENL, other L fh.

* status {online | offline} - WIRHEEIRASAITOT WAL L HE R HiPr, online J{ELL, offline’y &
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%o
o trust {y | n} - BONRE ARSI TIRESIFRZ HE R Hi, yaulfE, e Anlfg.

BRI T FEIRGTHE R

SRR I B AE L A AR A R/ AN R B R A AELRIPCEY/ AR IR LA AE LN VR
BYAR) R AT AEARMESUN, (LT

show iot-monitor-list statistic
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